PASPABOTKWN N TEXHONOI'NN

O KomnaHuu n NPoAYKTax
«Hyma TexHOnorum»




[MPO®W/1Ib KOMIMAHU HYMATEX

KomnaHus — POCCUNCKUN Pa3paboTumMK cneLuann3npoBaHHOro NPOrpaMMHOro obecneyeHmns u cCpeacTs
3aluUTbl MHGhopMaLMK. leaTenbHOCTb KOMNAHUKM COCPEAOTOUEHA Ha NPOBeEeHMN Pa3paboToK MO KNHOUEBbIM HaNpaBAeHUAM
NHOPMALIMOHHBIX TEXHONOTUIA, 3HAUMMbIM AN1S CO3AaHNUA 6€30MaCHbIX MHHOPMALIMOHHbBIX CUCTEM.

bonee
NeT 0MnbITa 3aLLMLLEHHbIX
pa3paboTku 00beKTOoB
C3n MHopMaTK3aLmm
HanpaBneHus C3N
TEXHOJOMMK CoOCTBEHHOM
Be3onacHoCTM pa3paboTKku

numA.

TECHNOLOGY

Pa3paboTka 1 Npou3BOACTBO NPOrPAMMHbBIX U MPOrPaMMHO-TEXHUYECKUX
CpeacTB 3alnTbl MHPOPMALUUY;

Co3pgaHue 3alinLLeHHbIX NMPOrpaMMHO-TEXHNYECKNX KOMITEKCOB

[poeKTMpOBaHNE U peann3aumns KOMNAEKCHbIX PeLeHn No 6e30nacHou
06paboTKe U XPAHEHUIO IaHHDbIX;

Oka3aHue ycnyr no 3awurte nHgopmaymm B MHPOPMALMOHHbIX CUCTEMAX;

MpodunbHblEe HAYYHO-NUCCNEA0BATENbCKNE U ONbITHO-KOHCTPYKTOPCKUE
paboThl.




NNLUEH3UN HYMATEX

NNLEH3NA OCTIK POCCUN N23527

oT 25.09.2018

Ha OCYLLeCTBNEHNE JeATENbHOCTU NO TEXHUUYECKOU
3alnTe KOH(MAEHLMANbHON H(OPMALINK.

NMALEH3U1A ®Cb POCCU N21189H

0T 26.11.2018
Ha OCyllecTBNeHne pa3paboTkiu, Npon3BOACTBA,
pacnpocTpaHeHus WwudpoBanbHbIX

\ (KpunTorpaduueckmnx) cpeacrs.

numA.

TECHNOLOGY
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NNLEH3NA OCTIK POCCUN N21845

oT 25.09.2018

Ha OCYLL,ECTBNEHNE AEATENbHOCTY NO pa3paboTKe 1
MPOM3BOACTBY CPEACTB 3aLIUTbI

\ KOH(hMaEHLManbHOW MHopMaLMu. /

NMULEH31A ®Cb POCCNI N212643

oT 23.12.2022
Ha NpoBeAeHne paboT, CBA3AHHbIX C

NNUEH3NA OCT3K POCCIN N23552

0T 27.12.2024

Ha nposefeHune paboT, CBA3AHHbIX C CO3JaHNEM
CPEeACTB 3aWunTbl HOPMaLUN.

NCNoNb30BaHNEM CBEAEHI, COCTABNSAOLNX
rOCyAapPCTBEHHYIO TalHy.

NNLUEH31A MUHOBOPOHbI POCCUWN N22486

oT 23.12.2024
Ha NpoBefeHne paboT, CBA3AHHbIX C CO3AaHNEM

CPeACTB 3alnTbl MHDOPMALUN.

A %




NMPOAYKTbl HYMATEX

TPEBOBAHNA
LU RS UL MPOAVKT ®CT3K POCCUN/DCB POCCUN/MUHOBOPOHbDI PO
( )| TpeboBaHus K cpeacTBaM
3alnieHHas VDErVer ) OosepeHHas cuctema cepsepHoint BenyTca paGotb -
BUPTYanu3aums Q\S/— numA BUPTYanM3aLum A T
TSN

( VDI,'_‘:?) besonacHas nHgpacTpykTypa = = =

numa BUPTYanbHbIX Paboumnx mect

3almTa ceTen u

KaHanoB nepeaauu NPOrpaMMHO-TEXHUYECKUA WT.M3.A4/B4.N3 KCI/KC2 _
YHUBEPCANbHbIN W03 n3b
NAHHbIX
6e30nNacHOCTK
TVYuTl-4
ST o (Texnoppepxka oc - =
KOHE@UHbIX Poccunckun UEFI BIOS 3112:2035)
TOUek TN
) ) UT.CO3.VBA4.I13, T-4 TpeboBaHus K TpeboaHusa k CI3,
ﬂporpaMMHbIVI mMoAaynb nOBEPEHHOU (Texnop.u.ep)KKa 1o Mﬂ,3 3BM MTC,DBVBZFB,
3arpyseu 31.12.2035) (K32, KCB) PO HOB-2, POB
[NonyyeHo nonoxutenbHoe
NAK ogHOHanNpaBieHHON Nepeaayn TVnTi-2 y ST T -
AaHHbIX yepe3 USB-nHtepdeiic

AUMA. 4
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cepBepHOU BUPTyanm3auum




BUPTYATN3ALINA NUMA vSERVER dS3rien

numaA

h - [I0BepeHHas CucTema cepBepHON BUPTYanusauuu, pa3paboTaHHas C yuyeTom
(VSerVer TpeboBaHWN NO 6e30macHOCTM MHOPMaLMK, NpeAHa3HaYeHHaa ANa CO3AaHUA 3alULLEeHHbIX
N=numa

BUPTYA/lbHbIX Cpeal KOPNOopaTuBHOIO YPOBHA.

[ Chlger ]

YnpaBneHue 1 MOHUTOPUHT

t

, B Peectpe poccuickoro MO %ﬁ@{% Ceptudpunumposan OCTIK Poccun

PeectpoBas 3anucb N213854 " & °" Ceptudpnkar N24580 ot 23.09.2022, TA1-4,
ot 07.06.2022 &}fé Tpeb6oBaHNA K CpeACTBAM BUPTYaNuU3aLnmn-4

[poABMHYTbIN FTMMEPBU30P NEPBOro Tuna

N
QOD0000Aa0n SaULICHKOE peuene A7 05X 32121

3aluMleHHas BUpTYanbHas cpeaa

@Sarven CINES

I 0 ——=_ T Il - R

Myn suptyanu3saumm Numa vServer
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APXUTEKTYPA NMPOJYKTA (S

Pe3epBHas |
Konus

m YcTaHaBNMBaeTCA NPAMO Ha «Kene3o»

6e3 ycTaHoBKM XxocToBow OC

XenAPl Murpauna BM
[pOCTPaHCTBO

Xpanunnie
nonb30oBatend KnacTepbl
CeTb

domain 0

@ N3onmpoBaHHas cpeaa NCNONHeHUs ynpasnstowen BM

(Domain 0) CywecTBeHHOe yMeHblUeHne NoBepPXHOCTN aTakK

OnepaunoHHas
Cuctema

(user mode)

|
AR

{{*}{? MONHbIN KOHTPONb NPOrPAMMHOI0 KoAa
FTMNEPBU30OP

———
(host mode) besonacHocTb

Mnardopma («xeneson»)

numA.

TECHNOLOGY




NPEVMYLLECTBA A/19 MONb30BATENA AGnen

HN3KUE CUCTEMHBIE TPEEOBAHIS ANHAMWNYECKAS «)XXUBAS» MUTPALINA BM

6 BHYTpW Knactepa, 6e3 octaHoBKM paboTbi (live migration);
@ Mexay Knactepamu (c nepeHocom anckos BM 1 6e3 0CTaHOBKM);
Mexay oTaenbHbIMKU cepBepamu, 6e3 06Lero XxpaHunuuwa.

YCTaHOBKA Ha cepBepbl, BO3PACT KOTOPbIX 10+ NeT;
Cuctema BUpPTYanu3aLmm Ha 1 0[HONpPOLLECCOPHOM cepBepe.

@@_ bbICTPOE PA3BEPTbIBAHUE «WU3 KOPOBKW» MOHUTOPUHI N CTATUCTUKA
i’g ba30Bblit 0TKA30YCTOWYMBbIN KNacTep 3a NONAHS; LUnpOKMiA HA6OP perncTpMpyembiX NapameTpPoB COCTOAHMS
OAWH AUCTPUBYTUB — OfiHA UHCTANNAUUSA — BeCb OYHKLMOHAN. BUPTYanbHOWN MHAPACTPYKTYPbI U OMOBELLEHUIA.
—=

PABOTA C CUCTEMAMU XPAHEHNA AAHHDbIX

Moanepxka NOAKMNOUEHUS K CUCTEMAM XPAHEHUA AAHHBIX NO
NpPoToKONam 6/104HOro 1 hannoBOro AOCTyna.

| MUrPALLASA U3 APYTUX CUCTEM BUPTYANU3ALN

BcTpoeHHas nopaepxka umnopta us VMware, Citrix, Virtual Box,
POCCMICKNX CMCTEM BMPTYanu3auuu.

BCTPOEHHDIE CPEACTBA K/IACTEPU3ALMN N
PE3EPBHOIO KOMUPOBAHUA

Peann3oBaHbl: NofiHas konusa BM, pennukauus, CHIMNWOTbI U AenbTa-
konuw. MogaepxusatoTtca npotokonbl NFS, SMB, S3.

KOHKYPEHTHAAl CTOMUMOCTDb BNALAEHIUA

MpocTasa u rmékas mogenb nuueH3nposaHus MO, BapuaHTbI
TEXHUYECKOW NoAAEPKKM, MPenMyLLeCTBA HA Pa3/INYHbIX 3Tanax
YKU3HEHHOrO LUMKNA MHPACTPYKTYPbI

AUMA. 8
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YIMPABNEHNE NUMA vSERVER dSoved

—numaA

— CaMOCTOATENbHbIN MPOrpaMMHbIN NPOAYKT, Pa3paboTaHHbIK Ans
C 0"Ider yA06CTBa M NpoCTOThbl ynpaBneHnsa Numa vServer npu nomouin Beb-nHTepdenca
= um

=z o+ @ &

YnpouieHHoe ynpasneHue BM, nynamu u
BUPTYaNbHbIMKN pecypcamu

136y ille

icnonb30BaHne QYHKUUN U NHCTPYMEHTOB
no paéote ¢ CXA

z
S

YTHAM3aLMA NPOLEcCOpos B YTHAM3aLMA XpaHInLY

MoaaepXka poneson moaenu AocTyna K
Numa vServer

+5 0~ o0m0 0N

nnnnnnnnnnnn

PaboTa C MacwWwTabupoBaHNeM BUPTYa/IbHOM
MHPACTPYKTYpbI

& @ @ ®
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NUMA EDGE

MporpaMmmHoO-TEXHUUYECKUN YHUBEPCANbHbIN
LWI03 CETEBOU 6€30MaCHOCTY
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MEXXCETEBOI 3KPAH NUMA EDGE B

MuHnpomTOpr
Poccum

numa Edge 4OR; 3

g-..,—. —_

Edge 25!
g UMA, Edge o e ™
e AT - ” y olihe ol ol |

~ NPOrPaMMHO-TEXHUYECKNIA MEXCETEBOW IKPaH, COOTBETCTBYIOLLMIA KOHLENL UK
YHUBEPCANbHOTO LWto3a 6e3onacHocTn (UTM), o6ecneunBarowyuin peanm3aunio QyHKLNA MeXCeTeBoro
3KPaHUPOBAHUA 1 KpUNTOrpadmueckon 3almnTbl KAaHaNOB Nepeaaun AaHHbIX.

- 4., CepTudmumposano OCTIK Poccuu
B Peectpe poccumnckoro MO N
PeeCTpos fﬂ 3£nm g B CepTucurar Ne4199 oT 26.12.2019

o7 03.11.2020 Vi (TpeboBaHMs K MeXceTeBbIM 3KpaHam 1 NMpocunn
i 3awmtbl UT.M3.A4.N3 n UT.M3.B4.N3, TA(4), a Takxke 3b) )
~N
CeptudpnuymposaHo OCb Poccuu
CepTtuchukat NeCD/114-4205 ot 21.01.2022, KC1 CepTuchukat NOCD/124-4206 ot 21.01.2022, KC2
(BctpoenHoe CK3M «MarMpo Kpuntolaker» B. 4.0 ucnonHexnune «0penVPN-FOCT»)
J

@ LLINpOKNIA MOAENbHBINA
pAAa

annapartHble nnatdopMbl NoA
no6ble noTpebHOCTM 6U3Heca
+ BO3MOXXHOCTb
KaCTOMM3aLMUN eMKOCTM 1
TNa ceTeBbiX NOPTOB

MpocheccnoHanbHbIN
MexceTeBoun 3KpaH

06WMPHbIN HAbOP
(DYHKUMOHANbHbIX
BO3MOXHOCTEN A5 3aLUTbI
CeTu, ynpaBfieHMs CeTEBbIM
TPaUKOM 1 ero punabTpaLum

&4 CepTUdULMPOBaHHbIN @ bes orpaHnueHnn u @44} Be3onacHas
OpenVPN CKPbITbIX NNaTexen 3 apxuTeKTypa
3alLMTa KaHaNoB nepenayu BeCb (DYHKLMOHAN AOCTYNeH COOTBETCTBME KOHLenuun
AAHHDBIX U KNUEHTCKNX

nogkntouveHnin no FOCT ¢ Knactepa 1 orpaHuueHui no (Zero Trust):
Pa3NUYHBIMU CLEEHAPUAMM rnonb3oBatenam, Tpaduky u

Cpasy, HeT NULEH3KN Ans «HYNeBOro AoBEpPUa»

BIOS, Mnatdopma, MO
np.

nuMmiA

TECHNOLOGY
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YTO BHYTP NUMA EDGE? e

Powered by CK3W Kp UNToO

CHCTEM! 3ALLHTE MHEDOPMALIH
Numa BIOS Cocpr >7

N

E gt >
numa . Numa Edge - cobcTBeHHas pa3paboTka
B Peectpe Poccumnckoro N0
Edge 25R e R M3 Mporpammubii M3 co6cTBEHHOU pa3paboTku — Numa Arce
< g = % ' B Peectpe Poccunckoro MO u ceptudpmnumposan OCb Poccun
— =<
B &
CobcTBEHHAs pa3paboTka — Numa BIOS
» BCBB (BIOS) B Peectpe Poccuiickoro MO, BbiNonHsaET TpeboBaHus
MuHnpomTOopr 76 npukasza OCTIK Poccum
Poccuu
=< AnnapaTtHas YacTb > y
WGt Lannaer AQUARIUS A\ THE
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NWCNONHEHNA NUMA EDGE

MexceTeBon 3kpaH (FW)

[03BONIAET OCYLWECTBNATL KOMMYTALMIO U arpermpoBaHue,
CTAaTUUYECKYIO U AUHAMUYECKYIO MapLIpyTU3auuio,
(unbTpauuto Tpaduka ¢ yyeTom 06WMPHOro Habopa
KpUTepueB B TOM UMc/ie N0 MaHAATHbIM METKaM.

dunbTpaunsa TpaduKa B pexmme mocTa. lIpo3payvHoe BKOYEHWE B Pa3pblB A1
VMEOLLENCA TOMONIOTNI C BOSMOXHOCTbIO OAHOBPEMEHHOMO 3ePKaNMpPOBaHUS
Tpaduka Ha SIEM cuctembl

@unbTpaymsa No Nonsam NPoTOKonos., B Tom yucne IPv6, TCP, ICMP

Bo3moxHoCTb moandukaumm Tpadmka, npoxoasuiero yepes M3. Cépoc onumun TCP,
N3MeHeHne 3HaYeHnn npuopuTeTa U T.4.

LLInpokne BO3MOXHOCTW MO HACTPONKMN MApPLIPYTU3ALIMK:
*  (CraTtuuyeckas, B Tom uyncne PBR
«  uHamunueckas ( BGP,0SPF,RIP)

Bo3moxHoCTb hunbTpauun HTTPS Tpadmka ¢ noameHon ceptudmkara v B
NPO3payHOM pexume.

TECHMOILS

S

&% | KpunTownio3 FOCT (FW + VPN FOCT)

rocT

Mo3BonAeT co3aaBaTb HaAEXHble MexdunmanbHble
COEMHEHMS N OCYLLECTBNATb KNNEHT-CEPBEPHbIE

NOAKNIOUYEHNA YAaNeHHbIX NoNb3oBaTenen, cobnoas
Tpe60BaHMA POCCUNCKOro 3aKOHOAATENbCTBA.

CeptucmnumpoanHoe CK3U no knaccy KC1/KC2 Ha ocHoBe OpenVPN

Pa6oTta nosepx TCP n UDP. OTcyTcTBUE Npo6nem npoxoxaeHus yepes NAT
®unbTpaunsa Tpaduka, nepesaBaeMoro u npuHUMaemoro yepes VPN

PaboTa NPOTOKOMIOB AUHAMMUYECKON MapLpyTu3aumu BHyTpu VPN

Bo3moxHOCTb opraHu3auum L2VPN gns opraHusauum CBA3HOCTU B paMKax OAHOU
NnoaCeTH AN HECKONbKMX (hnnnanos

Ncnonb3oBaHue TEXHONOTUIA YAANEHHOT0 A0CTYNa:
* L2TP - knueHT 1 cepsep

* IPSec - site-to-site

*  PPTP - knueHt

Ncnonb3oBaHue eanHOro nHTepdenca ana HaCTPOUKM pa3nuuHbIX TexHonorum VPN.

13



MPOAYKTOBAS TMHENKA NUMA EDGE £DGE

A

NpoussogutenbHocTb VPN wnto3a (OpenVPN rOCT)
M6uT/c, 90006aiT

KpynHble npeanpuaTtusa,
Kopnopauuu, U104

10350

5200

1770

880
450
360

A\ Edge 25R g\ Edge 40R 4\ Edge 100R 4\ Edge 180R Edge 2000 Edge 3000

Aurma 1%



AMNMNAPATHbIE MOAYIN PACLLMPEHNA Eoce

Ycrpounctea cepuin Numa Edge 100R 1 Bbile MOryT KOMN/IEKTOBATbLCS
OONONTHUTENbHbIMU CETEBbIMM MOAYNAMMK pacCIMpPeHns

JlocTynHoe Konn4ecTBo 1 MoAyNb pacLpeHus 4 MoAyns paclwmpeHns
4xR)45 GbE v 4 v v
8xRJ45 GbE 4 4 v v
4xSFP GbE 4 4 v v
8xSFP GbE 4 v v v
2x10G SFP+ — — v v
4x10G SFP+ v v v v
(U PHOF QSFP+ — — 4 v 15

TECHNOLOGY *




* Powered by

/ Numa BIOS

NUMA BIOS L

|

k.. ‘
|
l
!
I
1

MepBbin poccunckun BIOS ans

KNUEHTCKNX YCTPOMCTB 1 CepBepoB ‘




bCBB NUMA BIOS BIOS

numaA

B peectpe poccunckoro MO
PeectpoBasd 3anucb N25467
0T 24.06.2019

- poccunckas bBCBB, pa3paboTaHa B MNOAHOM
cooTBeTCTBMM €O cTaHAapTom UEFI n 3ameHseT ctanaapTHbin BIOS

t [ns Kaxapon annapaTHou nnaTdopmbl pa3pabaTbiBaeTca oTaenbHoe ncnonHenne Numa BIOS, o6napatouiee
In e » HAbOPOM OCHOBHbIX (hYHKLMW CTaHAapTHOrO BIOS.

¢ BO3MOXHOCTb OTK/TIOYEHUS ¢ KOHTpONb LEeNoCTHOCTH ACPI, SMBIOS, CSM (legacy), TexHonornueckne napTHepbl
annapaTtHbIX KOMMNOHEHTOB, MUKPOMPOrpammHOro PXEboot
CMOHEI/I POBAHHbIX HA NnaTe o6e£neqpemlljﬂ N OTAENbHbIX ¢ KoppekTHoe Ae UA R I U S
¢ KOHTpOnb LeNoCTHOCTH KOMMOHEHTOB (OYHKUMOHMpPOBaHMe HBA,
moaynen BIOS u 3arpyxaembix ¢ PacwupeHHble YyHKL1K RAID, SAS / | -
00bEKTOB ynpaBenehua nocTynom u ¢ [lopgepxka 0TeUeCTBEHHbIX ‘ n POTE M
¢ BO3MOXHOCTb NPOrpPamMMHOro perucrpauum coobITuy ANMMA3 T CreuTexHMKa
o6HoBneHus ¢ USB-flash nnu 6e3onacHocTy ¢ BO03MOXHOCTb aKTMBALUK
no ceTu ¢ [loaaepXKa WUPOKOro cnekTpa MMA3 Numa Arce
¢ Tlopaepxka annapaTHbiX onepaunoHHbix cuctem 0C DEI-IO L
MﬂgﬂTVrl)CbI/lKaTOpOpBl PyTOKeH, Windows, 0C Linux, UNIX, DOS [KOMI'IbI'OTeDC a n ner
JaCarta, Esmart; ¢ [lopgaepxka ctaHgaprtos: UEFI,

AUMA. 17

TECHNOLOGY




NWCNONHEHNA NUMA BIOS

CTAHOAPTHbIW BIOS

bonee BOCbMUAECATW WMCMNONIHEHUIA NOJ Pa3/iNYHbIE
TUNbl CPEACTB BbIUMCAUTENbHON TEXHUKU PA3NUUHBIX
nponsBoanTenen

¢ CraumoHapHblie MIBM  « HoyTtbyku
¢ (Cepsepbl

¢ MOHO6NOKMN

G
BIOS

numaA

NOBEPEHHbIN BIOS

[lnA ncnonb3oBaHKA B COCTaBe CEPBEPHbIX NNATROPM,
K KOTOpPbIM NpeabsABAATCAa TpeboBaHUA No
6e30nacHOCTY MH(OPMaLLUN

§§%§,¢ Ceptucpukat OCT3K Poccum N24260 oT 23.06.2020
“F  LypoBeHb foBepusa u TY
W UcTex TexHnyeckad nogaepxka o 31.12.2035

 [porpaMMHO-TEXHUYECKIE MEXCEeTeBble IKPaHbl
(n.12.2 Tpe6oBaHM N0 6€30NACHOCTY
nHopmauuu, npukas OCT3IK Poccum ot 02.06.2022
r. N°76)

e 3aliuLieHHble NPOrpamMHO-TEXHUYEeCKne
komnnekcol (Ans 3awuTobl nHopmaumm B N'C,
NCNAn, ACY TN, KNN)




NMNPEUMYLLECTBA NUMA BIOS

O6ecneunBaeTcs Ha ypoHe NPOrpaMMHOro obecreueHus
annapaTHon NnaTgopmbl

[ns annapatHon nnatdopmbl B cuctemax OCTIK, OCb
MUHO60pPOHbI Poccuu. UcxofHble Kogbl JOCTYMHbI ANS KOHTPONS
OTCYTCTBUA HEeKNapupoBaHHbIX Bo3moxHocTen (HAB-2)

BO3MOXHO BCTpauBaHue KpunTonposamnaepa, runepsusopa, Cas3,
ApaiiBEPOB 1 APYrMX KOMMOHEHTOB

CooTBeTCTBME TPE6OBAHMAM UMMNOPTO3AMELLEHUS U KPUTEPUSAM
Muxnpomtopra (MM PO N°719 u NN PO No878)

numA.

TECHNOLOGY

O-s ) -0
0

BIOS

numaA

BO3MOXHOCTb peanu3aunm YHUKanbHbIX YHKLUN 1 4OPA6OTKM
noj TpeboBaHMA 3aKa3unka

BO3MOXHOCTb NPMMEHEHMS MPOrPAMMHOr0 MOAY/A LOBEPEHHON
3arpy3ku Numa Arce, ceptuduumnposaHHoro @CTIK Poccuun, PCb
Poccum n MuHo6opoHbl Poccun

Okono 2 Mb B TNOBOU KOHMIypauum
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NUMA ARCE

MepBbivt B Poccun nporpammHbii MOAY /b
[0BEpPEeHHOU 3arpy3ku, CepTUULUPOBAHHbI
®Cb Poccuu n MO PO

numA.

TECHNOLOGY




NNMA3 NUMA ARCE

Numa Arce - nporpamMmMmHbii MOAYNb [OBEPEHHOW 3arpy3ku, pa3paboTaHHbin HymaTex
cneyunanbHO 4ng ncnonb3oBaHua B cpeae Numa BIOS.

<KoHTPONG DAOPULOBAHHA> ( \

PR— B peecTpe poccunckoro nporpaMmmHoOro obecneveHus

fun wonzpon et PeectpoBas 3anucb N°5343 ot 06.05.2019
MNapaMeTpn KOHTpONS

Mpoueccop (CPLY \ )

Rnepamauan namats (RAM) nUmD

i) TECHNOLOGY (" N\

o Ceptudmkat ®Cb Poccuu NeCD/527-5551 ot 17.06.2026

E Jarpyaka 0C «Tpe60oBaHMs K MexaHW3Mam A0BEPEHHOI 3arpy3kn IBM» (knacc 3awuTsl 2, Knacc
Peggﬂ lﬁmcwaﬂum cepsuca b) U MoXeT ncnonb3oBaTbes And 3awwmTbl oT HC/ K nHdopmauum, He

Ry e e . cofepxallen CBefieHnin, COCTaBNAIOLWMNX FOCTanHy y

BT v omem

OpR KoMnoHeHTb

- s 4 CepTucpukat MO PO N27127 ot 10.10.2024 h

llenc®  Mapamerpn MA3
Cox MNonezoeatenu
CepTHiHRATH
fypHan aygura

«TpeboBaHusA K cpeacTBam foBepeHHom 3arpy3ku» (OCTIK Poccuu, 2013),

Mpodmnb 3awmTsl CA3 UT.CA3.YB2.N3, Pl HAB-2, peanbHbix 1 LeKNapupyembiX B
AOKYMEHTauMN OYHKLMOHAMNbHbIX BO3MOXHOCTEMN.

CepTuchmumpoBaH BmecTe co cpefon hyHkunoHnposanus Numa BIOS )

NUMA TECHNOLOGY (R} 2018-2021
NapaMeTpn 6e3onacHoCTH

lpoBEpRA UEAOCTHOCTH
KoHTpons o6opupoBaHKs
llononHuIensHhe napaMeTpw

"o 00 3.0 f Ceptudmkatr ®CTIK Poccuu N24228 o1 04.03.2020

roruton coctonn /IcTek. TexHudeckad noaaepxka 4o 31.12.2035

CUCTEMHAA HHODPMALMA
Bepcus BCEB Enter = Buéop
I Tpe6osanus gosepusa (npukas OCTIK Poccum ot 2 utoHa 2020r. N°76) no 4 YA,
«TpeboBaHUs K cpeacTBam foBepeHHom 3arpysku» (OCTIK Poccuu, 2013),
NUMA TECHNOLOGY (R) 2018-2021 \ HPOCbVU'Ib 3awmTbl CA3 UT.CA3.YB4.M3 ((DCT3K Poccun, 2013) n 3b j
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NMAa3 1 ANMMA3

NM{I3 NUMA ARCE (%%@% KNACCUYECKMI ATMA3
= ﬁg
¢ He nssnekaetca ns CBT, ABnseTcA ero 4actbio. % [lpu Hanuuuu npAMoro u3nyeckoro AocTyna K
[inA HeCaHKLMOHUPOBAHHOTO OTKMOYEHUA NOMUMO CBT HapywwuTenb C N106bIM NOTEHLMANIOM MOXET

(ousnyeckoro goctyna K CBT HY)XXHbl HaBbIKH, NIerko OTKNIUUTb annapaTHbin M3
WHCTPYMEHTApUn 1 60MblION 06bEM BPEMEHU

[lng nonHOLUEHHOU PaboTbl HEObX0AUMA
) ) NONOMHUTENbHAS HACTPOMKA M NMOATOTOBKA NNaThl
¢ llcnonHseT CBOM KOA B IOBEPEHHON Cpefie, He

3aBMCUT OT HACTPOeK 1 KoHdurypauuu BIOS
Dusnyeckn NOAKNIOYAETCA K NnaTe, uTo

OrpaHn4YnBaeT BO3MOXHOCTb MOAKMNHOYEHNA

NONONMHNUTENbHbIX YCTPONCTB
¢ [Ina paboTbl He TpebyeTcs JONONHUTENIbHOIO

q)I/I3I/ILIECKOFO NOAKMKUEHNA K NJ1aTe

Hanuune dlMapaTHOro AaT4ynkKa CﬂyLIaVIHbIX yucern.

Heob6x00um monbKo, K020a makou damyuk mpebyemcs ons
pabomebl 8 coomeemcmauu ¢ npasunaamu nonb3osaHus CK3u
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NUMA ARCE 1 IPYTVE I1Mp,3 AfcE

NUMA ARCE B CPEAE NUMA BIOS NMMA3 B HEAOBEPEHHOWN CPEE BIOS /

Ly
L) o

\AREUELITERCIES IO TTOVIETTLEELUENIICEE % BIOS, B cocTaBe KOTOPbIX MCMONb3YHOTCS 6|/|Hapr|e

Numa Arce B cpeae Numa BIOS, noatsepxaeHHas

pa3paboTumkom BIOS moAaynu, HefoCTynHble Anga aHanu3a Ha HAB.

® 10 NMA3 3aBucut ot 06HoBNEeHun BIOS n yacto

O6HoBneHus BIOS He MoryT BNUATD Ha Pa3paboTUMKM He MOTYT B3aMMO/eiCTBOBATb C
pabotocrnocob6HoCTb M3

BeHAopamu BIOS HanpAmyto

Numa Arce cneumanbHo aopaboTaH ans R TpebyeTca foNONHUTENbHOE UCCNEA0BAHKE U
(DYHKUVOHMPOBAHUA Ha KaX/10/ KOHKDETHO! fopa6oTka ana npumexeHmns MMA3 Ha pasHbIX
annapatHou nnatgopme

annapaTHbIX NnaTgopmax.

¢ [loBepeHHas cpeaa yHKunoHuposanua NMA3 - % M3 o6ecneunBaeT 6€30MaCHOCTb TONMbKO Ha

Numa BIOS, obecnednBaet peasnbHyto YpOBHe BbilLe BIOS, uTo cO3AaeT 60MbLLYHO
6e30NacHOCTb HAa CBOEM YPOBHe apxutektypbl CBT
NnowWwaab AN aTakm Ha HUKHEM YPOBHE

apxutektypbl CBT
nurmA. 23
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NUMA uGATE = 4
- | . ”“:L—4
MporpamMHO-annapaTHbIN KOMNNEKC -/
OZHOHANpaBNeHHOW nepeaui AaHHbIX f

uepe3 USB-uHtepdenc

numA.
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MAK NUMA uGATE

— MPOrpamMMHO-annapaTHbIN KOMMNIEKC OJHOHAMPABNEHHOW Nepeaaun AaHHbIX
yepe3 USB-uHtepdeic

Numa uGate rapaHTMpOBAHHO OrpaHUYMBAET 3aNUCh AAHHbIX U 06ecneunBaeT UCKYUTENBHO OAHOCTOPOHHIO Nepefayy AaHHbIX C
nogkntoueHHoro USB-Hakonutens B CBT, BHe 3aBUCMMOCTU OT KOH(urypauumn CBT

@ MexaHn3m OL4HOCTOPOHHEN Nepeaaun AaHHbIX 0b6ecneunBaeTcs @ [TONHOCTbIO OPUTMHANbHOE CXEMOTEXHMYECKOE
cneunanbHbIM MPOrpaMMHbIM 0becneyeHnem pelleHne CO6CTBEHHOW Pa3paboTKu

sy, CepTucpuumposad OCTIK Poccun |
=% oF Ceptudpmkar N24471 ot 23.11.2021 e - o
N7 1V, Tpe6osatus posepus-2 o & e e g >

Buewwnun HDD/SSD

HoyTbyk KomnbtoTep

BHewHee BcrpavBaemoe

; o | COBEPEHHO CEKPETHO |
/”’”\ MonoxutenbHoe 3aKnoyeHne el Ll ucnontexve COBEPLUEHHO CEKPETHO

o - USB-HaKonuTenb
'4 POK ABNCTBIS 3aKNIOHEHNS A0 . CKopoCTb nepepaumn AaHHbIX 4o 9 Mb/cek
==/ 01.06.2027 MogKniouaembie ycrpoiicraa -
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NMPEUMYLLECTBA NUMA uGATE

D
®

Nopaepxka USB-storage knacca yCTpOUCTB:
Flash guckn, USB-HDD, USB-SSD

He TpebyeTcs BHEWHEro 3NeKTPONUTaHuS.
[uTaHne noctynaet no USB noaknoUYeHnto

NMoaaepka paboTocnocobHOCTY YCTPOUCTBA
B nto6on OC Ha APM

OTCYTCTBYIOT BCTPOEHHbIE B YCTPONCTBO
XpaHunuia

numA.
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OpurnHanbHas naeHtTugukaumnsa USB
yCTPOMCTBA Ha APM nnu eé ckpbiTue

Hopmanu3sauua USB Tpaduka, 3almTa oT
BadUSB aTak

KOHTPONb LenoCTHOCTY NPOLINBKMN, KOHTPOMb
3TAanOB UCNOJTHEHNS NPOLLNBKN

[IporpammmpoBaHue TONbKO Ha 3Tane
Npon3BO/CTBA
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MPOLLNBKN NUMA uGATE

«HaTMBHbINY «KOMOUHMPOBAHHbINY

NckniovaeTcs nepenaya aeHTUMPMUKATOpPoB Numa uGate moanduumpyeT TEKCTOBbIN AECKPUNTOP
noakntoyaembix USB-yCcTponcTs. BHe 3aBUCMMOCTY OT naoeHTudnkatopa USB-Hakonutens, nepeaaBaemMbin B
noakntouaembix USB-Hakonutenen, B CBT nepenaetcs CBT. B onepauunoHHon cucteme CBT oTobpaaeTcs
ToNnbko naeHtTudukartop NAK Numa uGate. KOMOWHNUPOBAHHbIN naeHTudukatop USB-HakonuTens
n Numa uGate.
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NCNONTHEHUSA NUMA uGATE doaTE

BCTPABAEMOE UCIMONMTHEHWE BHELUHEE UCMONMHEHWE
Moaynb Numa uGate npefgHa3HauY€HHbIN Ans Mo6unbHbiv Numa uGate gna nogknioueHusa Kk CBT no
HenocpeacTBeHHOro BctpanBaHus B CBT USB-kabento

nuMmiA
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