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Numa vServer. TexHuueckue ycnosus. Boinucka

0 AOKYMEHTE
NpeHTdpmukauma aoKymeHTa
Ha3BaHue JOKyMeHTa TexHnyeckue ycnosus. Boinncka
Bepcua fokymeHTa Bepcua 1.1.0
0603HaueHne JOKYMeHTa 643.AMBH.00021-01 90 01
NoenTndukauma N3genus CepBepHas AOBepeHHan BUPTYanbHas cpeaa PyHKLMOHNPOBAHUS

nporpammHbIx cpeacts Numa vServer

NoeHTudnkayms paspabortumka 000 «HymaTex»

HacToAwmn [JOKYMEHT SNBNAETCS BbIMUCKOM U3  AOKYMeHTa «TexHuYeckue ycnoBus»
643.AMBbH.00021-01 90 01 pgna wu3genua «CepBepHas [OBepeHHas BupTyanbHad cpepa
(hYHKUMOHMPOBAHUA NporpammHbix cpeacts Numa vServer» 643.AMBH.00021-01.

HacToswwmmn OKYMEHT CoaepXuT B cebe cneayrowye pasgenbl OPUrnHanbHOro AOKYMEHTA:

e AHHOTaUWUS;

o 1. TexHuueckue TpeboBaHMS;

e 6.YCnoBMA TPAHCNOPTUPOBAHUSA, XPAHEHUA 1 3KCNyaTauuu;

e 7.0rpaHuuyeHue npas No UCNOMb30BAHUIO NPOrPaMMHOr0 obecneyeHus;

e 8.lapaHTuu n3rotoBuTens;

e 9. TexHuuyeckan noapepxka;

e 10. Mopsaaok nonyyeHusa U3genms npn INeKTPOHHOW NOCTABKE,;

¢ 11. YKa3aHus N0 YCTPAHEHMIO YA3BUMOCTEN U OOHOBIIEHUID;

e [lepeueHb COKpaLLeHNit;

e [lpunoxenue b. Pazpewenmne ansa 6a3oBbix ponen nonb3osatenen Mspenus;

e [lpunoxenue B. MepeueHb mep 3awwuTbl MHGOPMaLLMKM, peanusyemblx N3genuem;

e TMpunoxeHne T. Yrposbl, KOTOPbIM NPOTMUBOCTOMT M3genne (maHHble aKTyanbHbl Ha
13.06.2023).
B foKymeHTe coxpaHeHa opurmHanbHaa Hymepawuus.
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AHHOTALMA

HacTosime TexHuueckue ycnosus (nanee - TY) pacnpocTpaHaloTca Ha l3aenve cepsepHas
AOBEpPEeHHAs BuMpPTyanbHas cpeda (YHKUMOHUPOBAHMA MNpOrpamMmmHbix cpeacts  Numa vServer
643.AMBH.00021-01 (nanee - U3genne unm Numa vServer unu foBepeHHas BUpPTyanbHas cpega Numa
vServer), pa3paboTaHHOe 1 U3roTaBn1MBaeMoe 061IeCTBOM C OrPaHUYEHHON OTBETCTBEHHOCTbIO «Hyma
TexHonorun» (196084, r. CankT-MeTepbypr, yn. LiseTouHas, a. 18, nutepa A, od. 424, nuueHsua OCTIK
Poccm Ha AeaTenbHOCTb MO pa3paboTke M MPOU3BOACTBY CPEACTB 3awuTbl KOHMAEHLMANbHOU
nHdopmauuu (pernctpaLoHHon Homep 1845 ot 25.09.2018, AencTBYeT 6eCcCPOUHO).

N3penne npepctaBnseT Co60M TMNepBU3OP TMOPMAHOrO TWNA, NpPeAHA3HAYEHHbIM And
C03JaHNA 3aWMNLLEHHON BUPTYaNnbHOW MHMPACTPYKTYPbI, KAaK HA OTAENbHOM (hM3nYecKom cepBepe, Tak
MW Ha rpynne CepBepoB, OObBEAMHEHHbIX B KnacTep, BKOYas TeppuTopuanbHO-pacnpefeneHHble
KOH(Urypauumu cepsepos, NOCTPOEHHbIX HA 64-X pa3psagHbiX annapaTHbix nnatgopmax Intel mnm AMD ¢
NOALEPKKON TEXHONOTMM anmnapaTHOM BUPTyann3aumuu.

N3penune obecneunBaeT BO3MOXHOCT:

e 3aMnyckKa v UCMONHEeHUs cyxebHbIX (CepBUCHDIX) U NONb30BATENbCKUX BUPTYANbHbIX MALLINH
(nanee - BM) noa ynpaBneHuem onepawLyoHHbIX CUCTEM, NPeaHa3HAUeHHbIX ANA WCMOMb30BaHWA Ha
TnoBbix CBT, NOCTPOEHHbIX C MCNOMb30BaHMEM MPOLECCOPOB M HABGOPOB CMCTEMHOW NOTUKM
(unncetos) Intel unn AMD ana apxutektypbl x86-64 (onepaumoHHbie cuctembl Microsoft Windows,
Microsoft Windows Server, Linux, BKniouyas Crneuuanu3upoBaHHble AUCTPUOYTUBbI OTEUYECTBEHHOIO

npon3BoAcCTBa, a TaKXe nHble COBMeCTMbIE OC);

e (03[aHMA U30NMPOBAHHbIX Cped AN paboTbl C MHGOPMAUMEN Pa3MYHON CTEMeHun
KOH(UAEHLUMANbHOCTM B paMKax BUPTYanbHOW WHMPACTPYKTypbl, obecneumBas, B TOM uucne
pasfenexue annaparHbix (h13nuecKnx) pecypcos CepBEPHOro KOMMeKca.

N3penne obecneunsaet usonsuuto BM, KOHTPONb NOTOKOB UCMOSTHEHUS, OUUCTKY ONepaTUBHOU
NamaTW, MaHOATHbIN KOHTPONb AocTyna ans BM K pecypcam annapatHbiM (usuueckum) pecypcam
(npoueccopbl, NamsTb, NOPTbI BBOAA-BbIBOAA, NMPEpbIBaHNA, nepudepns, BUPTyanbHbie KaHambl CBA3N U
T.1.), @ TAKKe peanu3aunio Komnnekca yHKuuii 6e3onacHocTy (3awuTbl MHMOPMaLMK) B BUPTYanbHON
NHPpaCTpyKType:

e naeHTMUKaLMIO 1 ayTEHTU(MKALNSA CYODEKTOB JOCTYNa U 06EKTOB AOCTYN3;

e ynpas/eHue AOCTYNOM Cy6bEKTOB A0CTYNa K 06beKTam JOCTYNa;

e perncTpauuto cobbiTUin 6e30NacHoOCTY;

e ynpasnexue (MNbTPaLMIO, MAPLLPYTU3ALMIO, KOHTPOMb COEAUHEHUS, OAHOHAMPABIEHHYIO
nepeaayy) noToKamu UHAOPMALUN MeXY KOMIOHEHTaMU BUPTYanbHON MHGPACTPYKTYPbI, @ TaKKe no
nepumMeTpy BUPTYaNbHON WHAPACTPYKTYPbI;

e yNpaBneHue nepemelieHMemM BUPTYanbHbIX MalUH (KOHTEeNHepoB) 1 06pabaTbiBaeMbIX Ha
HUX AAHHbIX;

e KOHTPO/b LENOCTHOCTU BUPTYaNbHON MHGPACTPYKTYPbI U €e KOHUrypaumm;

e pe3epBHOE KOMUPOBAHWE [AaHHbIX U MPOrpamMMHOro 06ecneyeHMss BUPTYaNbHOM
WHPaCTPYKTYpbI;

e pasbueHue BUPTYanbHON WHAPACTPYKTYPbI HA CErMeHTbl (CermMeHTMpoBaHMe BUPTYanbHOIA
NHPACTPYKTYpbl) ANA 06paboTKM MHMOPMALUKM OTAeNbHbIM nonb3osatenem u (unu) rpynnont
nonb3oBaTenemn;

e CO3[aHue, yaaneHue, 3anyck, 0OCTAaHOBKY, KOH(urypauuto BM u 1.4., BKNoUas Ha3HayeHue
MeTOK 6€30MacHOCTK, @ TAKXKe IKCNOPT U umnopT BM 1 ynpasneHue wabnoHamu BM.
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N3penue npegHa3HaueHo AnA obecneyeHMs BO3MOXHOCTM CO3AAHMS  MacWwTabupyemou
3aLMLILEHHOW BUPTYANbHOW MHGPACTPYKTYPbI, BNNOTb A0 pacnpeaeneéHHoro YactTHOro unu rubpugHoro
06N1aKa, B LLensx ncnonb3oBaHuA:

e B TrOCYJApPCTBEHHbIX WHMOPMALMOHHbIX cucTeMax A0 Tknacca 3alWILEHHOCTU B
COOTBETCTBUM C TpebOoBaHMAMN [OKYMeHTa «TpeboBaHusA O 3awute UHGOPMALMK, HE COCTABNAIOLWEN
roCyflapCTBEHHYI0 TalHy, COAEpXallenca B rocynapcTBEHHbIX MH(OPMALMOHHBIX cucTeMax (BBeaeH B
neictene npukasom OCTIK Poccum N2 17 oT 11 cheBpansa 2013 1.);

e B UH(MOPMALMOHHBIX cucTeMax pAans obecneyeHnss [0 1 YpOBHA  3alMLIEHHOCTU
MepCOHanbHbIX AAHHbIX B COOTBETCTBUM C TpeboBaHMAMM [OoKymeHTa «CoCTaB U CoAepxaHue
OPraHN3aLMOHHbIX U TEXHUYECKMX Mep NO 0becneyeHnto 6e30nacHOCTN NEePCOHANbHbBIX JAHHbIX MPU UX
06paboTke B MH(OPMALMOHHBIX CUCTEMAX MePCOHANbHbIX AaHHbIX» (BBeJeH B AEACTBUE MPUKA3OM
OCT3K Poccum N2 21 ot 18 dhespans 2013 r);

e B CUCTeMax YynpaBfieHWA MPOU3BOACTBEHHbIMU U TEXHONOTMYECKUMU MpoLeccamy Ha
KPUTUYECKN  BAXHbIX O0ODBEKTaX, MOTEHLUMANbHO OMACHbIX O06beKTax, a Takke 06DbekTax,
NPeACTaBNAIOWMX MNOBbIWEHHYIO OMACHOCTb ANA XXU3HW W 3[40POBbA NIOAEN U AN OKpyXatoLien
NPUPOAHOI cpeabl, A0 1 Knacca 3awuieHHocTu BKnounTenbHo (Mpukas OCTIK Poccum ot 14 mapTa
2014 r. N°31 «06 yTBepxaeHun TpeboBaHUW K oObGecneyeHuWto 3alyTbl  MHGOPMaUMM B
aBTOMATN3MPOBAHHbIX CUCTEMax ynpaBneHs NPOU3BOACTBEHHbIMU W TEXHOMOrMYeCKUMK npoueccamu
HQ KPUTUYECKM BaXHbIX O06BEKTaX, MOTEHUMANbHO ONACHbIX O06beKTax, a TaKke 06DbeKTax,
NPeACTaBNAOWMX MNOBbIWEHHYI0 OMACHOCTb ANA XM3HW W 3[0POBbA NIOAEN U AN OKpYXaloLien
NPUPOLHOI Cpeabl»);

e MpU 3aWMUTE 3HAYUMbIX OODBEKTOB KPUTUYECKOM MHMOPMALUOHHOU WHGPACTPYKTYPbI A0
nepson Kkarteropuu BkAwuutenbHo (Mpukas OCTIK Poccum oT 25 pekabpa 2017 r N2 239 «06
yTBEpXAeHn TpeboBaHMM MO ob6ecneyeHMio 6€30MACHOCTM 3HAUMMbIX OOBEKTOB KPUTUUYECKOM
NHOPMALLMOHHON UHPACTPYKTYPbI Poccuitckon Meaepaumnny»);

e B MH(OPMALIMOHHBIX CMCTEMAX 061Lero nonb3osaHua 2 knacca (Mpukas OCTIK Poccun oT 31
aBrycrta 2010 r. N2 489 «06 yTBepxaeHMU Tpe6OBaHUW O 3awmTe MHDOPMALUK, COAEPXALLencs B
NH(HOPMALIMOHHBIX CUCTEMAX 06LLETO NONb30BAHNUAY).

KOHKpeTHbI nepeyeHb Mep 3aWuTbl MHhopMauumn, peanusyembix 3gennem B COOTBETCTBUM C
pokymeHnTamun OCTIK Poccum npuseseH B MpunoxeHnn B HaCToALWEro JOKYMEHTA.

Mepeuenb yrpo3 (u3 BAY OCTIK PD), koTopbiM npoTMBOCTOUT W3genue, onpepeneH B
MpunoxeHun I HACTOALLEro AOKYMEHTA.

Mpumep 3anucu 3gennsa npu 3aKase 1 CCbiNKax B APYro TEXHUYECKOW JOKYMEHTALNK:

CepBepHas [oBepeHHas BUPTyanbHas cpefa (PYHKLMOHWPOBAHWUSA MNPOrPaMMHbIX CPeACTB
Numa vServer 643.AMBbH.00021-01

Hactoswme TY COBMECTHO C KOMNNEKTOM pa3paboTaHHOW Ha W3genue [OKYMEHTaLWu
onpepensT TexHuueckne TpeboBaHus K M3genuio, TpeboBaHMs NO 6€30MaCHOCTM W OXpaHe
OKpY)XalowWwen cpefbl, a TaKxe TpeboBaHUA K NPUEMKE W KOHTPONIO, NocTaBke M3genusa notpebutento,
€ro XpaHeHWt0, TPAHCMOPTUPOBAHMIO W 3KCAAyaTauun, M, KPOMe TOro, rapaHTUMHble 06A3aTeNnbCTBa
N3roTOBMUTENS OBEPEHHOI BUPTyanbHou cpebl Numa vServer 643.AMBH.00021-01.

HacToawmn foKyMeHT pa3paboTaH B cooTBeTcTBUU ¢ FOCT 2.114-2016.

MNepeyeHb HOPMATUBHO-METOAUYECKUX W IKCMNyaTaUUOHHbIX JOKYMEHTOB, MCNOMb3yeMbiX B
HacToawwmx TY, npusegeH B MpunoxeHun A.

Tpe6oBaHuaA HacToAwWMX TY 0693aTeNbHbl NPKU Pa3paboTKe OTAeNbHbIX (YUACTHBIX) METOAUK NpPK
cepTudmKaumu foBepeHHo BupTyanbHon cpegbl Numa vServer 643.AMBH.00021-01.
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1. TEXHWYECKWUE TPEBOBAHUA

1.1. O6wme TpeboBaHUA

1.1.1. U3genue AOMKHO COOTBETCTBOBATb TPEOOBAHMAM HACTOAWMX TEXHUYECKMX YCNOBUM,
TpeboBaHUAM JOKYMeHTa «TpeboBaHUA No 6€30MacHOCTU MHGOPMALMK, YCTAHABAMUBAKOLWME YPOBHU
A0BepUs K CpeacTBaM TEXHWMYECKOW 3alnTbl MHOPMaLMM U CpeacTBam obecneveHms 6e30MacHOCTM
NHC(OPMALMOHHbBIX TEXHONOTNINY», yTBEPXAEHHOro npukasom OCTIK Poccum ot 02 noHsa 2020 r. N2 76 no
4 YyPOBHIO A0BEPUSA, @ TaKXKe TPebOBaHNUAM AOKYMeHTA «TpeboBaHua No 6e30nacHOCTM MHGOPMALUK K
CpeacTBam BUpTYyanu3auum», yreepxaeHHoro npukazom OCTIK Poccum ot 27 okTabps 2022 r. N2187 no
4 Knaccy 3awuTbl.

1.2. Tpeb0BaHUA Ha3HaYeHUA

1.2.1. 3genne  AOMKHO  MCNONb30BaTbCA AN CO3[4AHMA  AOBEPEHHOM  BUPTYanbHOM
MHAPACTPYKTYPbl KOPNOPATUBHOIO YPOBHSA, C BO3MOXHOCTbK) BEPTMKANIbHOrO M TOPM30OHTANIbHOIO
MaCWTabMpoBaHMA, BKIKOUAA TeppuTOpuanbHoe pacnpeaeneHne, obecneumBarollen BO3MOXHOCTb
paboTbl C MHOpMaLuen PasNMUHON CTeneHU KOHMUAEHLMANbHOCTH, He Ccofepxallen CBeAeHuNn,
COCTABNAOWMX rOCYAAPCTBEHHYIO TANHY.

1.2.2. B pamkax JOBEepeHHOW BUPTYaNbHOU MHMPACTPYKTYPbl, CO3AAHHON C MCNONb30BAHUEM
N3penusa, pomkHa o06ecneunBaTbCs BO3MOXHOCTb CO3[4AHUA U3O0MMPOBAHHbIX APYyr OT fApyra
BUPTYasbHbIX Cped, B TOM uucie Ha (u3nueckom (annapatHoOM) ypoBHe, MpeAHA3HAUYEHHbIX AN
obecneyeHns paboTbl NOMb30BaTENen, MMEIWMX Ppas3nuyHble npaBa AoCTyna K Pa3HOPOLHOW
nHdopmauun  (KOHMUAEHUMANbHOW  WHMOPMALMM  PA3NNUHbIX  TUMOB), 06paboTka  KOTOPOW
OCYILLECTBAIAGTCA C MCMONb30BAHNEM PECYPCOB BUPTYaNbHON UHAPACTPYKTYpPbI (B BUPTYanbHOM cpese).

1.2.3. U3genne [OMKHO (YHKLUMOHMPOBATb HA CepBepax, MOCTPOEHHbIX Ha 6a3e 64-X
pa3pagHbIX anmapatHbix nnatdopm Intel unu AMD ¢ noagepXKOW TEXHONMOrUKM annapaTHOW
BUPTYanu3auum, BKNOUas KnacTepHble n TeppUTOpManbHO-pacnpeseneHHble KOH(urypaumm.

1.2.4. U3genne  JOMKHO  obecneumBaTb  BO3MOXHOCTb  HE3aBUCMMOroO  3anycka WU
(DYHKUNOHMPOBAHNA MHOXECTBA rOCTEBbIX BMPTYaNbHbiX MawuH (nanee — BM) nog ynpasneHuem
OMnepaLyMOHHbIX CUCTEM, NMPeAHA3HAYEHHbIX ANA UCMNONHEHUA Ha apxuTekType x86-x64 Intel unm AMD
(onepaumonHble cuctembl  Microsoft Windows, Microsoft Windows Server, Linux, BKniouas
crneumanu3mpoBaHHble AUCTPUBYTUBbI OTEYECTBEHHOrO NPOM3BOACTBA, @ TAKXKE WHble COBMECTUMble
00).

1.2.5. 3genne jomkHO obecneumsaTb BO3MOXHOCTb 3anycka BM nog ynpaBneHuem nosiHoOCTbIO
BMPTYaNnn30BaHHbIX OMEpaLMOHHbIX CUCTEM, a TaKXe 4acTUYHO BMPTyanu3oBaHHbiXx OC, u
napasumptyanbHbix OC.

1.3. TpeboBaHuA K CTPYKType n gekomnosnuuu U3genus

1.3.1. U3penne gOMKHO 6bITb Peann30BaHO B BUAE MMNEpPBU30pa MMOPULHOIO TUNA, CTPYKTYPHO
COCTOALLErO W3 CieayoWwmx PYHKLUMOHANbHBIX MOAYNEN:

a) MOHMTOP BUPTYanbHbIX MawwuH (aanee - MBM unu runepsusop);
6) ynpasnaowwan BUpTyanbHas malmHa (fanee - YBM).

1.3.2. MBM fomxeH obecneunBatb:

1.3.2.1. 3anycK u ucnonHexHue BM;

1.3.2.2. BUPTYyanu3auuo annapartHbiX Pecypcos, (PYHKUMM [OUCKPELMOHHOTO M MAHAATHOMO
KOHTPONA B 4YaCTW, KAacalolenca ynpasneHns AOCTYNOM K annapatHomy obecriedeHnio (npoueccopbi,
namsTb, NOPTbl BBOAA-BbIBO/AA, NepudepuitHbie yCTponcTea) ana BM;
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1.3.2.3. BO3MOXHOCTb  CO3[4AHMA  WU30NMPOBAHHBIX APYr OT Jpyra BUPTYalbHbIX 30H,
npegHa3HauYeHHbIX Ana 3anycka u ucnonHeHus BM, npegHasHaueHHbIX ans 06paboTKM pa3HOPOLHOU
WH(OPMALMKM, B TOM uucie Ha (u3nueckom (anmapaTHOM) YpOBHE, BKAKUAs rapaHTUPOBAHHYIO
U30NALMIO CTPAHUL, NAMATY;

1.3.2.4. co3aHMe BUPTYaNbHON BbIUNCIUTENbHON CETU (BUPTYanbHbIX KAHANOB CBA3M) Ans BM u
(unmn) BUPTYanbHbIX 30H, C BO3MOXHOCTbIO KOHTPONA W YNpaBneHns WH(MOPMALMOHHBIMU NOTOKAMMY,
ncknovaowmm HCI K 3awuiiaemoit MHGopmaLum, BKAYas 3alnuTy MHAOPMALMOHHO-YNPABNAIOLLMX
co06weHnit (cnyxe6HbiXx MHPOPMALMOHHBIX COOBLLEHII) U KOH(UTYPALMOHHON UHAOPMALMUK;

1.3.2.5. BO3MOXXHOCTb BbINOMHATb MO3TANHbIA  WAKW MapannenbHbin  3anyck BM, B Tu.
nepBooOYepeaHON 3anycK Cneunanu3npoBaHHbIX CNyxebHbix BM, npegHasHaueHHbIX Ans obecneyeHums
Cnye6HbIX CepBuUCOB U (DyHKUMIA 6e30MacHOCT AN BUPTYyanbHbIX cpes U 06bekToB (Hanpumep,
CpPencTB AHTMBMPYCHOM 3aliMTbl, CPEACTB KpunTorpaduueckon 3awutbl WHGOPMALMK, CEHCOPOB K
(unu) patumkoB cucteM O6HapyxeHus (NPeaoTBpPaLLeHUA) BTOPXKEHWA), (YHKLUMOHUPYIOWMX B WX
COCTaBe BMPTYanbHbIX Cpes.

1.3.3. YnpaBneHne MBM [OMKHO OCYyWeCTBAATbCA Yepe3 BCTPOEHHbIM  MPOrpaMMHbIN
WHTepdhenc W3 Ccneuuanu3MpoBaHHOW ynpaensioueid BM (YBM), KoTopas npefHasHaueHa Ans
obecneueHnst yHKLUN yNPaBNeHUs U AAMUHUCTPUPOBAHUA Mi3genns B KOMnnekce.

1.33.1.YBM pgomkHa obecneunBatb uHTepdenc B3aumopemctsus ¢ MBM  ans
KOH(UIypupoBaHua 3anyckaembix BM, a Takke Ans ynpaBneHus napameTpamu annapaTtHOro
obecneuyeHns BUPTYanbHOU MHPACTPYKTYPbI, B TOM Uncne Ans:

a) nepefaun napameTpos KOHUrypuposaHua BM, BbigauM KomaHg MBM Ha ux 3anyck,
OCTAHOBKY, NPUOCTAHOB/IEHNE N BO30OHOBNEHNE,;

6) KOH(UrYPUPOBAHMA BUPTYANbHOW BbIUNCAUTENbHON CeTu (BUPTyanbHbIX KaHAnoB CBA3M)
ans BM, a Takxe opraHu3auun CeTeBOro B3aWMOLENCTBUS C BHELHEW MO OTHOWeHMo K W3genuio
cpepon;

B) c60pa, CUCTEMATU3ALMN N AaHANN3A XYPHANOB PErncTpaLmn cobbiThil, BO3HUKAKOWMX B X0ae
JKcnnyaTauuu N3pgenus;

r) ynpaBneHna [oCTynoM Ccy6beKToB [AoCTyna K O06bekTam [ocTyna W annapaTtHOMY
obecneyeHunto CepBEpPHOro KOMMNEKCA, HA KOTOPOM pa3BepHYTO U IKcnyaTupyetcs Nsgenue;

[1) MOHUTOPUHIA 3arpy3Ku MOLHOCTEN (HM3MYECKOTO UM  BUPTYanbHOro  anmnapaTtHOro
obecneyeHus;

e) KOHTpona pPaboTocnoco6HOCT (M3HOLWEHHOCTM) MALUHHBIX HOCUTENel UHGopMaLmy,
CepBepHOro KOMMNJeKca, Ha KOTOPOM pa3BepHYTO 1 akcnnyaTupyetca N3genue;

X) ynpasneHns GyHKuUamMM 6€30NacHOCTM, peanusyembimMiu N3genuem.

1.3.3.2.YBM [omkHa OCyWeCTBAATb WCMONMHEHWE [pPalBEpPOB YCTPOWCTB anmapaTHOro
obecneyeHns KOMNEKCa, Ha KOTOPOM Pa3BEPHYTO U (YHKUMOHUPYeET 3genue.

1.3.33.YBM  gomkHa  npefocTaBnATb  BO3MOXHOCTb  ynpaBneHus  nepud)epunHbiMu
YCTPOWCTBAMM, HANPSAMYIO He OTAAHHbIMK B UCMNONb30BaHue BM;

1.3.3.4.YBM pomkHa o6ecneunBaTb (YHKLUMOHANbHOCTb MNAHMPOBLIMKA NPOLECCOB K
ynpaBneHns NamATbio ANA CUCTEMHbIX MPOL,ECccoB BHYTPU YBM.

1.4. Tpe60BaHMA K PYHKLMOHANbHBIM XapaKTEPUCTUKAM

1.41. NpeHTUUKauna n ayTeHTU@UKauMA Cy6bEKTOB AOCTYNa WM O06BHEKTOB A0CTyna B
BUPTYanbHOW MHGPACTPYKTYpe, B TOM uUKUCNe aAMUHUCTPATOPOB YMpaBlieHUs  CPeAcTBaMU
BUPTyanu3auum

1.41.1. UpeHTndmkaumsa n ayTeHTUdrKaLms ycTponcTs
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1) U3nenne AOMKHO o6ecneunBaTb UASHTUMUKALMIO U3NUECKUX U BUPTYaNbHbIX YCTPONCTB
no noruyeckum umeHam (umsa ycrponcrea u (unu) ID), nornueckum agpecam (Hanpumep, IP-agpecam) n
(unu) no dusnueckum agpecam (Hanpumep, MAC-aapecam) yCTPONCTBA MAN MO KOMBUHALMMA UMEHM,
noruyeckoro u (unu) PuU3nyeckoro aapecos yCTPoncTea.

2) U3genue NOMKHO o6ecneunBaTh NOAAEPKKY NPOTOKONOB ayTeHTUdUKauum iscsi/iser ans
ayTeHTU(UKALMUM YCTPONCTB B UH(OPMALIMOHHON CUCTEME.

1.4.1.2. PoneBas moaenb ynpaBneHus AOCTYNOM U aAMUHUCTPMPOBAHUA U3nenus

N3penne  pomkHO  obecneunBaTb  PONEBYH  MOAENb  ynpaBneHWs  AOCTYNOM U
afAMUHMCTPMPOBAHMA M3gennd, npum KOTOPON Nonb3oBatensamu M3genns AOMKHbI ABNATbCA CYyObHEKTbI
A0CTyna, 06nagatowme pasiMuHbIMM NpaBamn No aAMMHUCTPUPOBAHKIO M3genus npu aTom:

a) 3genve [OMKHO o6ecrieunBaTb (PYHKUMW YNpaBneHUs [OCTYNOM HA OCHOBE pPONeBOWt
mogenu (Role Based Access Control, RBAC), B COOTBETCTBUM C KOTOpOW M3penue [OMKHO CBA3bIBATb
nonb3oBatens (unu rpynny nonb3oBaTenen) C ONpefeneHHoON ponblo, ABNAOUIENCS UMEHOBAHHbIM
HAabOpPOM pa3peLleHnit No AOCTyny K 06beKTam AOCTYNa U 4eNCTBMAM NO aAMUHUCTPUPOBaHuto N3aenus
B COOTBETCTBUU C [IpunoxeHuem b.

6) 3nenne AOMKHO nopaepXuBaThb Ponb NokanbHoro agmuHucrtpartopa (Local Super User,
LSU), o6napatowias Bcemu (MakcumanbHbIMK) MpaBami 1 NOMHOMOUKUAMM MO ynpasBnexHuto Usgenvem.

1.4.1.3. UpenTudmkauus n ayteHTudrkaumua cy6bekToB JOCTYNA U 06HEKTOB AOCTYNA

1.4.1.3.1. U3genne [OMKHO OCYLWECTBAATb WMAEHTU(UKALMIO U ayTEHTUUKALMIO CYyODHEKTOB
A0CTYNa, ABNAIOWNUXCA nonb3osarenamu N3genus, B coorsetcTsum ¢ RBAC 1 npoueccos, 3anyckaemblx
(BbINOMHAEMDBIX) OT UX UMEHMN.

1.4.1.3.2. WpeHTUdnkauma n ayteHTUduKauma cyobbekToB AOCTyna 1 06beKTOB AOCTYNA AOMKHA
OCYyLLEeCTBAATLCA NPOrPaMMHbIMU MOAYNAMU, BXOAALMMMN B cOCTaB YBM.

1.4.1.3.3. Cy6beKTbI aoctyna JIOJKHbI OAHO3HAYHO NAEHTUULNPOBATLCS n
ayTeHTU(ULUMPOBATLCA NpPM AO0CTYyNe K KoHconu ynpaBneHus YBM [o paspewweHus Kakux-nu6o
AEeUCTBIN NO aAMUHMCTPUPOBaHMio U3genus.

1.4.1.3.4. UpeHTndukauma n ayteHTMdUKaLMsa CyobekToB A0CTYNA AO0/MKHA OCYLECTBASATLCA C
NCNoNb30BaHNEM NIOTMHA U Mapons.

1.41.3.5. YaaneHHoe ynpaBneHne A0MKHO OCYLLECTBAATLCA C MCNOMNb30BaHKEM NPOTOKoNa SSH,
C B3aMMHOWN ayTeHTU(hMKALMeN.

1.4.1.4. YnpaBneHue ngeHTudnkatopamu

N3pmenne  noMKHO  obecneumBaTb  CnefyiloliMe  BO3MOXHOCTM MO YNpPaBNeHUIo
naeHTUnKaTopamm nonb3osareneil u (Unm) ycTponcrs:

1) popmupoBaHue (co3paHue) aamuHucTpatopom W3genua waeHTUUKATOPA, KOTOPbIN
O/IHO3HAUHO UAEHTUMMLMPYET NONb30BaTENS;

2) NpucBoeHne naeHTUUKaTopa nonb3osatenio 1 (unu) ycTtponcrsy.

1.4.1.5. YnpaBneHue cpeacTtBamu ayTeHTUMKaLmm

N3penne pOMKHO  OCYWeCTBAATb  cneaylowme  (YHKUMKU  ynpaBfieHUss  CPpeacTBamm
ayTeHTUMKauum (ayTeHTUdUKaLMOHHON MH(OoPMaLMen) Cy6beKToB 40CTyNa:
3) KoHurypuposaHue (3aaaHne/ycTaHOBKY) aAMUHUCTPATOPOM  U3aenus  cneayoumx
napameTpoB naposnen nonb3oBatenen U3genus:
a. MMHUMANbHOW CNOXHOCTU NAPONS C UCMONIb30BAHMEM CMBONOB HE MeHee yeMm 13 3
CnefyowWmnX KaTeropuii: NponucHble GykBbl aHMUCKOrO andasuta oT 'A' Ao 'Z', CTpOuHble
6YKBbl aHIMKUICKOro andasnTa ot 'a' Ao 'z', aecatnuxbie undpbl ot 0 Ao 9, cneucumsons ('~
@S, 1%, R ) T T N T e e )
6. MMHUMANbHOTO KONMMYECTBA CUMBOJIOB NMPU CO3AAaHMK HOBbLIX NAponen: B npepenax
0T 6 10 8 CMMBONOB (M0 YyMONUAHWIO);
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B. BpEMEHU AeiCTBUS Napons, B npegenax ot 60 go 180 aHen;

r. MaKCMManbHOTO KOMMYECTBA HeYyCMelHbIX MNOMbITOK ayTeHTudukaumn (BBoaa
HenpaBMbHOrO Mapona) Ao 6MOKMPOBKM YYETHOW 3amucu cy6bekta Aoctyna-otT 3 o 10
MONbITOK.

f. KOHurypupoBaHue (3agaHue/ycTaHoBKy) aAMMHUCTPATOPOM N3genus cneayownx
NnapameTpoB aBTOMATMYECKOW 6GMOKMPOBKM YYETHOM 3anucu cybbekrta [JOoCTyna B Chayyae
AOCTUMXXEHWA  YCTAHOBNIEHHOTO  MAaKCUManbHOIO  KONMWYECTBA  HeyCnewHbIX  MOMbITOK
ayTeHTU(NKALMUN HA Nepnoj BPEMEHN OT 3 MUHYT A0 60 MUHYT.

1.4.1.6. 3aWwmTa 06paTHOW CBA3M NPU BBOAE AYTEHTUDUKALMOHHON MHOPMALIMK

i3nenue [OMKHO o6ecneunBaTtb 3alWMTy ayTeHTU(UKALMOHHON uHDopmaumn (naponen
cy6beKTOB [0CTyNa) B Mpouecce ee BBOAA ANA ayTEHTU(MMKALMM OT BO3MOXHOIO MCMONb30BAHUS
NINLLAMM, HE MMEKOLWMMIN Ha 3TO MOTHOMOYMI. 3aluUTa 06PATHOM CBA3N «CMCTEMA — CYObeKT AoCTyna» B
npouecce ayTeHTU(UKaLMM 06ecneymBaeTcsa UCKTIUYEHNEM OTOOpPaXeHNsI AeUCTBUTENIbHOTO 3HAYEHMA
ayTeHTU(UKALMOHHOW MHOPMALMKM N KONMUYECTBA BBOAMUMbIX MOJSib30BaTeNeM CUMBONOB. BBogumbie
CMMBONbI NAPONSA AOMKHbI 0TOOPAXKATLCA YCOBHbIMI 3HAKAMU «*», U NYCTbIMI CUMBOAMM.

1.4.1.7. 3awmTa ayTeHTUNKALMOHHON MHAOPMALUK Cy6BEKTOB AOCTYNA

N3penue pomxkHO obecneumBaTb 3aWMUTYy AYTEHTU(UKALMOHHOW MHQOPMALUM CYy6BHEKTOB
AOCTYNa, XPAHALENCS B KOMMNOHEHTAX BUPTyanbHOW MHMPACTPYKTYpPbl OT HEMPABOMEPHOro A0CTyNa K
HEW, YHWUUTOXEHMS unu  moaudmumpoBaHms. U3genme AOMKHO  0b6ecneunmBaTb  XpPaHeHue
AyTEHTU(PUKALMOHHON MHOPMALMM CYyOBEKTOB A0CTYNA B 3aLMLEHHOM hopmaTe.

1.41.8. WnenTndukauma u  ayteHTMdmkauua nonb3oBaTenem B M3genum  gomkHa
OCyLLeCTBNATbCA C yyeToM TpeboBaHUW pa3genoB 4 - 7 TOCT P 58833 «3awmta uHdopmauuu.
NoeHTudnkaums n ayteHTudnkaymus. Obume nonoXeHUa».

1.41.9.B W3genun pomkHa obecneynBaTbCs BO3MOXHOCTb  CMEHbl  YCTAHOB/IEHHOMO
aIMMHMCTPATOPOM l3genus napons nonb3oBatens Mi3genus nocne ero NnepBMYHON ayTeHTUUKALMN.

1.4.1.10. 3penne [OMKHO ob6becneynBaTb HEBO3MOXHOCTb YCTAHOBMEHUS  OAUHAKOBbIX
NAeHTU(UKATOPOB 1 NAPONen Ana pa3Hblx NOb30BaTeNeNn.

1.41.11. B cnyyae BBOAA HENPaBUNbHOIO 3HAYEHUA WAEHTU@UKATOpPA unu napons B U3genun
A0MKHO BbIBOAUTHCS COOBLLEHME C NPUrNALLEHEeM BBECTU NPABUIIbHbIE UAEHTU(MKATOP 1 NApOorb elwe
pas.

1.4.2. YnpasneHue JOCTYNOM Cy6bEKTOB A0CTYNA K 06beKTam JocTyna

1.42.1. YnpaBneHue [OCTYyNOM AnA nonb3oBaTenen W3genus [OMKHO 06ecneymBaTbCs
cpencteamm YBM, B COOTBETCTBMM C peanu3oBaHHOW B W3penun mogenbto RBAC. Mpu ynpasneHnu
AOCTYNOM JOMKHbI 06ecneymBaTbCs cnegyolmne PyHKLMOHaNbHbIE BO3MOXHOCTY:

1) KOHTPONb [JOCTYNA CY6bLEKTOB [A0CTyNa K CPeACTBaM YNpaBneHWs KOMMOHEHTaMU
BUPTYanbHOW UHGPACTPYKTYPbI;

2) KOHTPONMb f0CTyMa CY6bEKTOB [JoCTyna K (haiinam-obpasam BUPTYaNU3MPOBAHHOIO
MPOrpamMMHOro obecneueHnss BUPTYanbHbIX MalWKUH, Gannam-obpasam, CNYKe6HbIM [AHHbIM,
NCMonb3yembiM Ana obecneyeHns paboTbl BUPTYanbHbIX (DAWMNOBbIX CUCTEM, W WHBIM CNYXKEOHDBIM
AAHHbIM CPeACTB BUPTYaNbHOW Cpefbl.

1.4.2.2. 3genue JOMKHO obecneynBsaTtb ynpasneHne JOCTYNOM K BUPTYanbHOMY annapaTtHoOMy
obecrneyeHnto MHPOPMALMOHHON CUCTEMDI, ABNAIOLMMCA 06BEKTOM JOCTYNA.

1.4.2.3. i3genne fOMKHO obecneynBaTb KOHTPO/b 3anyCka BMPTyaNnbHbIX MAWMWH HA OCHOBE
3a/1aHHbIX AAMUHMCTPATOPOM NPaBUN.

1.4.2.4. U3penne noMKHO o6ecneunBaTb KOHTPONMb  A0OCTyNa Cy6beKTOB  A0CTYyNa

K
N30/IMPOBAHHOMY aJpPeCHOMY TMNPOCTPAHCTBY B NaMATW TUNepBU3Opa, B NaAMATU XOCTOBOW
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OnepaLyoHHON CUCTEMbI, BUPTYaNbHbIX MaLWUH 1 (11) NHBIX 06BEKTOB A0CTYNA.

1.4.2.5. 3genne JOMKHO obecrneunBaTb Peann3aLui0 MeXaHU3MOB U30MALUN MPOrpPaMMHbIX
MOAIyNen OAHOrOo NPoLLecca oT APYroro.

1.4.2.6. N3genue gomxHO o6ecneunBaTb rapaHTUPOBAHHYIO U3ONALMIO CTPAHUL, NAMATN Pa3HbIX
BMPTYanbHbIX MALWWH ApYyr OT Apyra.

1.4.2.7. 3penue pomkHo obecneumBaTb (UYHKLUMM MAHOATHOTO KOHTPONsA fAocTyna nans
PaHXNUPOBAHNA 1 Pa3rpaHUUEHMs AOCTyNa PasnnuHbiX BM K BUPTyanbHbIM UK annapaTHbIM pecypcam,
NamaTy, NpPoL,Eeccopam.

1.4.3. Perncrpauuns cobbiTuin 6€30MacHOCTU B BUPTYanbHON MHAPACTPYKTYpe

1.4.3.1. 3penue AOMKHO 06eCneynTb PerncTpaLnto cneayrowmx coobITum:

3) 3anyck (3aBepuieHune) pa6oTbl MBM 1 YBM, a TaKxe BUPTYanbHbIX MaLLWH, IPW 3TOM COCTaB U
copepxaHue MHdopmauuu, Noanexawien perncTpauumu Ang yKa3aHHbIX KOMMOHEHTOB BUPTYaNbHOW
NH(PACTPYKTYPbI, AOMKHbI BKNHOUATD:

a. AaTy 1 Bpemsa 3anycka (3aBepuieHns) paboTbi;
6. pe3ynbTaT 3anycka (3aBepleHns) paboTbl YKa3aHHbIX KOMMNOHEHTOB BUPTYanbHOM

NHPACTPYKTYPbI (yCrewHas unm HeycnelHas);

B. UAEHTM(NKATOP NONMb30BaTens, MNpeabABNEHHbIW NpPU  MOMbITKE  3anycka

(3aBepiueHuns) paboTbl yKa3aHHbIX KOMNOHEHTOB BUPTYanbHOM UHGPACTPYKTYPbI;

r. TUM coobITUS;
O. UAEHTUQUKATOP COBbITUS.

4) 3anyck (3aBeplieHne) nporpamMmm M npoueccos B8 YBM, npu 3TOM perucrpauuu [OMKHbI
nognexarb fAaty M Bpems 3anycka (3aBeplieHns) nporpamm U MpoLeccoB, TN CoOBbITUS,
naeHTUguKaTop cobbiTUs.

5) [OCTyN Cy6beKTOB A0CTYNa K YBM, a Take BUPTYasibHbIM MaliMHAM, NPX 3TOM NpU JOCTyne
(Bxome wnM BbIXOAE) K KOMMOHEHTAM BUPTYaNnbHON WHMPACTPYKTYPbl COCTaB U COAEpKaHMe
NH(hOpMaL MK, MOANEXaLLen PerucTpaLnm, AOMKHbI BKIOYATD:

a. 1aTy 1 Bpems AOCTyna Cy6bekToB;
6. pe3ynbTaT NonbITKK LOCTYNA Cy6beKToB (YCnewHas unm HeycnewiHas),
B. MAEHTMNKATOP NONb30BATENS, MPEAbABEHHbIN NPU MOMbITKE AOCTYyNA CYyObEKTOB

AOCTYNa K YKa3aHHbIM KOMMOHEHTAM BUPTYanbHOU MHDPACTPYKTYPbI;

r. TUM coobITUS;
O. UAEHTUQMKATOp CobbITUSA.

6) BHECEHWE W3MEHEHWt B COCTaB M  KOH(UIypauuio KOMMOHEHTOB  BMPTYaNbHOIA
NHC(PACTPYKTYPbl BO BpeMs UX 3anycka, (hyHKLUMOHMPOBAHUS M annapaTHOro OTKKUEHUS, NpW 3TOM
COCTaB U cofiepXaHne nHdopmaumu, Noanexallen perncTpaLnm, AOMKHbI BKIOUATD:

a. laTy W Bpems M3MeHEeHWs B COCTaBe W KOH(Urypauuu BUPTYyaNbHbIX MALLWH,

BUPTYanbHOrO  anmapaTtHOro  o6ecrneyeHus,  BMPTYanW3MPOBAHHOIO  MPOrpamMMHOro

obecneueHns, BUPTYanbHOrO annapaTtHOro obecneuyeHus B TMMEpPBM30OPEe U B BUPTYaNibHbIX

MALLKHAX, B XOCTOBOW ONEPALMOHHON CUCTEME, BUPTYalbHOM CETEBOM 060pYA0BaHMY;

6. pe3ynbTaT MOMbITKN W3MEHEeHMS B COCTaBe€ W KOH(MIypauum YKa3aHHbIX

KOMMOHEHTOB BUPTYanbHON WHGPACTPYKTYpbl (yCnewiHas unu HeycnelwHas), naeHtTudukaTop

nonb3oBartens, MpegbsBEeHHbIN MPU MOMbITKE M3MEHEHWs B COCTaBe U KOHQUrypauum

yKa3aHHbIX KOMNOHEHTOB BUPTYanbHON WH(PACTPYKTYPbI;
B. TUM COOLITUS;
I. UAEHTUUKATOP COOLITUS.

7) co3paHne/ynaneHne BM, npu 3TOM COCTaB U COAepXaHue MHGOPMALMW, NOANEKALLEN

PerncTpaumm, AOMKHbI BKNOUATD:
a. Aaty u Bpems;
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6. TN cobbITUS;
B. UAEHTUCUKATOP COObITUS.
8) U3MeHeHMe PoneBon MoAenu, NPy 3TOM COCTaB W COfepPXaHue MHGopMaLnK, Noanexallen
perncTpaumu, AOMKHbI BKNOUATb:
a. faty u Bpems;
6. TN cobbITUSA;
B. UAEHTUUKATOP COObITUS.
9) hakTbl HApYLWeEHUA LENOCTHOCTU O6DBEKTOB KOHTPOASA, MPWU 3TOM COCTaB M COAepXaHue
NH(opMaL MK, MOANEXALLeN PerucTpaLnm, JOMKHbI BKNOYATD:
a. faty u Bpems;
6. TN cobbITUS;
B. UAEHTUCUKATOP COObITUS.

1.4.3.2. U3genne nomkHO o6ecneunBaTb BO3MOXHOCTb LEHTPANM30BaHHOIO c60pa, XpaHeHus,
3KCMOpTa W aHanu3a MHGOPMaLMKW O 3aPerucTPMpPOBaHHbIX CO6LITUAX 6€30MacHOCT BMPTYanbHOM

NHAPACTPYKTYPbI;
1.4.3.3. U3genne [OMKHO obecneunBaTb PermcTpauymio cobbiT 6€30MaCHOCTH, CBSA3AHHBIX C
nepemeLLeHneM 1 pa3meLLeHnemM BUPTYasbHbIX MALLKH;

1.4.3.4. 3nenue [OMKHO 06ecneunBaTb BO3MOXHOCTb PE3EPBHOTO KOMUPOBAHMSA KypHana
perncTpawum cobbITuii.

1.435. 3genne AQOMKHO  MHGOPMMPOBATb  aAMUHWUCTpPATopa M3genus 0 COBbITUAX
6e30NacHOCTM NyTEM NPOU3BEAEHMNA 3aMUCK B XKYpHaN ayanTa.

1.4.3.6. Peructpaumsa  cobbiT  6€30MacHOCTM B CpeacTBe  BUPTyanuM3aumm  [OMKHA
OCyWeCTBAATLCA C yyeToM pa3genoB 3 - 6 NOCT P 59548-2022 «3awuTa MHGopmaumun. Pernctpauus
CO6bITMIA 6e3onacHoCTU. TpeboBaHUA K perucTpupyemon nHopmauum».

1.4.3.7. XypHan ayauta N3genus gomkeH 6biTb 4OCTYNEH TONbKO AN uTeHus. Mpu ncuepnaHum
06nacTu namaTy, OTBEAEHHON MOJ XypHan ayauTa U3genus, JOMKHO OCYLEeCTBNATLCA apXUBUPOBAHKE
XYpHana ¢ nocnegyoLlen 0UMCTKON BbICBOHOXAAEMOMN 06/1ACTN NAMATHU.

1.4.4. YNpaBneHne nOTOKaMW  MHGOPMAUMKU  MEXAY  KOMMOHEHTAaMW  BUPTYanbHOM
NH(PACTPYKTYPbI, @ TAKXKE MO NepUMEeTPY BUPTYaNbHON MHQPACTPYKTYPbI

1.4.41. U3genne AOMKHO obecneunTtb cnegylowme GYHKLUMKU MO YNPABAEHUIO MOTOKaAMU
MHOPMALUN MeXAY KOMNOHEHTaMK BUPTYanbHOU MHPACTPYKTYpbI:

1) ynpaBneHue ceteBbiM Tpadukom (ynpasneHne WHPOPMALMOHHBIMI MOTOKAMN) MeXay
KOMMNOHEHTaMU BUPTYanbHON MHAPACTPYKTYpPbI;

2) OTK/MIOUYEHNEe CEeTeBbIX MPOTOKOMOB  HEWUCMO/b3yeMblX KOMMOHEHTaMWU  BUPTYaNbHOM
nHdpacTpykTypbl MBM, YBM, a TaKe B BUPTYyaNibHON BbIUUCANTENbHOW CETHY;

3) obecneueHne MOANMHHOCT CETEBbIX COeAMHEeHUN (CeaHCOB B3auMOLEICTBUA) BHYTPY
BUPTYANbHOW UHPACTPYKTYPbI, B TOM YnUCne AN 3aluUTbl OT NOJMEHbI CETEBbIX YCTPOWCTB U CEPBUCOB;

4) obecrieueHne U30MALUKU NOTOKOB AAHHbIX, Nepeaasaembix 1 o6pabaTbiBaembix MBM, YBM u
CeTeBblX MOTOKOB BUPTYanbHOW BbIYNCIUTENBHON CETH;

5) obecneueHne wusonaumm ceteBoro Tpadmka ot (K) Kawgon rocteBon ornepauyoHHON
CUCTEMbI, B BUPTYaNbHbIX CETAX U NS KXKA0N BUPTYaNbHON MaLIUHbI;

6) BO3MOXXHOCTb KOHTPONA (3anperta) NpAMOro B3auMOAENCTBUA BUPTYAbHbIX MALINH MeXay
co6oil.

1.4.5. YnpaBneHue nepemelleHnemM BUPTYaNbHbIX MawnH (KOHTeNHEpoB) n 06pabaTbiBaembix
Ha HUX JaHHbIX

1.45.1. U3genne [OMKHO ob6becneumsaTb cnegyowme GYHKUAN KOHTPONA U ynpasneHus
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nepemelL,eHnem BUPTYasnbHbIX MalLNH (KOHTEHEPOB) 1 06Pa6ATHIBAEMbIX HA HUX AAHHbIX:

1) ynpaBnenne pasmelleHnem U nepemelieHnem (annoB-06pa3oB BUPTYaNbHbIX MaLIUH
(KOHTeNHepoB) Mexay HocuTenamm (CMCTeMaMu XpaHeHNUs AaHHbIX);

2) ynpaBneHne pasMelleHneM U nepemelleHnem  UCMOMHAEMbIX BUPTYaNbHbIX MallnH
(KOHTeilHepoB) Mexay cepBepamn BUPTYanu3aLuu;

3) ynpaBneHue  pasmelleHneMm M MepeMelieHueM  AaHHblX, 06pabaTbiBaemMbix  C
NCMOMb30BaHNEM BUPTYaNbHbIX MALLWH, MEXAY HocuTenamu (cucremamm XpaHeHUs AaHHbIX).

1.4.5.2. U3genne pomkHO ob6ecneunBaTb peanu3auuio  Cnefylolwnx OrpaHUYeHun npu
yNpaBneHnn nepemeLLeHamM BUPTYaNbHbIX MALLNH:

1) NONHbIIA 3aNPeT NnepemelleHns BUPTYanbHbIX MalWH (KOHTEiHEepOB);

2) orpaHMueHne NepemelleHns BUPTYaNbHbIX MaliuH (KOHTEiHepPOB) B Mpefenax BUPTYanbHbIX
Cpea, CO3MaHHbIX ANS 3amycka U UCMoMHeHUs BM, npefHasHaueHHbIX A1 06paboTKM pasHOPOAHOM
NHdOpPMaLNK, UM CErMEHTOB MH(OPMALMOHHDIX CUCTEM, Pa3BepPHYTbIX B Cpeae BUPTyann3aLnu.

3) orpaHnueHne nepemelieHUs BUPTYaNbHbIX MaWKUH (KOHTEMHEPOB) Mexay BUPTYanbHbIMU
Cpedamu, CO3AaHHbIMKU [N 3amycka W UCMONHeHUs BM, npegHasHaueHHbIX Ans  06paboTKy
Pa3HOPOAHON WHGOPMALMKM, UK CermMeHTaMu WHGOPMALMOHHBIX CUCTEM, Pa3BEPHYTbIX B cpefde
BUPTYanu3auum.

1.45.3. U3genne pomxHO ob6ecneunBaTb BO3MOXHOCTb LEHTPANU30BAHHOMO YNpaBheHuUs
MexaHW3Mamn ynpasneHus nepemelieHnemM BUPTYasbHbIX MaluH (KOHTeNHepoB) U 06pabaTbiBaeMbix
Ha HUX AAHHDIX.

1.4.5.4. U3nenue [OMKHO obecrneunBaTb 06paboOTKY OTKA30B MepeMelleHUs BUPTYanbHbIX
MalnH (KOHTEeNHepoB) 1 06paBaTbIBAEMbIX HA HUX AAHHDbIX;

1.4.5.5. U3penne fOMKHO obecrneunBaTb HEMPEPbIBHOCTb PErMCcTpaLui CobbITMIA 6€30MacHOCTH
B BUPTYa/NbHbIX MallHax (KOHTeliHepax) B npoLecce NepemelLeHus;

1.4.5.6. U3nenne [JOMKHO obecneunBaTb OUMCTKY OCBOGOXAAEMblX O6nacTem NamaTh Ha
cepBepax BUPTyanu3auun, HOCUTENAX, CUCTEMAX XPAHEHMA [AHHbIX NPU NepemelleHnn BUPTYyanbHbIX
MaLuH (KOHTeNHepoB) 1 06pabaTbiBAEMbIX Ha HUX JAHHbIX.

1.4.5.7. U3penne fOMKHO obecneunBaTb CTUPAHME OCTATOUHOU MHGOPMaLMK, 06pa3yLLEncs
nocne yaaneHus:

1) haiino., coaepxalLnx HaCTPONKM BUPTYaANbHOMO annapaTHOro obecneueHus;
2) hannos-o6pa3os BM.

1.45.8. Ounctka nNamsaTM  [JO/MKHA  OCYLECTBAATbCA  NYTEM  reHepauum  CAyvyanHou
NnoCNeAoBaTeNbHOCTM 6GUT UM 3aMUCbi0 UX B OCBOGOXAAeMbln 6MOK u/uam myTem 3anucu B
0CBOGOXaAEMbIe 6/TOKU HyNeil.

1.4.5.9. U3penne pomkHO obecneumsaTb pa3melleHne Koaa M3genus B 06nactu namstu, He
AOCTYMHOW OAHOBPEMEHHO AN 3aMnUCh 1 UCMONHEHNS.

1.4.6. KOHTPONb LLENOCTHOCTN BUPTYaNbHOW WHGPACTPYKTYPbI U ee KOH(Urypawmii

1.4.6.1. U3pgenne OOMKHO ob6becneynBaTb BO3MOXHOCTb KOHTPONS LENOCTHOCTM B npouecce
3arpy3ku 1 (Mnm) gUHaMnueckn cneayoLnx KOMNOHEHTOB:

1) YBM, MBM, cocTaBa 1 KOH(UrypaLun BUPTYanbHOro annapaTHoro obecneyeHuns;

2) halinoB, COAEPXALLMX NapameTpbl HACTPOMKM BUPTYaNM3MPOBAHHOIO NPOrPaMMHOI0
obecneyeHns U BUPTYanbHbIX MALIWH;

3) (hannoB-06pasoB BUPTYANN3MPOBAHHOTO MPOrpPaMMHOrO o6ecneyeHns U BUPTYaNbHbIX
MaLuH, (hannoB-06pa3os, NCNONb3yeMbIX AN 06ecneyeHns paboTbl BUPTYanbHbIX PaANNOBbIX CUCTEM.
KOHTpOnb LLenoCcTHOCTU A0MKEH NPOBOAMTLCA TONMbKO, KOrAa hannbl-06pa3bl He 3a4elICTBOBAHbI;

4) pe3epBHbIX KOMUI BUPTYANbHBIX MALLWH;
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5) COCTaBa annapaTHOM YacTi KOMMOHEHTOB BUPTYANU3NPOBAHHON NHPACTPYKTYPbI;
6) XypHana ayaura.

1.4.6.2. lonxHa obecneunBatbca 6NOKMPOBKA 3anycka NporpammHoro obecnedeHus u (unm)
6NOKMPOBKA CermeHTa (KOMMNOHeHTa) MHAOPMALMOHHON cucTembl (aBTOMATU3MPOBAHHOMO pabGouero
MecTa, cepBepa) B cnyuae 06HapYKeHUs (hakToB HApYLLEHNA LLeNOCTHOCTMU.

1.4.6.3. 3genue 0OMKHO UHOPMUPOBATL aaMUHUCTpaTopa N3genns o HapyLweHun KOHTPOns
LLeNOCTHOCTU O06BEKTOB KOHTPOASA NyTeM NPOW3BeAeHUs 3anuci B XypHan ayauta u (unu) BbiBOAOM
COO06LEHNS O HAPYLIEHNI KOHTPONS LLENOCTHOCTM B KOHCONb ynpaBneHus U3genunem.

1.4.6.4. 3penne HNOMKHO obecneymsBaTb 6MOKUPOBKY 3anycka KOMMOHEHTOB NPOrpamMMHOro
obecneyeHns, He npowewmnx ayTeHTUPUKALMIO C UCNONb30BAHNEM CBUAETENbCTB MOANMHHOCTY
mogynen (B ToM uncne uudpoBbIX CUTHATYP MPOU3BOAMTENS UM WHbIX CBUAETENbCTB MOAMHHOCTY
mogynei).

1.4.6.5. 3genne JOMKHO 610KMPOBaTb 3anyck BM npu BbiIBNEHUM HAPYLIEHUS KOHTPONS
LLenoCcTHOCTM (PalnoB BMPTYaNnbHOW 6a30BOM CUCTEMbl BBOAA-BbIBOAA.

1.4.7. Pe3epBHOE  KOMUPOBAHWE  [aHHbIX, pPe3epBMPOBAHME  TEXHUUYECKUX  CPEeACTB,
NPOrpamMMHOro ob6ecneyeHuss BUPTYaNnbHOW WHGPACTPYKTYPbl, @ TaKKe KaHANOB CBA3N BHYTPM
BUPTYANbHOW MH(PACTPYKTYPbI

1.47.1. U3genne AOMKHO ob6ecneumBatb cneayowme (YHKLMOHANbHbIE BO3MOXHOCTM MO
pe3epBHOMY KOMUPOBAHUIO:

1) pe3epBHOe KomupoBaHue BM, npu 3TOM W3aenue AOMKHO NOAAEPXUBATb CneayoliMe
MeXaHU3Mbl:
a. MexaHn3m cHUMKOB BM (snapshot), KoTOpblii OMKeH 06ecneunBaTb BO3MOXKHOCTb
CO3AAHMS CHUMKA BMPTYaNbHOM MalMHbl, B KOTOPOM 6yAeT 3adUKCMPOBAHO ee Tekyliee
COCTOSIHUeE, Y BO3MOXHOCTb MOC/efyloLero B03BpalleHuns K 3STOMy CHUMKY;
6. MexaHu3M 3kcnopTa (Bbirpy3ku) BM Ha BblaeneHHOe XpaHUnLLE;
2) pe3epBHOe KONMPOBaHNE KOHMUIYpaLMn BUPTYanbHON MHGPACTPYKTYPbI;
3) pesepBHOe KonuposaHue MBM;
4) pe3epBHOe KonuposaHue YBM.
5) pe3epBHOe NepeHasHaueHne mactepa nyna.

1.4.7.2. U3genue JOMKHO ob6ecneuynBaTb BO3MOXHOCTb pPEe3epBUPOBAHUA KAHANOB CBA3MN,
NCNONb3yeMblX B BUPTYanbHOW MHGPACTPYKTYpe.

1.4.8. Pa3bueHne  BUPTYanbHOW  MH(PACTPYKTYPbl HA  cermeHTbl  (cerMeHTUpoBaHue
BUPTYanbHON MHMPACTPYKTYpPbl) AN 06paboTKM MHGOPMALMN OTAENbHbIM Monb3osatenem u (unn)
rpynnoun nonb3oBaTenemn.

1.4.8.1. N3penue fJomKHO 06ecneynBaTb BO3MOXHOCTb CO3AaHNE N30AUPOBAHHbBIX BUPTYaNbHbIX
30H, NpeHa3HaUYeHHbIX AN pelleHuns BbiaeneHHbix (060C06NeHHbIX) 3aaau.

1.4.8.2. 3genue [OMKHO obecneuynBaTb BO3MOXHOCTb CErMEHTMPOBAHUA  BUPTYANbHOW
NHPACTPYKTYPbl  (BUPTYanbHbIX BbIYUCAUTENbHbIX CeTeln) MOCPeACTBOM CO3[AHUA  NIOrMYECKUX
NIOKaNbHbIX CETEMN.

1.4.8.3. YBM fomkHa 6biTb A0MKHA 6ObITb HEAOCTYNHA CO CTOPOHbI O6GBHEKTOB U MPOLECCOB,
NCNONHALWMXCA Ha BM.
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1.49. U3genne [OMKHO o6ecneunmBaTb BO3MOXHOCTb CRefylWMUX AEUCTBUN: CO3[AaHMe,
yAaneHue, 3anyck, OCTaHOBKY, KOHurypaumio BM u 1.4., BKNOUas Ha3HaueHne MeTok 6e30nacHocTu, a
TaKxe 3KcnopT u umnopt BM n ynpasneHue wabnoHamm BM.

1.5. KOMnneKTHOCTb

1.5.1. U3nenne [OMKHO NOCTaBNATbLCA B BUAE YCTaHOBOUHOIo o6pasa (B thopmate image u/unu
iS0), TOTOBOr0 K ycTaHoBKe Ha CBT M KOMNNEKTOBaTbCA HeO6X0AMMOW ANnA 3Kchayatauun M3genus
[IoKyMeHTauuel (nanee - Komnnekr W3aenus).

1.5.2. lomkHbl 6bITb AOCTYNHbI Ceaytowme Tunbl Komnnektos N3genus:

e Komnnekt M3genua Ha martepuanbHbiX HocuTenax — M3genne AOMKHO MNOCTABNATbCA Ha
3NEKTPOHHOM HOCUTENE C KOMMNEKTOM JOKYMEHTOB B COOTBETCTBUM C Tabnuuen 1;

e Komnnekt W3penua B 3neKTpoHHOM BuAae - 3genve W [OKYMeHTauua  [OKHbI
nocTaBnATbCA B Buae ¢ailnoB B COOTBETCTBUM C Tabnuuen 2, KOTOPblE 3arpyxawTcs Mo KaHanam
nepefaun fAaHHbIX € ceTeBblX pecypcoB 000 «HymaTex», npu ycnosuu npegocrasneHns 000
«HymaTex» COOTBETCTBYOLLEro AOCTyna.

1.5.3. KonnuectBo KomnnektoB M3genus, nepefaBaembix KOHeYHOMy nonb3oBaTento 3genus B
PaMKax KOHKPETHOI NOCTABKM [JOMKHO ONpeaensTbCs YCIOBUAMN NNMLEH3MOHHOIO A0rosopa (gorosopa
NOCTaBKM).

1.5.4. KONUUecTBo MNWUEH3UA Ha ucnonb3oBaHue W3genns (uncno [OCTYMHbLIX YCTAHOBOK
(uHcTannaumin) U3genus unm Konuuectso CBT, B cocTase KOTOPbIX MOXET MCNoNb30BaTbCA N3penue)
AOCTYNHbIX KOHEYUHOMY nONb30BaTEN0 [AOMKHO ObITb YKa3aHO B JIMLEH3UOHHOM CepTudukare,
conpoBoOXJalollem Kaxayo noctasky Uspenus.

[lpumeyaHus:

1. JlTuyeH3uoHHbIU cepmucgpukam — dokymeHm, ocpopmasiembit 000 «HymaTex» HA (hupMeHHOM
61aHKe, nodmeepxoarwul e2umuMHOCMb UCN0Mb308aHuUs M3denus KoHeuyHbim [lonb3oeamernenm,
codepxawut UHGhOpMAayu 0 KOHKpemHou nocmaeske U3denus, 8 mom yucne ceedeHus 06 UCMONHEHUU
M30enus u mune CBT, 0ns ucnonb308aHUsi HaQ KOMOPOM MpedHAa3Ha4yeHO ucCrnosiHeHue W3denus 8
pamkax KOHKpemHoU MoCcmMaskKu.

2. O2paHuyeHus npas mo ucCnonb308aHul0 N3denus, ces3aHHbie ¢ Hanuyuem JluyeH3ul Ha
ucnonb3zosaHue [10, peanu3syemble 000 «HymaTex» 8 pamkax mep no 3awjume asmopckKux npas 8
OMHOWeHUU npo2pamMmHbIX Mpodykmoe cob6cmeeHHOU pa3pabomku, npueedeHbl 8 pasdene 10
HacmosAwux TexHuyeckux ycnosudu.

3. /luyeH3uoHHbIU cepmucghukam 0o/xeH nepedasambcsi KoHeuHOMy nonb3ogamento npu
nepedaye npas Ha ucrnonb3oeaHue M3denus unu coemecmHo ¢ CBT, Ha komopbie W3denue 6bin0
npedycmaxosneHo npousgodumenem (nocmasujuxom) CBT.

Tabnuua 1- CocTaB KOMNIEKTA NOCTaBKM CEPTUGMLMPOBAHHOIO M13genns Ha MaTepuanbHbIX HOCUTENSAX

N2 - Kon-

n/n HaumeHoBaHMe coCTaBHO YacTn U3aenusa (nokymeHTa) BO lMpumeyaHune
KoMnakr AucK B cocTaBe: Ha aneKTpoHHOM
1. YcTaHOBOUHbIN 06pa3 U3genns 643.AMBH.00021-01; HocuTene
2. lokymeHTaLNA B COCTaBe: Npentudmkarop C3U:
643.AMBH.00021-01 32 01 PyKoBOACTBO aAMUHUCTPATOPA. POCC

1 YcTaHOBKa, HacTponka Numa vServer; RU.0001.4580.XXXXXX
643.AMBH.00021-01 34 01 PykoBOACTBO MONb30BaTens;
643.AMBH.00021-01 94 01 UHCTPYKLMA NO NpOBepKe
KOHTPONbHbIX CYMM;
643.AMBH.00021-01 30 02 ®opmynsap. Npunoxexue A,
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Ne . Kon-
n/n HaumeHoBaHMe cocTaBHoOl YacTn U3aenusa (nokymeHTa) BO lpumeyaHune
643.AMBH.00021-01 30 03 ®opmynsap. Mpunoxeuue b
2 KoHBepT ANna XpaHeHnsa KOMNaKT-ANCKa
3 643.AMBH.00021-01 30 01 ®opmynsp B neyatHOM Buge
3aBepeHHan Konusa cepTugmrkaTa COOTBETCTBUSA B neyatHoMm Buge
TpeboBaHMAM NO 6e30MaCHOCTU NHGOopMaLmu Cuctembl
4 cepTudUKaLmMK CPeACTB 3aLmMTbl MHOPMALMUN MO
Tpe6oBaHNAM 6€30MacHOCTN MHGOPMaLMN (CBMAETENbCTBO
N° POCC RU.0001.016100)
MnacTUKOBbIN MAKET C
5 TpaHcnopTHas Tapa - .
3acTexkou Tuna zip-lock
Tabnuua 2 - CocTaB KOMNNEKTA NOCTABKM CEPTU(ULMPOBAHHOTO 3aenns B 3NeKTPOHHOM Buje
NO . Kon-
n/n HaumeHoBaHMe coCTaBHOI YacTn U3aenus (QokymeHTa) 80 Mpumeuanue
B anekTpoHHOM Buge
y Nonentudmkarop C3U:
1 YcTaHoBOYHbIN 06pa3 U3genus 643.AMBH.00021-01 POCC
RU.0001.4580.XXXXXX
[lokymeHTaLUua B cOCTaBe: B anekTpoHHOM Buge
643.AMBH.00021-01 32 01 PyKoBOACTBO afMUHUCTPATOPA.
YcTaHOBKa, HacTponka Numa vServer,;
643.AMBH.00021-01 34 01 PykoBOACTBO NONb30BaTenNs;
2 643.AMBH.00021-01 94 01 WHCTpYyKLMA NO NpoBepKe
KOHTPO/bHbIX CyMM;
643.AMBH.00021-01 30 01 ®opmynsap;
643.AMBH.00021-01 30 02 ®opmynsap. Mpunoxexue A;
643.AMBH.00021-01 30 03 Mopmynap. MpunoxexHue b
Konusa ceptudukata cooTBeTCTBUA TPe6OBAHUAM NO B anekTpoHHOM Bupe
3 6e30nacHOCTU NHGopmaumu Cuctembl cepTUUKaLUN CPeACTB

3alWMTbl MHOpPMaLUK No TpeboBaHNAM 6€30MaACHOCTH
nucopmauum (ceugertenbcrao N POCC RU.0001.016100)

MpumeuaHue. Mopsdok nonyyeHus U3denus npu 31eKMPOHHOU NOCMaskKe ONuUCaH 8 pasdesne 8
®opmynspa 643.AMBH.00021-01 30 01.

1.5.5. KOHTPONbHbIE CYMMbl YCTAHOBOYHOrO 06pasa M3penuss AOMKHbI UMETb 3HAYeHue,
npuBeaeHHoe B Tabnuue 3.

Tabnuua 3 - KOHTPO/ibHbIE CyMMbl

HaumeHoBaHue M3genuns KOHTpONbHaa cymma
(DUKC-UNIX 1.0)

KoHTponbHaa cymma
(gost12sum)

CepBepHas foBepeHHas
BUPTyanbHas cpefa
(hYHKLMOHNPOBAHMA
nporpammHbIx cpeacts Numa
vServer 643.AMBbH.00021-01

MoacueT KOHTPONbHbIX CYMM [O/MKEH OCYLLEeCTBAATbCA COrMacHO AOKYMEHTY «WHCTpyKuua no
MpPOBepKe KOHTPOMbHbIX cymm» 643.AMBH.00021-01 94 01 ¢ ucnonb3oBaHnem CeptTuULMPOBAHHON C
NCMONb30BaHMEM CEPTU(NLMPOBAHHON NPOrpaMmbl PMKCALUM U KOHTPONSA LEeN0CTHOCTU MH(OpMaLm
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«OUKC-UNIX 1.0» (Ceptuchukat ®CTIK Poccum N°680 ot 30.10.2002T.), a TaKKe C UCMONb30BAHMEM
CBO6OJHO pacnpocTpaHaeMon yTunuTbl «gost12sum» no anroputmy FOCT P 34.11-2012-256 6wuT.

1.6. MapkupoBaHue

1.6.1. MapkupoBaHue W3genua [OMKHO COOTBETCTBOBATb TpeboBaHMAM HacToAwmx TY,
3KCNNyaTauMoOHHOU JOKYMEHTALMM U AOMKHA COAEPXKaTb:

e ungeHtudumkartop C3U;

e HoMep 3k3emnnsapa Komnnekra N3penus;

e HaumeHoBaHue (0603HaueHue) 3penus;

e HauMmeHoBaHue npeanpuatua-N3rotosuTens.

[IpumeyaHus.

1. Mdeumucpukamop C3U - udeHmugpukamop cpeocmea 3awumsl UHpoOpMayuu, sensemcs
YHUKQGbHbIM napamempom 01151 Kax0ou nocmaeku W3denus, komopbiu:
codepxxumcs 8 /luyeH3uoHHOM cepmucpukame;
e HAHOCUMCSA HA 31eKMPOHHble Hocumenu, cooepxawue N3denue;
e ykasbigaemcs 8 hopmynspe N3odenus;
e omobpaxxaemcs 8 MeHl adMuHUCmMpuposaHus N3denus.
2. NoeHmudgpukamop C3N umeem cnedyrowuti popmam POCC RU.0001.4580.XXXXXX, 20e:
nepeas 2pynna 3HAKO8 codepxum MnponucHbole 6ykebl u uyugpbl POCC RU.0001,
yKasblearowue Ha cucmemy cepmucpukayuu OCTIK Poccuy;

e 8mopas 2pynna 3HaKos ykasbieaem Ha HoMep cepmugpukama coomeemcmeus N3denus 8
cucmeme cepmucpukayuu OCTIK Poccuu;

e mpembs 2pynna 3HaKo8 yka3bleaem Ha nopsiOKoabil Homep 3k3emnnsapa C3U 8 cucmeme
yuyema cpedcme 3auwjumsl UHpopmayuu, npoussedeHHbix 000 «HymaTex».

1.6.2. CepTndmumpoBaHHble KomnaekTbl N3gennsa fLOMKHbI MApKMPOBATLCA UAEHTU(MKATOPOM
C3W. UpeHTndukatop C31 gomkeH 6bITb YKa3aH:

e B pasgene 7 @opmynsapa 643.AMBbH.00021-01 30 01;

e HA KOMMAKT-AMUCKE NPpu NOCTAaBKe HAa MaTepuasibHbIX HOCMTENAX.

NoeHtudmkatop C3M pomkeH 0TO6paXaTbC B OCHACTKE MEHI aAMUHUCTPUPOBAHUS,
yCcTaHoBNeHHoro Ha CBT W3aenus (none «SZI ID:»).

1.6.3. UpeHTudukatop C3W, COOTBETCTBYIOLWMIA KOHKPETHOU nocCTaBke W3aenus, AomkKeH
peructpupoBatbcs 000 «HymaTex» B «KypHane yueTa BbiNylWeHHbIX W3genun un  yueTa
naeHTudukatopos C3U» COBMECTHO cO cneaytollen nHhopmauuen o noctaske N3penus:

e YNCNO NNLEH3NIA U HOMEP NULLEH3UN;

e KONMYECTBO 3K3emMnnspoB 1 Tun Komnnektauun N3genus;

e (BEJEeHMA 0 KOHEYHOM NoMb30BaTeNe 1 LLenoUKe NocTaBku M3penus.

[IpumeyaHus.

Homep nuuyeH3uu - YHUKANbHbIU HOMep, Npueooumbil 8 JluyeH3UOHHOM cepmudukame,
KomopbiU udeHmucghuyupyem KOHKpemHyto nocmasky M3oenus.

1.7. YnakoBka U3genuns

1.7.1. NMpwn nocTtaBke U3aenna 1 AOKyMeHTaUMKU Ha M3aenne Ha KOMNAKT-AUCKe, AUCK JOMKeH
ObITb YNAKOBAH B KOHBEPT 1 3ameyaTaH CrneuuanbHON 3TUKETKOM C norotunom usrotosutens. Cnoco6
3aK/IeNBaHMA AOMKEH UCKMOUYATb BCKPbITUE KOHBEPTA 6€3 HEBUANMBIX MOBPEXAEHNN YNAKOBKN.

1.7.2. KOMNAKT-AMCK W NOKYMeHTaUus Ha l3nenuve, BXoaawas B KOMNNEKT MOCTABKU, AOMKHbI
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6bITb YNaKOBaHbl B TPAHCNOPTHYIO Tapy U3roToBUTENSA, NPeACTaBNAOLLYI0 CO60M NNACTUKOBbIN NAKeT C
3acTexkon Tuna zip-lock.

1.7.3.YnakoBka M3genua  pomkHa  obecneunBatb  BbIMONHeHWe  TpeboBaHWM  NO
TPAHCMOPTUPOBAHUIO U XPAHEHUIO B COOTBETCTBUMK C TY.

1.7.4. Tapa AOMKHA BblAEpPXMBaTb 6€3 HAPYWEHUS LeNOCTHOCT KOHCTPYKLUMKU BO3AeNCTBUE
MEeXaHMYeCKMX Harpy3ok M Knumatumueckmx hakTopos, obecneumBaTb 3alUTy YNAKOBAHHOIO B Hee
N3genus.

1.7.5. YnakoBKe nNOANEXUT YKOMMNeKToBaHHoe M3genuve, npolwejwee npuemo-caaToyHble
ncnbiTaHuA.
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6. VC/10BUA TPAHCITOPTUPOBAHUA, XPAHEHNA U SKCIMTYATALIA

6.1. TpaHcnopTupoBaHue U3genns

6.1.1. lonyckaetca TpaHCNOPTMpOBaHuWe W3genus B YNakOBaHHOM Buge n6bIM  BMAOM
TpaHcnopTa 6e3 orpaHnUYeHns CKOPOCTU N PaCcCTOAHUS.

6.1.2. Npu TpaHCNOPTUPOBAHUM AOMKHA 6bITb 06ecneveHa 3awmTta U3genus oT:

® MeXaHNYyeCKnx I'IOBpE)KﬂQHI/II?I;

e [IPOHNKHOBEHUA Baru,

® [POHNKHOBEHUA rpA3n U Nbinu;

e NNNTENbHOrIO BO3,[|€I7ICTBI/I$I NPAMOro CO/IHeYHOro CBeTa.

6.1.3. Mpu TpaHcnopTupoBaHuu U3genus cnepgyet obecneunsaTb yCNoOBMA:

e Temnepatypa Bo3ayxa — ot natoc 10 go nntoc 35 °C;

e OTHOCUTe/NIbHAA BNAaXHOCTb — 0T 40 Ao 80 % npu TemnepaType He Bbiwe nnwc 25 °C;

e atmocdepHoe fasneHune ot 8,4x104 ao 10,7x104 Ma (oT 630 00 800 MM. pT.CT.);

e MacCoBas KOHLEHTpaLUus Mbinu B Bo3ayxe He 6onee 0,75 mr/m3.

MpumeyaHue. Mpu nonadaHuu Hocumesneu UHOPMAyUU 8 3KCMpeMasbHbie memnepamypHbie
ycnosusi He0bxo00uMo 00 Ha4yana 3kcrnayamayuu ebioepxams ux npu memnepamype natoc 25 °C He
MeHee 2-X yacos.

6.2. XpaHeHue

6.2.1. U3genve [OMKHO XpaHUTbCA B YNAKOBKe B OTanJnBaemblX MOMeLLEeHUAX npu
TemnepaTtype Bo3ayxa oT 5 4o 40 °C v 0OTHOCMTENbHOW BNAXHOCTM BO3AyXa He 6onee 80 %.

6.2.2. 3genne JOMKHO XPaHUTbCA B KanuTanbHbIX OTan/nBaeMbiX MOMeLLEeHUAX Ha CTennaxe
WAK B YMAKOBKe, MOCTaBNSeMOW W3roTOBUTENEM, B YC/IOBMSIX, COOTBETCTBYHOLWMX YCNOBUAM
sKcnnyatauun N3genus, npu OTCYTCTBUM B BO3AyXe MAPOB KMCMOT, LENOYEN M APYrUX arPecCuBHbIX
npumeceit. Take Npu XpaHeHNN He AONYCKAIOTCA pe3Kue nepenaabl Temnepatypbl (6onee 20 °C B vac)
N BO3[ENCTBUS BHELIHMX MAarHUTHbBIX NOJIEN HAaNPSXKEHHOCTbIo 6onee 4000 A/m.

6.3. YKa3aHua no akcnnayarauuu

6.3.1. He ponyckaetcs ucnonb3oBatb W3genue ans 06paboTkm MHGOpPMaLMKM, COAepxaLien
CBEAEHNs, COCTABNAOLWME rOCYAAPCTBEHHYIO TalHy.

6.3.2. Jkcnnyatauusa  M3genus  BO3MOXHA  TOMbKO  NpU  COBNIOAEHUWM  CEAYIoLWMX
OpraHu3aunoOHHO-TEXHUYECKUX Mep:

e ANnA obecneyeHWs nNpaBUNbHOW 3KcnnyaTauuu M3genua AomKeH ObiTb  Ha3HAueH
afIMUHMCTPATOP 6€30MacHOCTW, NPOLWEAWNIA COOTBETCTBYIOLYI NOATOTOBKY, O3HAKOMUBLIMWACA C
3KCNNyaTaUMOHHOW AOKYMeHTaumen Ha M3genne u He paccMaTpUBAIOLLMIACA B KQuecTBE HapyluuTens
MHOpMaLMOHHON 6€30MaCHOCTY;

e yyeTHas 3anucb NOKanbHOro aamuuuctpatopa (LSU) AomkHa wCnonb3oBaTbCA TOMbKO
aIMVMHMCTPATOPOM C NOMHbIMK MPaBaMK JOCTYNa;

e [O/MKHO oO6ecneynBaTbC NpPeAoTBpALlEHME  HECAHKLUMOHWPOBAHHOrO  AocTyna K
naeHTUdurKaTopam n naponsam nonb3osartenei N3penus;

e [I0/DKHbl 06ecneumBaTbCs (hu3Myeckas COXPAHHOCTb W MEPUOAUUYECKUA  KOHTPONb
KOH(Mrypaumu annapaTHOro o6ecneyeHnss CepBEpPHOr0 KOMM/eKca, Ha KOTOPOM YCTaHOB/EHO
N3nenue;

e [0CTYyN K annapaTHOMy 06ecneyeHuto CepBepHOro KOMMAEKCa, Ha KOTOPOM YCTAaHOBMEHO
N3penue, co CTOPOHbI HEABTOPM30BAHHOrO NEPCOHaNa 3KCNNyaTUPYHOLWeEn OpraHM3auum u noobbix
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TPEeTbMX NUL,  JO/MKEH ObiTb  MCKAKYEH WAM  OFPaHWYeH W OCYLWECTBAATbCA TONbKO MpM
HenoCpeACTBEHHOM NMPUCYTCTBUM aAMUHUCTPATOPA 6€30MacHOCTY;

e noctyn K BIOS CBT, BXxoAALWmMX B COCTaB CEPBEPHOr0 KOMMMNEKCA, HA KOTOPOM YCTAHOBJIEHO
N3penus, a Takxke K 3arpy3unKky cpeabl A0MKEH ObITb 3aLMLLEH C NCNONb30BAHNMEM MAPObHON 3aLLUTHI,
naposib Ans JOCTyna JO/MKEH 0TBEYaTb TPEHOBAHUAM MO CNOXHOCTU, AHANOTMYHBIM NPegbABNAEMbIM K
naponam nonb3oarenen N3penus;

e Ha CBT, Bxoaawmx B COCTaB CepBepHOro KOMMeKca, Ha KOTOpPOM ycTaHoBfeHo W3genus,
AOMKHA ObITb UCKNIOYEHA BO3MOXHOCTb MCMNONb30BAHWUA CPEACTB pa3paboTku MO n oTnagunukos Ans
PeAAKTMPOBAHNA KOAA 1 aHANM3a OnepaTMBHON NaMATK, Ucnonblyemon Usgenuem;

e MpuU NepBOHAYANbHOW HACTPOUKe M3penus Heo6XOAMMO M3MEHUTb 3aBOACKME YCTAHOBKM
naponen Ha AoCTyn K hyHKLNAM aAMUHUCTPUPOBaHus U3genus;

e Mpu yaaneHHOM ynpaBneHun 3genuem napa knwouen ana SSH aBTopnsaunm JOMKHbI 6bITb
CreHepMpoBaHbl anroputMamu RSA ¢ MUHUManNbHOW gnnHoW Kntoya 3072 6ut unu ESDCA - 256 6uT unu
FOCT P 34.11-2012 - 256 6uT. Anroputm DSA 3anpeLLeH K UCnonb30BaHuIo.

e [0 nepexopga W3genusa B pabouee COCTOSHME [OMKEH ObITb BbINOMAHEH KOHTPONb
uenoctHoctu N3penua ceptuduumpoBaHHbimu GCTIK Poccum cpeactBamu 3awwuTbl MHOPMaLNN.

6.3.3. lna  obecneueHnss BbINONMHEHUA TpeboBaHWIA No 6e30macHOCTU  MHGOpPMaLUY,
npeabsBnsemMbiXx K 06beKTy MHOpPMaTU3aLMK, B COCTAaB KOTOPOro BXOAMT l3pnenue, B BUPTYanbHOM
Cpefe, CO3[aHHOI C UCMNONMb30BaHWeM W3aenusa, MoryT NpUMEHATbCA CPeACTBa 3aluUTbl MHGOpPMALMN,
He BXoaALMe B cOCTaB M3penus:

e (DYHKUMOHMPYIOLLME B CPe/ie OMNepaLMOHHbIX CUCTEM roCTeBbIX BM;

e pasBopaunBaemble Ha 6a3e roctesbix BM (cnyxebHble BM), BbiaeneHHbix ans obecneyeHns
LeneBblX (PYHKUMA: Hampumep, MPOrPaMMHbIA MEXCETeBOWl 3KpaH, CPeacTBa LEHTPann30BaHHOMO
yrpaBneHns aHTUBUPYCHOI 3aLMTOI, CPeACTBA KPUNTOrpaduuecKkoil 3awmTbl MHPOPMaLMK, CEHCOPOB
n (Mnn) paTumkoBs cuctem o6HapYXeHna (MpeaoTBpaLLEeHNA) BTOPKEHNA.

6.3.4.Bce  ceTeBble  MNoAKMUeHMs K  U3genuo  JOMKHbI  6biTb  OrpaHWUYeHbl
ceptndmumupoBaHHbiM OCTIK Poccum mexceTeBbiM 3KPaHOM, KNAcC KOTOPOro A0MKeH 6biTb onpeaeneH
ncxona 13 Tpe6oBaHMin N0 6€30MacHOCTM MHAOPMALIMIA, MTPEAbABNAEMbIX K 06bEKTY MH(OpMaTU3aLNY,
B COCTaB KOTOPOro BXoauT U3aenue.

6.3.5. YoaneHHoe ynpasneHue W3pgenunem [O0MKHO ocylwectsnatbca co CBT, B OoTHOWeEHUM
KOTOpbIX  peann30oBaHbl  OPraHU3aLMOHHO-TEXHUUYECKME Mepbl MO  3awuTte  UHADOpMaLuUK,
COOTBETCTBYIOWME TPebOBaHWAM MO 6e30MacHOCTU WHQOPMaUUKM, NPEAbABNSEMbIX K O0OBEKTY
NHGopmaTn3aumm, B COCTaB KOTOPOro BXoauT sgenune, npu 3Tom:

e KaHanbl nepefayn AaHHbIX, MCNONb3yemble ANA AOCTYNA K M34ennto 1 pacnonoXeHHble B
npeaenax KOHTPONMPYEMOM 30HbI, AOMKHbI 6bITb 3aLUMLLIEHbI OPraHU3aLNOHHO-TEXHUUECKUMU Mepamu;

e N4 3aWMTbl KaHANOB NepeAauy [aHHbIX, MCNONb3yeMbIXx ANns foctyna kK M3genuto u
BbIXOAAWMX 3a Mnpefenbl KOHTPONAWPYEMOM 30HbI, [JOMKHbI MPUMEHATbCA MeTofbl U CPeAcTBa,
YCTOWUMBbIE K MACCMBHOMY U (MnM) aKTUBHOMY MPOCAYWINBAHUIO CETU U CEPTUQULMPOBAHHbIE B
YCTAaHOBNEHHOM NOPALKE.

6.3.6. B uensx obecneueHus yganeHHoro AoCTyna Nonb3oBaTenen C WCMONb30BaHMEM CeTen
CBA3M 06ulero nonb30BaHMS K CPeacTBy BUPTyanu3auum  JOMKHbI  MPUMEHATbCA CPeAcTBa
Kpuntorpaduyecko 3awuTtbl UHOPMaLMKM, npolleline npoueaypy OLEHKW COOTBETCTBUA B
COOTBETCTBUM C 3aKOHOAATeNnbCTBOM Poccunckon Oegepaumu.
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7. OTPAHWYEHUE NPAB MO UCMNO/1Ib30BAHIIO MPOrPAMMHOIO OBECMEYEHUA U3AENUA

[ina  obecneyeHnss BO3MOXHOCTU MCNONb30BaHMA 3k3emnaspa [0 HAa KOHKPETHOM
NMLEH3MPOBAHHOM YCTPOMCTBE HEOHXOAMMO BbINOMHUTL Npoueaypy aktueauum MO ¢ MCNonb3oBaHWeM
YHMKANbHOrO KnueBoro (auna. B xoge npoBegeHus aktuBauum 3k3emnnap MO 3akpennseTcs 3a
KOHKPETHbIM NINLLEH31POBAHHBIM YCTPOUCTBOM.

KnioueBon aun  ABNAeTcA  YHUKANbHbIM, BbipabaTbiBaeTcs 1 NPeAOCTaBNAETCS
NpaBoo6bnagarenem no 3anpocy KOHeUYHOro nonb3osatens MO Ans Mcnonb30BaHUA HA KOHKPETHOM
NNLLEH3MPYEMOM YCTPOUCTBE.

BoipaboTka KnwueBoro (amna OCYLWECTBASETCA C YYETOM YHWUKANMbHbIX MAapameTpoB
NULLEH3MPYEMOrO0 YCTPONCTBA (KOHKPETHOI annapaTHOM nNnatqopmbl).

Mopagok hopmupoBaHmMa 3anpoca KnuesBoro ¢amna npusegeH B AOKyMeHTe «PykOBOACTBO
afMUHNCTpaTopa. YCTaHOBKA, HacTpouka Numa vServer» 643.AMBbH.00021-01 32 01.

NUUEH3UOHHbIN Koy (KnioueBoit (hailn) COAEPXUT CBEAEHMs, KOTOpble BMOCNeACTBUM
NCNONb3YITCA ANS NPOBEPKM NPaB MCNOMb30BaHKA MO 1 MOryT BKMKOYATh B CBOU COCTaB:

e CBejeHus 0 KOHeYHOM nonb3osarene Mo;

e Bepcuio M0;

e CBefleHWs O Cpokax ucnonb3oBaHus MO KOHeuHbiM [Onb30BaTeENEM - CPOKE AENCTBUS
NMUEH3NK;

e UAEHTU(UKALMOHHDIA HOMep 3k3emnnspa MO;

e VHUKaNbHbIE NAPAMETPbl aNNAPATHOr0 06eCneyeHns NULEH3NPYEMOTO YCTPOUCTBA.
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8. TAPAHTUN U3rOTOBUTENA

N3roToBMTENDb rAapaHTMPYET COOTBETCTBME KauecTBa 3agenus TpeboBaHmam HacToAwmx TY npu
co6n0aeHnn Nonb3oBaTeNnem ycnoBuin TPAHCNOPTUPOBAHMSA, XPAHEHUS U IKCNIyaTaLum.

B cnyyae ecnu Bo Bpems 3kcnnyatauun Monb3oBatens M3genna BHec nameHenus (nbitanca
BHECTU U3MEHEHMd) B MporpammHoe obecnedeHne W3menus, Hapywun npasBuna  ero
TPaHCNOPTUPOBAHMSA, IKCNNYATALMU U XPAHEHUS, YKa3aHHble B JOKYMEHTauuu Ha W3gennve, To gencrsne
cepTudmkata COOTBETCTBUA U rapaHTuK Ha 3genne npekpawaeTcs C MOMEHTA BHECEHMS U3MEHEHU 1
(1nu) HapyweHns npaBu TPAHCMOPTUPOBKK, IKCMNYATALNN U XPAHEHNA.
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9. TEXHUYECKASA NOAAEP)KKA

9.1. U3roToBuTENb OCYLLECTBNAET TEXHWYECKYI nofaepxky W3genua B COOTBETCTBUM C
nakeTamy ycnyr TeXHUYECKOW NOAAEPXKM, COCTaB U COfEepXaHue CepBUCOB KOTOPbIX 3aKpennsercs
N3rotoButenem B [loNUTUKE CEPBUCHOro conpoBoXaeHusa [IpoayKToB NPOU3BOACTBA KOMMAHUU
«HymaTex», ny6nnkyemoli Ha oduumanbHom cainTe U3rotosutens (www.numatech.ru).

9.2. B TeueHne cpoka gencteusi Ceptucdmkara COOTBETCTBMA TpebOBaHMAM MO 6€30MaCHOCTU
nHopmauun Ha WN3genne WN3rotoBuTenb OCYWECTBNAET ero 6a30BY0 TEXHWYECKYK MNoAAepXKy. B
pamkax 6a30BOV TEXHUYECKON NoafaepxKu 3genna n3rotoButenb oCyLecTBAsET:

e MOWCK OWMBOK peanu3sauuu u yassumocren B N3genuu;

e UMH(opMUpoBaHMe nonb3oBatens M3genns 06 OO6HAPYXKEHHbIX OWKUOKAX U YA3BUMOCTAX,
nyTem npoBedeHUs Paccbinok U (1unu) pasmelleHrnem COOTBETCTBYHOWEA MHGOPMALMKN HA caiTe
n3rotosutens N3pgenus;

e [0BefeHNe Ao nonb3osatens W3genns Heo6XOAWMbIX OGHOBAEHUA MNPOrPAMMHOIO
obecneueHns, obecneunBaoLWLMX HENTPANN3ALMIO BbISIBNEHHbIX OWNGOK peanu3aumn n ya3sumocTen B
N3penun (manee - o6HOBNeHWe 6€30MacHOCTK), NyTEM NPeAOCTaBNEHUS BO3MOXHOCTM 6e30MacHoil
3arpy3ku 06HOBNEHW 6€30MacCHOCTU NO CpefcTBaM CeTu VIHTEpHeT € COOTBETCTBYHLWMX PeCcypcoB
nsrotoButens Waenus u (unu) nytem npenoctaBneHns 06HOBNEHN 6e30MaCHOCTM Ha MaTepUanbHbIX
HOCMTENAX.

9.3. 06513aTenbHbIN CPOK AENCTBUA 6A30BOK TEXHMUYECKON NOAAepXKN M3penns onpepensercs
CPOKOM feicTBuA cepTudukaTa cooTBeTCTBMA Ha M3genue (cornacHo locynapcTBEHHOro peectpa
CepTMdUUMPOBAHHBIX CpeacTB 3awuTbl uHdopmauun OCTIK Poccum N° POCC RU.0001.0161100). Mo
peLeHmnIo U3roTOBMTENSA CPOK [eNCTBUSA TEXHUUECKOW NOAAEPKKN MOXET NPEBbILATb CPOKOM E€NCTBUS
cepTuukata cooTBeTCcTBMA Ha W3pgenue, ao uHdopmuposaHua OCTIK Poccum 06 OKOHYAHUM
TeXHUYeckomn nopaepxkn N3penus.

9.4. NMotpebutenn n OCTIK Poccum 6yayT npomHGOpMUPOBaHbl HE NoO3gHee yem 3a 1 rog [o
OKOHUaHUA NPON3BOACTBA M (Mnun) nogaepxku 6e3onacHocTn M3nennsa 06 OKOHUAHUM NPOU3BOACTBA U
(unm) nogaepxke 6e3onacHocTn U3aenus.

9.5.YCNyru TEXHUYECKON MOAAEPKKN YPoBHA «CTaHAapT» AOCTYMHbl MpuobpeTatoLLe
opraHuM3auuu B TeueHue 12 mecAleB OT AaTbl NpuemMKu W3genua npeacraBuTenem npuobpeTaroLlel
opraHu3auuu.

9.6. CPOK AeWUCTBUSA TEXHWUUECKOW NOoAAepXKu M3aenus M KauectBO CEPBUCOB TEXHWUUECKOW
NnoaaepXKn ykasbiBaetcd B CepBuCHOM cepTudmkate M3genus, Hanuume KOTOporo obecneumsaet
BO3MOXHOCTb 06paLLeHNs B CEPBUCHYIO CNyx6y 3rotoButens.

9.7. iHble BUfbl TEXHUYECKOW Noaaepxkn (paclmpeHne cepBUCOB TEXHUUECKON NOAAEePXKKN)
NpeaoCcTaBNAOTCA U3roTOBUTENEM HA BO3ME3HOW OCHOBE, B COOTBETCTBMU C [ONMTUKOW CEPBMCHOIO
COMPOBOXAEHMSA.

9.8. KOHTaKTHble AaHHble CepBMCHON cnyx6bl 000 «HymaTex»:

Appec: 196084, . CaHkT-leTepbypr,
yn. LBeTouHas, a. 18, nuT. A, od. 424, bLL «busHec-Mapk»
TenedoH: (812) 3090601, 106.220
E-mail: support@numatech.ru
MopTan: support.numatech.ru
Pexum paboTbl: MH. - MT.:10:00 - 19:00
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10. NOPAAAOK NOJIVUEHUSA U3AENNSA NPU INEKTPOHHON MOCTABKE

10.1. Nopsapok nonyyeHus sgenua B 31eKTPOHHOM Bue

MonyyeHne 3NeKTPOHHOW Bepcumn M3genus ocywecTBNsieTca nyTem 3arpy3ku yCTaHOBOUYHOMO
obpaza n nakeTa [OOKYMEHTOB, VYKa3aHHbIX B Tabnuue 2 C MopTana CEpPBUCHOW  CAYXObl
https://support.numatech.ru, nn6o no ccoinke, npegoctasnsiemon 000 «HymaTex». MOANMHHOCTL K
LLeN0CTHOCTb 06eCneunBaeTCs NPUMEHEHNEM INEKTPOHHON NOANUCH.

10.2. NopAgok akcnnyatauun U3genus

Mocne 3arpy3ku YCTAHOBOYHOrO 06pasa M 3KCMAyaTauMOHHbIX AOKYMEHTOB MO KaHanam
nepefayn faHHbIX C ceTeBblx pecypcoB 000 «HymaTex», He06xoaMMO MPOU3BECTU NPOBEPKY ero
NOANMHHOCTM U LENOCTHOCTW MyTeM MNPOBEPKM 3INEKTPOHHOW MOAMUCK COFMACHO Mpunaraemon
WHCTPYKLUN.

Mocne ycnewHoW NPOBEPKW MOAMMHHOCTA U LENOCTHOCTM 3arpyXXeHHbIX MaTepuanos,
Heo06XxoaAnMo:

e 3anucaTb NOMYYeHHble AaHHbIE HA (PU3MYECKUN HOCUTENb U MPOMAPKMPOBATL HN3NYECKUN
HocuTenb maeHTudukatopom C3U, ykasaHHbiM B pasgene 7 Gopmynapa 643.AMBH.00021-0130 01, a
TaKke Homepom 3k3emnnspa Komnnekta W3genus, npuBefeHHbiM B pasgene 18 @dopmynspa
643.AMBH.00021-01 30 07;

e pacneuartatb nonyveHHbin Gopmynsp.
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11. YKA3AHUSA N0 YCTPAHEHUNIO YA3BUMOCTEI 1 OBHOBJIEHUIO

11.1. U3roToBUTENb  OCYLLECTBNAET MOWUCK YysA3BMMOCTeW W3genus, B TOM uucne ¢
NCnonb3oBaHNeM 061ef0CTYNHbIX 6a3 AaHHbIX yassumocTeit GCTIK Poccum (http:/ /bdu.fstec.ru/) u 6a3
AaHHbIX ya3Bumocten CVE. Mpwu BbIABNEHUN KPUTUYHOW YA3BMMOCTU U3rOTOBUTENb HE3aMeANMUTEeNbHO
pa3pabaTbiBae€T Mepbl, HAMPaBMEHHble HA HEUTPANM3auui0 BbiIABNEHHON YA3BUMOCTU, U A0BOAMT
copepaHue ya3BUMOCTU, a TaKKe 3TUX mep A0 3akaszumka, OCTIK Poccun, bAY OCTIK Poccun. Mpu
Heo6X0AMMOCTU (AnA HeMTpanu3auun BbiSIBNEHHOW YA3BMMOCTU) BHECEHUA u3MeHeHuit B U3genue
npoueaypa BbINONHAETCA B COOTBETCTBUM C NyHKTaMu 71-74 TNonoxeHus o cucteme cepTuukauum
CPeAcTB 3aWunTbl MHopmaumm, yTeepxaeHHoro npukasom OCTIK Poccun ot 3 anpens 2018 r. NO 55.

11.2. loBegeHne wuHdopmaumu 06 O6HApPYXEHHbIX HepocTaTkax M3genus, paspaboTka
KOMMNEHCMPYHOLWMX Mep MO 3awmuTe NHGOPMALMM UNK OrPaHNYeHnI A No NpuMeHeHnto U3genuns, a Takxe
AoBefeHne MHGOpMaLyUM 0 TaKMX Mepax M OrpaHnYeHusx Ao noTpebuTenen cepTuduULMpPOBAHHOIO
N3penus, ocylwecTBNAOTCA B CPOK He 6onee 48 yacoB C MOMEHTA BbIIBEHMS HefOCTaTKa, MyTem
OTNPaBKU COOBLIEHUN HA 3NEKTPOHHbIE aapeca noTpebutenen (UNK 3a CYET NPUMEHEHNA KOMMNOHEHTA
CpefcTBa, 06ecneunBaioLLero [oBeAeHINe YKa3aHHO! nH(opMaLUmM 40 NOTPebuTens aBToMaTUueckn).

11.3. UHopMaLyus O BbIXOAE OOGHOBNEHWIA W Mep, HaNpaBNEHHbIX Ha HeWTpanu3auuilo
BbIABIEHHON YA3BMMOCTM, NYBNUKYETCA Ha calTe usrotoButena Wsgenusa (https://www.numatech.ru/),
a TaKxe A0BOAMTCA [0 KXAOro Nonb30BaTens nyTeM OTNPABKN COOBLLEHMA HA INEKTPOHHbIE afpeca
noTpe6uTenen, ykasaHHblx Npu 3akase Mi3genuns, ¢ NCNonb3oBaHWEM 3NEKTPOHHON Ld)poBO NOAMMCH
Ans obecneyeHns NOANMHHOCTY W LLeNOCTHOCTM UH(OPMALLMOHHOTO COOBLLEHMS.

11.4. Npu BbiIxofe O6GHOBNEHMA, WUCMPABAAOWEr0 KPUTUYECKUE YA3BUMOCTM, YKA3bIBAETCH
0653aTeNbHOCTb O06HOBNEHWUS W3pgenus unn NpUMEHEHWs Mep, HANPABMEHHbIX HA HENUTPAnu3auuto
BbISIBMIEHHOW YA3BMMOCTU. TaKkxe Ha CanTe U3roTOBUTENs pasmellaetcs MHMOPMALNS O KOHTPONbHOM
CymMe OOGHOBNEHUS HeoOXOAMMOU Ans Bepudukauum O6HOBMEHMS, @ TaKKe KOHTPO/MbHAs CymMma
N3penns c npumeHeHHbIM 06HOBNEHUEM.

11.5. O6bHOBNEeHMe  M3genna  AOMKHO  OCYLECTBAATbCA  TONbKO € MCNOMb30BaHUEM
npefocTaBnsAeMblX U3roToBuTeNieM O6HOBMEHWM, B T.. CKAYaHHbIX C ero oduumuanbHOro camta, C
cobnoaeHnemM COOTBETCTBYOWMX IHCTPYKLUN N3rOTOBUTENS.

11.6. 3arpy3ka OOHOBNEHUA OCYLIECTBAAETCA C CepBepa W3roToBuUTenss C CO6MOAeHUeEM
Tpebyemblx Mep, obecneumBarowWwyUx 6€30MaCHOCTb ero nonyyeHus. Ccbinka Ana  3arpysku
NpeaocTaBnseTcs npu ob6paLieHn B CePBUCHYIO Cyxby m3rotosutens. O6HOBNeHne U3genus moxeTt
6bITb MONYYEHO MPU HANUUMKM Y MOMb30BATeNs [eNCTBYIOLEro ceptudukaTa (Knwoua) TeXHUUeCKon
nopaepxku. Takke, NO 3anpocy, MOXeT ObiTb BbICNIAHO 3aBEPEHHOE K3BELEHWE 06 K3MEHeHUH
chopmynspa, copepxaliee KOHTPO/bHble CyMMbl YCTAHOBNEHHOrO CpeAcTBa 3aluTbl MHGOpMaLum ¢
NMPUMEHEHHbIM 0B6HOBIEHNEM.

11.7. O6HOBNEHME M3menus ocCylecTBNAETCS B COOTBETCTBUM MHCTpyKumMen 000 «HymaTex»,
COMPOBOXAAILEN KaXAoe BbiNyckaemoe o06HOBReHMe. [lOANMHHOCTL M LEeNOCTHOCTb (hanna-
06HOBMEHUS N AOKYMeHTauun obecneumsaetca LM,

11.8. O6HOBNEHME KOMMNIEKCA BbINOMHALTCA B CeayioLem NopAaKe:

e 0yYeHune ANCTPUOYTUBA OOHOBEHNS Y UHCTPYKLMM MO €ro NPpUMeEHeHMNIo;

e npoBeAeHne BepudmkaLMm npoaykTa — nposepka LM 3arpyxeHHbIx hannos;

e BbINONHEHNEe 06HOBNEHUA NpoaykTa. Mo pe3ynbTatam NPUMeHeHMs 06HOBNEHUS AenaeTca
3anucob B pasgene 18 gpokymenTa «Oopmynsap» 643.AMBH.00021-01 30 01.

11.9. Mpn  UHGOPMUPOBAHUM U [OBeAEHUU WHGDOPMALMM O BbIABNEHHbIX HefoCTaTKax,
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o6HoBNeHUn N3genns cnegyet pyKOBOACTBOBATLCA AOKYMEHTOM «PernameHT o6HOBneHus Wspenus u
NHhopMNpoBaHUsA nNonb3osatenein» 643.AMBH.00021-01 87 01.
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CVE
IP
LSU
MAC
RBAC
APM
BM
MBM
HCA
ocC
CBT
3K
Y
YBM
OCT3K Poccum

3un

12. NEPEYEHb COKPALLEHUN

common vulnerabilities and exposures
internet protocol

local super user

media access control

role based access control
aBTOMATM3NpPOBaHHOE pabouee MecTo
BUPTYyaNbHasi MalLMHA

MOHWUTOP BMPTYasibHON MALLINHbI
HECAHKLMOHNPOBAHHbIN AOCTYN
onepaunoHHas cucrtema

CPEeACTBO BbIUMCAUTENIbHON TEXHUKN
CPeACTBO 3alMTbl UHGOPMaLUN
TeXHUYECKNe yCnoBus

ynpasnstowas BUPTyanbHas MallMHA

MepepanbHas cyx6a N0 TEXHUYECKOMY U 3KCMOPTHOMY KOHTPONIO

Poccun
3NEKTPOHHAsA LUnUPpoBas NoANNCh
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NMPUNOXEHUE A.

NEPEYEHD CCbI/IOYHbIX JIOKYMEHTOB

Tabnuua A.1 - MepeyeHb CCbITOYHbIX AOKYMEHTOB

0603HaueHue

HavmeHOBaHue

NyuxT TV

XypHan yueTa BbinywweHHbIx N3genuin n yueta
ngenTuukaropos C31

1.6.3

643.AMbH.00021-01 30 01

Dopmynsap

1.5.4
1.6.2
10.2
11.8

643.AMBbH.00021-01 94 01

NHCTPYKLMA NO NPOBEPKe KOHTPO/bHbIX CYMM

1.5.5
Owwnbka! U
CTOYHUK
CCbINIKUN He
HanjeH.

643.AMBH.00021-01 51 01

[porpamma n metogunka NCMbITAaHWK

Owwnbka! U
CTOYHUK
CCbINIKKN He
HangeH.
Owwnbka! U
CTOYHUK
CCbINIKUN He
HanjeH.

643.AMBH.00021-01 83 01

TexHonorva npon3BoACTBA

Owwnéka! U
CTOYHUK
CCbINIKMN He
HanjeH.
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Tabnuua b.1 -Pa3pelweHusa ans 6a30Bbix ponen nonb3osartenen Msgenus

3 NMPUNOXEHUE b.
PA3PELIEHUSA ANA BA30BbIX POMEI NO/b30BATENEN U3AENNA

VM

Paspewenme Pool Pool Power VM VM Read

P Admin | Operator . Admin | Operator | Only
Admin

Ha3HaueHne u n3meHeHne ponen X

nonb3oBarenen

Pe3epBHOe KonupoBaHue / X

BOCCTaHOB/EHNUe

Wmnopt / akcnopT OVF / OVA X

KOHTENHepOoB 1 06pa30B ANCKoB BM

Mpeobpa3oBaHue BUPTYanbHbIX X

MaLKH C NOMOLLbIO AncneTyepa

npeo6pasosaHna Numa vServer

OTKNOYEHMEe aKTUBHbIX X X

nonb3oBaTenen oT ynpaBneHus

(3aBepuieHue ceaHca pa6oTbi)

Co3paHue 1 CHATUE OMNoBeLLeHUN X X

ANsi nonb3oBartenen

OTMeHa 3aaauun nboro X X

nonb3oBartens

YnpasneHue nynom X X

YnpasneHue 6n10KMpoBKamu X X

MOAKNHOYEHUIA

PacwwupeHHble onepauuu no X X X

ynpasneHuio BM

Co3paHue n yganeHne BM X X X X

N3meHeHne nogkntoueHHbix CD X X X X X

o6pasos B BM

MonyyeHue focTyna K KOHCoNn BM X X X X X

YnpaBneHue onepauuamu X X X X X

oTobpaxKeHus ansa rpadnyecknx

WHCTPYMEHTOB yNpaBneHuns

OTMeHa cO6CTBEHHbIX 3aau X X X X X X
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PaspewleHme Pool Pool P(‘al\::ner VM VM Read
P Admin | Operator . Admin | Operator | Only
Admin
UTeHue XypHanos paboTbl X X X X X X
MMoagknoueHue K Nyny U yteHue X X X X X X
MeTafaHHbIX nyna
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NPUNOXXEHNE B.
NEPEYEHD MEP 3ALLNTbI UHOOPMALIUW, PEATU3YEMbIX U3AETUEM

1. MepeueHb Mep 3awutbl MHMOPMauUMKU, peanusyembix l3genmem B COOTBETCTBUM C
AOKYMEHTaMU:

e «Tpe6oBaHWA O 3awute WHGHOPMALUKU, HE COCTABNAWEN TFOCYAAPCTBEHHYIO TauHy,
cofiepxalenca B rocyfapcTBeHHbIX MH(OPMALMOHHBIX cucTemax» (yTBepaeHHble npukasom OCTIK
Poccuu ot 11 dpespansa 2013 r. N2 17) [1];

e «CoCTaB U coAepxaHMe OPraHU3auMOHHbIX U TEXHUYECKMX Mep Nno obecneyeHuto
6e30MacHOCTM  NEepPCOHanbHbIX [aHHbIX Npu  UX 06paboTKe B  MH(OPMALMOHHbBIX CUCTEMAX
NepCcoHanbHbIX faHHbIX» (yTBEepKAeHHble npukaszom OCTIK Poccum oT 18 dheBpans 2013 r. N2 21) [2];

NpuBeaEH B Tabnuue 4.

Tabnuua 4 - ConocraBfieHne mep 3awuTbl U 3aaBneHHbIX B0

YcnoBHoe 0603HaueHne, COrNacHo NprKasam
Mepbl 3aLWnTbl ®CTIK Poccum N2 17 [1], MyHKT TY
Ne 21 (2]
1.4.1.31
NAD.1 NA®.11, 2] 1.413.3
1.413.4
NAD.2 NA®.2 1, 2] 1.4.1.1
NAD.3 NAD.3 [1, 2] 1.4.1.4
NAD.4 NA®.4 [1, 2] 1.4.15
NAD.5 NA®.5[1, 2] 1.4.1.6
ynaa yna.a[1, 2] 1.4.1.2
Yna.2 yna.2[1, 2] 1.4.1.2
yna.e yna.e [1, 2] 1.4.1.5
1.43.4
PCb.7 PCB.7 1, 2] 14,61 (6)
ousia oun.fn, 2] 1.4.6.2
3CB.1 3CB.1[1, 2] 1.4.1
3CB.2 3CB.2[1,2] 1.4.2
3CB.3 3CB.3[1, 2] 1.4.3
3CB.4 3CB.4[1, 2] 1.4.4
3CB.6 3CB.6[1,2] 145
3CB.7 3CB.7[1, 2] 1.4.6
3CB.8 3CB.8 1, 2] 1.4.7
3CB.10 3CB.10 1, 2] 1.4.8
1.4.2.5
3nc.19 31C1911, 2] 1426

1.1. U3penne peanusyeT pag QyHKUMA 6€30NaCHOCTH, HanpaBNeHHbIE HA WAEHTU(UKALNIO ©
ayTeHTMNKaLUMI0 Cy6beKTOB JOCTyna W 06BHEKTOB AO0CTyNa B BUPTyaNnbHOM MHAPACTPYKTYPE, B TOM
uncne aAMMHUCTPATOPOB YNpaBNeHUa CpeacTBaMi BUPTyanu3auun 8 Yacmu ciedyouux mpebosaHuu K
Mepe 3aujumbi uHgpopmauuu 3CB.1:

e U3penue obecneumBaeT WAEHTU(UKALUIO U AYTEHTU(PUKALMUIO ynpaBfieHUs CpeacTBamu
Buptyanusauum (nn.1.4.1.3.1);
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e li3genne obecneunBaeT UAEHTUPUKALNIO U ayTEHTUPUKALNIO CyODEKTOB AOCTYNA NpU UX
NIOKANIbHOM M yAaNneHHOM obpaLleHnn K 06beKTam (nn.1.4.1.3.1, nn.1.4.1.3.5);

e l3genue obecneumBaeT 6GMOKMPOBKY [AOCTyNa K  KOMMOHEHTaM  BUPTYanbHOM
NHPACTPYKTYpPbI AN CY6HEKTOB A0CTYNA, He MpoLLeALnX npoueaypy ayreHtudukauum (nn.1.4.5.1(2));

e lI3penne obecneunBaeT 3alWNTY ayTEHTU(MKALMOHHON AOKYMEHTALMKN Cy6EKTOB AOCTYNA,
XPaHALENCA B KOMMOHEHTAX BUPTYanbHOW MHMPACTPYKTYpbl OT HENPABOMEPHbIX JOCTYMA K Hel,
YHUUTOXEHUA 1 MoandnLMpoBaHns (nn.1.4.1.7);

e li3genne obecneunBaeT 3awWmTy ayTeHTMNKALUMOHHOW HOPMaLuK B npouecce ee BBOAA
NS ayTeHTU(MKALMUN B BUPTYaNbHON MHQPACTPYKType OT BO3MOXHOrO WCMOSb30BAHMA NULAMMU, He
UMEIOLMM Ha 3TO nonHomounit (nn.1.4.1.6);

e li3genne obecneunBaeT B3aUMHYI0 UAEHTUMUKALMIO N ayTeHTUNKALMIO NONb30BaTens u
cepsepa BUPTyanu3auuu npu yaaneHHom goctyne (nn.1.4.1.3.5).

1.2. U3genue peanusyet pag QyHKUWA 6€30MaCHOCTH, HAaNpaBneHHble HA UAEHTU(NKALMIO 1
ayTeHTU(UKaLUM Cy6bEKTOB AOCTYNA M O6BEKTOB AOCTYNA B BUPTYyanbHOW WHGPACTPYKTYPE, B TOM
yncne afMUHUCTPATOPOB YNpPaBNeHMs CpeAaCcTBaMu BUPTYann3auun 8 Yacmu ciedyowux mpe6oeaHut K
Mepe 3awumbl uHopmayuu UAQD.1:

e li3genne ocywecTBnsieT WAEHTUMPUKALMIO W ayTeHTU(MKALUI Cy6BEKTOB docTyna U
06BbEKTOB [0CTYNa, ABNAKWMXCA nonb3osatensimu W3genus, B cootBeTcTBunM ¢ RBAC u npoueccos,
3anycKkaembix oT Ux umenn (nn.1.4.1.3.1).

e Cyb6beKTbl AOCTYNa AOMKHbI OAHO3HAYHO MAEHTUULMPOBATLCA U AYTEHTUULMPOBATLCA
npu pocTyne K KOHCONMM ynpaBneHuss YBM [0 pa3peleHnss Kakux-nnbo [enucTBum no
agMuHuUcTpupoBsanuto N3genus (nn. 1.4.1.3.3).

e AyTeHTUmkaums Cy6beKTOB AOCTYyNa OCYLECTBNAETCS C  UCNOMb30BaHWEM Maponei
(Nn.1.4.1.3.4).

1.3. 3penue peanusyet psa GYHKUMA 6€30MaCHOCTU, HAnMpaBieHHblE HA WAEHTUDUKALMIO 1
ayTEHTU(UKALMID CYyODEKTOB AOCTYNA M O6DBEKTOB AOCTYNA B BUPTYyanbHOW MHGPACTPYKTYpeE, B TOM
yncne agMMHUCTPATOPOB YNpaBNeHUs CpeacTBamMu BUPTYanu3aLum 8 Yacmu ciedyuiux mpebosaHuu K
Mepe 3auumbi uHgpopmauuu UAQD.2:

e lI3nenne ob6ecneunBaeT MAEHTU(UKALMIO YCTPOMCTB MO NOrMUYecKUM uMeHam (ums
yctpoincTea v (unu) ID), nornueckum agpecam (Hanpumep, IP-agpecam) u (nu) no usnyeckum agpecam
(Hanpumep, MAC-agpecam) yCTPONCTBA UK NO KOMBUHALMW UMEHN, NOTNYecKoro u (1unm) dmsnueckoro
aapecos ycrponcrsa (nn.1.4.1.1).

e lI3nenne o6ecneunBaeT MOAAEPKKY NpPOTOKoNoB ayteHTudmkaumn (iscsi/iser) pana
ayTeHTU(MKALNKU YCTPOICTB B MH(OPMALMOHHON cucTeme(nn.1.4.1.1).

1.4. U3penne peanusyet psaa YHKUUN 6€30MACHOCTM, HANPaBNEHHbIe HA WAEHTU(UKALNIO U
ayTeHTMNKALMI0 Cy6bEKTOB JOCTyna W 06BHEKTOB A0CTYNa B BUPTyaNnbHOM MHAPACTPYKTYPE, B TOM
umcne aAMMHUCTPATOPOB YNpPaBNeHUa CpeacTBaMi BUPTYanu3aLum 8 Yacmu ciedyouux mpebosaHuu K
mepe 3awumbl uHopmayuu NAQD.3:

e li3genne obecneumBaeT Cnegylowme BO3MOXHOCTUA MO YNpaBAeHW MAeHTUdNKATOpamm
nonb3osarenen u (Mnun) ycTponcTs:

1) dopmuposanne (cosganue) agmuuuctpatopom Usgenua uaeHTUdUKATOPA,

KOTOPbIN OfHO3HAYHO UAEHTU(UUMPYET NONb30BATENS;

2) npucBoeHne ugeHTMdUKaTopa Nonb3osatento u (Mnu) yctponcTsy (nn.1.4.1.4).

1.5. U3genne peanusyeT psa (GyHKLUMN 6e30NaCHOCTX, HAaNPaBNEeHHbIE HA UAEHTUUKALNIO Y
ayTeHTU(UKauM Cy6bekToB AOCTYNA W O6BEKTOB AOCTYNA B BUPTYanbHOW WHGPACTPYKTYPE, B TOM
yncne afMUHUCTPATOPOB YNpPaBeHMA CPeAcTBaMu BUPTYanu3auun 8 Yacmu ciedyowux mpe6oeaHut K
Mepe 3auumbi uHgpopmauuu UAD.4:

e li3genne obecneumsaeT cnegyowme QyHKLUM YNPaBAEeHUA CPeACTBAMU ayTeEHTU(MKALNUM
(ayTeHTMMKALUMOHHON MH(OPMaLMen) cy6beKTOB AoCTyNa:
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1) KoHdurypupoBaHue (3amaHue/ycTaHOBKY) aaMWUHUCTpaTOpoM l3genus cneayiowmx

napameTpoB naponen nonb3osatenen N3genus:

e  MWUHUMANbHOWN CMIOXHOCTA NAPONSA C NCNONb30BAHMEM CUMBOJIOB HE MEHee YeM 13

3 cnepyoWmMX KaTeropui: nponucHble 6ykBbl aHIUNCKOro ancdasuta ot 'A' ao 'Z', cTpoYHble

6YKBbl aHIMKUIACKOrO andasunTa ot 'a' 40 'Z', AecaTuuHble undpbl oT 0 4o 9, cneucumsonsb ('~ ',

@8 %, Y T T T S )

e  MWHMMANbHOIO KONMYECTBA CUMBOMOB NpPW CO3AAHWM HOBLIX Naponei: B
npeaenax ot 6 4o 8 cmeonos (Mo ymonuaHuio);

e  BpEMeHu AencTBua napons, B npeaenax ot 60 Ao 180 gHew;

e  MAKCUMANbHOIO KOMMYECTBA HeyCrellHblX MOMbITOK ayTeHTudukaumn (BBoAa

HenpaBuNbHOrO Napona) A0 6MOKMPOBKM YUYeTHOW 3anucu cybbekta goctyna - ot 3 Ao 10

NOMbITOK.

2)  KoHdurypuposaHue (3amaHue/ycTaHOBKY) agMuHUCTpaTopom W3genus cneayowmx

NnapameTpoB aBTOMATUUYECKOW ONOKMPOBKM YYETHOM 3anucu cybbekTa AocTyna B Crydyae

AOCTUMXKEHMS  YCTAHOBMIEHHOTNO  MAKCMMANIbHOTO  KOMMYECTBA  HEeyCNewWwHbIX  MOMnbITOK

ayTeHTU(MKALNM HA Nepruoa BpeMeHN OT 3 MUHYT A0 60 MUHYT (nn.1.4.1.5).

1.6. U3penue peanusyeT pag MYHKUMNA 6€30MACHOCTM, HAaNPaBNEHHbIE HA WAEHTU(UKALNIO ©
ayTeHTUPUKALUID CYyOBEKTOB AOCTYNA M O6DBEKTOB AOCTYNA B BUPTyanbHOW MHGPACTPYKTYpE, B TOM
uncne agMMHUCTPATOPOB YNpaBNeHUs CpeacTBamMu BUPTYanu3aLum 8 Yacmu ciedyouux mpebosaHuu K
mepe 3awumbl uHpopmayuu UAQD.5:

e lI3nenne obecneunBaeT 3alWMUTY ayTEeHTU(DMKALMOHHON UHGOpMaumMn (naponen cy6bekToB
[I0CTYyNa) B Npouecce ee BBOAA ANA AYTEHTU(UKALUKM OT BO3MOXKHOIO MCMOMb30BAHUA NULAMM, HE
MMEIOWMMMN Ha 3TO NOMHOMOYMIA. 3alMTa 06PATHON CBA3M «CUCTEMA — CYy6bEKT JocTyna» B npoLecce
ayTeHTU(UKauum obecneunBaeTcd  UCKIOUEHNEM OTOBPAXEHWs  [EeNCTBUTENbHOTO  3HAYeHUs
ayTeHTU(PUKALMOHHON UHOPMALMK U KONMYECTBA BBOAMMbBIX MONb30BaTeNeM CUMBONOB. BBoaumble
CMMBO/Ibl MAPONA OTOBPANKAKOTCA YCMIOBHDIMI 3HAKAMMI «*», UM MYCTbIMKU cuMBONamm (nn.1.4.1.6).

1.7. U3penue peanusyeT YHUKaNbHble 3aABMEHHbIE (DYHKLMM 6€30MACHOCTY, HAMPaBEHHbIE Ha
NAEHTUMKALMIO W ayTeHTUDUKALNUID Cy6bEeKTOB AOCTyna UM 06BEKTOB A0CTyNa B BUPTYanbHOM
NHPACTPYKTYPE, B TOM UMCne agMUHUCTPATOPOB YNPaBeHMs CpeaCcTBAMIU BUPTYanu3aumui:

o lpeHTudmkauus un  ayTeHTUUKaUMA Cy6bEKTOB fJocTyna U O06BEKTOB  [JOCTyna
oCyLLecTBNAeTCcA NpPorpaMmMHbIMIU MOAYNAMU, BXOAALMMUK B cocTaB YBM (nn.1.4.1.3.2).

e Cy6beKTbl JOCTYNA OAHO3HAYHO UAEHTUQUUNPYIOTCA U ayTEHTUMUNPYIOTCA NpU JOCTYNE K
KOHCONW ynpaBnenns YBM oo paspeleHuns Kakux-nm6o fencTBui No agMUHUCTPUPOBAHUIO U3aennem
(nn.1.4.1.3.3).

1.8. U3genune peanusyeT psg (YHKUMW 6€30MNaCHOCTW, HANpPABMEHHble HA YNpaBneHue
AOCTYNOM Cy6beKTOB A0CTYNa K 06BbeKTamM A0CTyNa 8 Yacmu ciedyowux mpe6o8aHul K Mepe 3aujumsl
uHgopmayuu 3CB.2:

e lI3penune obecneunBaeT KOHTPONb AOCTYyNa CyObEKTOB AOCTyNa K CpeacTBaM ynpaBneHus
KOMMOHEHTaMI BUPTYanbHOM nHdpacTpykTypbl (nn.1.4.2.1(1));

e li3genne obecneunBaeT KOHTPOMb [OCTyna Cy6bekTOB Aoctyna K channam-o6pasam
BUPTYaNM3MPOBAHHOrO MNPOrpaMMHOro obecneuyeHnss BUPTYanbHbIX MalwuH, (arnam-obpaszam,
CNY)KeO6HbIM JAHHbIM, UCNONb3yeMbIM Afif 06ecneyeHns paboTbl BUPTYanbHbIX (DANNOBbLIX CUCTEM, W
NHBIM CIY)XeBHbIM JAHHbIM CPEACTB BUPTYanbHOM cpefbl (nn.1.4.2.1(2));

e l3penue obecneumBaeT ynpaBneHuMe [OCTYNOM K  BUPTYaNibHOMY  annapaTHOMY
o6ecreyeHunio MHPOPMALMOHHON CUCTEMbI, ABNAIOWMMCA 06beKTOM focTyna (nn.1.4.2.2);

e W3penue obecneumBaeT ynpasfieHMe AOCTYNOM K  BUPTYaNnbHOMY  annapaTtHOMY
ob6ecneyeHno MHPOPMALMOHHON CUCTEMbI, ABNAIOLWMMCA 06bekTam goctyna (1.4.2.3);

e li3genne obecneunBaeT KOHTPONb 3anyCKa BUPTYaNbHbIX MALIWH HA OCHOBE 33JaHHbIX
npasun agMmuHucTparopa (nn.1.4.2.3).

© 000 «HymaTex», 2023 32



Numa vServer. TexHuueckue ycnosus. Boinucka

1.9. U3genne obecneunBaeT peanu3auyio YHUKANbHbIX 3aiBNEHHbIX (YHKUMA 6€30NacHOCTY
HanpaBNeHHbIX HA yNpaBneHne 4OCTYNOM Cy6beKTOB AOCTYNa K 06beKTam AocTyna:

e U3penue obecneunBaeT KOHTPONb [OCTyna Cy6bEKTOB [0OCTYNa K WU30AMPOBAHHOMY
afipeCHOMY NPOCTPAHCTBY B MaMATW FWNepBKU30pa, B NaMATM XOCTOBOW OMEPALUOHHOW CUCTEMbl,
BUPTYanbHbIX MALWIWH 1 (UK) MHbIX 06beKTOB AocTyna (nn.1.4.2.4).

e W3penue obecneumBaet (hYHKUMM MAHAATHOrO KOHTPONA JOCTYyNA ANA PaHXMPOBAHUA U
pasrpaHnMuyeHns [JocTyna pasnuuHbix BM K BMPTyanbHbIM MAW annapaTHbIM pecypcam, NamATH,
npoueccopam (nn.1.4.2.7).

1.10. 3genne peanusyeT psaa GYyHKUMKA 6€30MacHOCTM, HaMpaBfeHHble Ha YhnpaBneHue
AOCTYNOM Cy6bEeKTOB JOCTyNa K 06beKTamM A0CTyna 8 yacmu ciedyouiux mpe6o8aHuu K Mmepe 3awumel
uHopmayuu YNA.1:

e l3penne obecneunBaeT PoneByld MoAeNb YyNpaBneHUs AOCTYNOM U aAMUHUCTPUPOBAHUSA
N3penus, npu KoTopon nonb3oBatensmu N3genns AomkHbl ABNATLCA Cy6BEKTbI AOCTYNA, 0bnagawLmue
Pa3NMYHbIMK NPaBaMun NO ALMUHUCTPUPOBAHUIO 3genuns npu 3ToM:

a. 3penne pomkHO o6ecneunBaTb GYHKUMKM YNPaBNEHMA AOCTYNOM HA OCHOBE
poneson mogenu (Role Based Access Control, RBAC), B COOTBETCTBUM C KOTOpOW W3penue
[IOMKHO CBA3bIBATb nonb3osaTtensa (MW rpynny nonb3oBaTeneil) ¢ OnpeaeneHHON Ponbio,
SIBNAOWENCS VMEHOBAHHbIM HAbopOM pa3pelleHnn Mo AoCTyny K Oo6bekTam fgocTyna u
AeiCTBMUAM N0 aAMUHMCTPUPOBaHUIO 3aenus B cooTBeTCTBMU C [TpunoxeHunem b.

6. 3aenne QOMKHO NOAAEPXKUBATL POMb NOKanbHOro agmuHuctparopa (Local Super
User, LSU), o6napatowas Bcemun (MakcMmanbHbIMK) npaBamit 1 NOSTHOMOYUAMM MO YPABAEHUI0
N3penuem (nn.1.4.1.2).

1.11. U3penne peanusyeT psa YHKUMA 6€30MacHOCTK, HAnpaBfieHHble Ha ynpaBneHue
AOCTYNOM CYy6bEeKTOB 0CTyNa K 06beKTaM A0CTyNna 8 Yyacmu ciedyouiux mpe6osaHull Kk Mepe 3auumal
uHopmayuu YNA.2:

e l3penue obecneumBaeT poneByd MOAENb YNPAaBNEHUA LOCTYNOM U aAMUHWUCTPUPOBAHUSA
N3penus, npu KoTopon nonb3oBatensimu N3aenns AOMKHbI ABNATLCA Cy6BEKTHI AOCTYNA, 0bnagawme
pa3nUUHbIMN NpaBamui NO aAMUHUCTPUpoBaHUIO U3penua (nn.1.4.1.2).

1.12. U3penne peanusyeT pag QYHKUMW 6e30MACHOCTM, HAMpaB/eHHble Ha YhpaBleHue
AOCTYNOM Cy6bEeKTOB JOCTyNa K 06beKTaM A0CTyna 8 yacmu ciedyouiux mpe6o8arul K Mepe 3aumel
uHopmayuu YIA.6:

e l3penune obecneunBaeT cneayowme GyHKUUNM YyNpaBNeHUs CpeacTBamMu ayTeHTUQMKaLum
(ayTeHTUMKALMOHHON MHOPMaLMelt) cybbekToB AocTyna:

1)  KoHdurypupoBaHue (3agaHne/ycTaHOBKY) aaMUHWUCTPATOPOM W3denua cnepytowmx

napameTpoB naponen nonb3osaTenen N3penus:

e  MUHMMANbHOW CNOXHOCTM NAPONSA C UCMOSIb30BAHMEM CMBONOB HE MEHEE YEM U3
3 cnepyloWmMX KaTeropui: NponucHble 6ykBbl aHrNMNUCKoro andasuta ot 'A' go 'Z', CTpOUHbIe
OYKBbl QHTIMCKOTO andaBnTa oT 'a' 10 'Z', AeCATUUHbIE u,mbpbl oT 0 80 9, cneucumsonbl ('~ ',
@8, %, B (), R T T T e, e

e  MUHMMANbLHOrO KONMYecTBA CUMBOMOB MpPU CO3AAHMUM HOBbIX naponen: B
npegenax ot 6 4o 8 cumBonoB (Mo ymonuaHuio);

e  BpEMeHu AencTBua napons, B npeaenax ot 60 ao 180 gHew;

e  MaKCMMaNbHOrO KOMMYECTBA HEYCMelWHbIX MOMbITOK ayTeHTudukaumn (BBOAA
HenpaBubHOIO Mapons) A0 6M10KMPOBKM YUYETHOW 3anucu cybbekta goctyna - ot 3 Ao 10
MONbITOK.

2)  KoHdurypupoBaHue (3agaHve/yCTaHOBKY) afMUHUCTPATOPOM W3aenus cnepytoLnx

napameTpoB aBTOMATUUYECKON 6GMOKUPOBKKM YYETHOM 3anucu cybbekTa A0CTyna B Clyyae

AOCTUXEHUS!  YCTAHOBMIEHHOr0  MAKCMMANbHOMO  KOMMYECTBA  HeyCMewHbIX  MOMbITOK

ayTeHTUUKALNYM HA NePNoj BPEMeHU OT 3 MUHYT A0 60 MuHyT (nn.1.4.1.5).
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1.13. U3genue peanusyet paa (PYHKUMA 6€30MaCHOCTM, HAMPABMEHHbIe HAa PerucTpaLuio
COObITUN 6€30NaCHOCTV B BUPTYaNbHOM MHPACTPYKTYpe 8 Yacmu cnedyouwux mpebosaHuu K mepe
3awumsi uH¢popmauuu 3CB.3:

e li3penue obecneumBaeT perucTpauuio 3anycka (3aBepieHus) paboTbl KOMMOHEHTOB
BUPTYyanbHoi mawuHbl (MBM 1 YBM), a Takxe BUPTYanbHbIX MawwuH (nn.1.4.3.1 (1)), npu 3ToM coctas U
coaepxaHue MHGopMauuu, Noanexalileil perncTpaunu Ans YKasaHHbIX KOMMOHEHTOB BUPTYanbHOIA
NHMPACTPYKTYPbI, BKAKOUEHDI:

e [1aTy 1 Bpemsa 3anycka (3aBepluieHns) paboTbl;
e pesynbTar 3anycka (3aBepleHns) paboTbl yKazaHHbIX KOMINOHEHTOB BUPTYanbHON

NHMPACTPYKTYpbl (ycnewHas unn HeycnewHas);

e VAEHTU(UKATOP MOMb30BaTeNA, MPEAbABNEHHbIA MNPKU  MNOMbITKE 3anycka

(3aBeplueHuns) paboTbl yKa3aHHbIX KOMMNOHEHTOB BUPTYANbHOW NH(PACTPYKTYPbI;

e TUM COOLITUS;
e uaeHTuduKatop cobbitus (nn.1.4.3.1. (1a-1a)).

e l13penue obecneunBaeT peructpauuio 3anycka (3aBeplieHus) nporpamm n npoLeccos B
YBM (Kak KOMMOHEHT BUPTYaNbHON NH(PACTPYKTYpPbI), MPY 3TOM PerncTpaLui noanexar fata 1 Bpems
3anycka (3aBeplueHns) nporpamm 1 NPoLLEeccoB, TUM cobbiTus, aeHTUdUKaTop cobbitua (nn.1.4.3.1(2)).

e lI3nenne obecneunBaeT perucTpaLyuio [oCTyna CYy6bEKTOB [A0CTyNa K KOMMOHEHTaM
BUPTYaNnbHON MHQPACTPYKTYpbl (YBM, a Takke BUpTYanbHbIM MalwunHam) (nn.1.4.3.1 (3)), npu atom npu
poctyne (BXoae unn BbIXoAe) K KOMMNOHEHTaM BUPTYanbHON WHGPACTPYKTYPbl COCTAaB U CofepxaHue
NHOPMALMK, NOANEKALLEN PErnCTPaLIMN, BKNIOYAKOT:

e /ATy M Bpems 4OCTyNna Cy6beKToB.;
e pe3ynbTaT NOMbITKN [OCTYNa Cy6beKToB (yCnewHas unm HeycneluHas),
e  WIGHTU(UKATOP MONb30BaTENA, NPEAbABNEHHbIN NpPWU  MOMbITKE A0CTYyna

Cy6bEKTOB AOCTYNA K YKa3aHHbIM KOMMOHEHTaM BUPTYabHON MHAPACTPYKTYPbI;

e TUN CO6LITUS;
e unaeHTudukatop cobbitusa (nn.1.4.3.1 (3a-3a)).

e lI3nenne obecneunBaeT PerucTpaLuio BHECEHWUA W3MEHEHUN B COCTAaB U KOH(Urypauuio
KOMMOHEHTOB BUPTYanbHON WHMPACTPYKTYpbl BO BpemMsa WX 3anycka, (QYHKUMOHUPOBAHUA U
annapaTHoro otknwuenuns (nn.1.4.3.1 (4)), npu 3TOM cOCTaB 1 copepxaHne nHGopPMaLuK, noanexaien
PerncTpaLmm, BKNoUeHbl:

e [aTy W Bpems WU3MEHeHWUs B COCTaBe U KOHMMUIypauuu BUPTYanbHbIX MALIWH,

BUPTYanbHOrO  anmnapaTHOro  obecreyeHws,  BUPTYANU3UPOBAHHOrO  MPOrPamMMHOrO

ob6ecneyeHus, BUPTYanbHOro annaparHoro o6ecreyeHns B runepsu3ope U B BUPTYarbHbIX

MaLUMHaX, B XOCTOBOWN OMepaLyoHHON CUCTEMe, BUPTYalbHOM CETeBOM 060PYA0BaAHNM;

e pe3ynbTaT MOMbITKM W3MEHeHUs B COCTaBe UM KOHMUrypauuu YKasaHHbIX

KOMMOHEHTOB BUPTYanbHON WHPACTPYKTYpbl (YCnewHaa unm HeycnewHas), naeHtuduxarop

nonb3oBaTtens, NPeAbABNEHHbIN MPU MOMbITKE W3MEHeHUs B COCTaBe U KOH(Urypaumm

YKa3aHHbIX KOMMOHEHTOB BUPTYanbHON MHAPPACTPYKTYPbI;

e TuN cob6bITUS;
e uaeHTuduKaTop cobbitusa (nn.1.4.3.1 (4a-4r)).

e lI3penne obecneunBaeT perucTpauuio cosgauua/yaaneHus BM, npu 3ToM COCTaB U
coepxaHue nHGopmaumu, noanexallei perucTpaLnm, 4OMKHbI BKIKYATb:

e [aTy 1 Bpems;
e TUN CO6LITUS;
e unaeHtudukatop cobbitus (nn.1.4.3.1 (5a-58).

e li3penue obecneunBaeT PerucTpaLmio U3MeHeHWa PoNneBon MOAenu, Npu 3TOM COCTaB U

coAepxaHue UHopPMaLMK, NOANEXALLEA PeriucTPaLIMi, AOMKHbI BKAKOYAT:
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e [aTy 1 Bpems;
e TuN cob6bITUS;
e naeHTuduKatop cobbitusa (nn.1.4.3.1 (6a-68).

e li3genne obecneunBaeT PerncTpaLmi0 HapyweHUs LeIoCTHOCT O6BbEKTOB KOHTPONd, npu

3TOM COCTaB M COAepXaHue MHGOPMaLMK, NOANEXALLEN perucTpauum, OMKHbI BKIOUYATb:
e [aTy 1 Bpems;
e TuN cob6bITUS;
e unaeHTuduKkatop cobbitusa (nn.1.4.3.1(7a-7s).

e li3genne obecneunBaeT BO3MOXHOCTb LEHTPANM30BAHHOIO CH0pa, XPaHeHUs, 3KCMOpTa K
aHanu3a  uHdopmauMM O  3aperncTpUpoBaHHbIX  COBbITUAX  6E30MaCHOCTM  BUPTYaNbHOW
NHpaCTPyKTYpbl (NN.1.4.3.2);

e li3genue obecneuMBaeT  perucTpauuio  CcobbITMA  6e30MacHOCTH,  CBA3AHHbIX C
nepemelleHmem 1 pasmeLieHnem BUPTyanbHbIX MaLnH (nn.1.43.3).

1.14. U3penne peanusyer pag  GyHKUMA  6€30MacHOCTW, HanpaBNEeHHble Ha  3aluTy
nHdopMauun o CobbITUAX 6e30MacHOCTU 8 yacmu craedyrwux mpeb6os8aHul K Mepe 3aujumsbl
uHgpopmayuu PCb.7:

e li3genne obecneunBaeT BO3MOXHOCTb Pe3epBHOIO KOMUPOBAHUA XypPHana perucrpauum
cobbITni (Nn.1.4.3.4).

e l13penue obecneunBaeT BO3MOXHOCTb KOHTPOMA LeNOCTHOCTM B npoLiecce 3arpy3ku n (unu)
ANHAMUYECKM XypHana ayauta (nn.1.4.6.1(6)).

1.15. U3penne peanusyet pag YHKUMWA 6€30MaCHOCTU, HANpPaBfeHHble HA YNpaBneHUw
NOTOKaMM MHAOPMALMK MEXay KOMMNOHEHTaMN BUPTYanbHOW WHAPACTPYKTYPbI, @ TAKXe Mo NepumeTpy
BUPTYanbHOW WMHGPACTPYKTYPbl 8 Yacmu crnedylouiux mpeb6oeaHul K mepe 3awjumbl UHGOPMayuu
3CB.4:

e U3menue obecrieusBaeT  OTKNIOUEHME  CETEBbIX  MPOTOKONOB  HEUCMOMb3yeMblX
KOMMOHEHTaMI BUPTyanbHOW MHGpAcTpykTypbl (MBM, YBM), a Take B BUPTYaNbHON BbIUMCIMTENbHO
cetvt (NN.1.4.4.1(2));

e l3nenne o6ecneunBaeT NOANHHOCTI CETEBbIX COeAMHeHui (ceaHCcoB B3auMMoOAencTBUA)
BHYTPW BMPTYaNbHOW UHMPACTPYKTYPbI, B TOM uMcie AN 3aWuTbl OT NOAMEHbI CETEBbIX YCTPOMCTB U
cepsucos (nn.1.4.4.1(3));

e l3genue obecneunBaeT WU30MALMUIO NOTOKOB [AHHbIX, NepeaaBaemMbix U 06pabaTbiBaEMbIX
KOMMOHEHTaMU BUPTYanbHON MHQpAcTpykTypbl (MBM, YBM) u ceTeBbiX MOTOKOB BUPTYaNnbHOM
BbluncnutenbHoii cetn (1.4.4.1 (4));

e li3penue obecneunBaeT u3oNAUMIO CeTeBOro Tpaduka ot (K) Kawgon rocresoit
0NepaLnNoHHON CUCTEMbI, B BUPTYaNbHbIX CETAX U ANA KXKAON BUPTYanbHON MawmHbl (nn.1.4.4.1 (5));

e l3genue obecrneunBaeT BO3MOXHOCTb KOHTpoOna (3anpeTta) npAMoro B3auMopencTeus
BUPTYasbHbIX MaLUH Mexay co6oi (nn.1.4.4.1(6)).

1.16. N3genne obecneunBaeT peanus3aLnio YHUKaNbHbIX 3asBNEHHbIX (YHKLMUIA 6€30MacHoCTy
HanpaBNeHHbIX Ha YNpaBneHue mnoToKaMu WHMOPMALNKU MeXay KOMMOHEHTAMU BUPTYanbHON
NHPACTPYKTYPbI, @ TAKXKE MO NEePUMETPY BUPTYaANbHOW UHDPACTPYKTYPbI:

e lI3nenne ob6ecneunBaeTt yYnpaBneHUe MOTOKAMU MeXay KOMMOHEHTaMu BUPTYaNbHO
nHpacTpykTypbl (nn.1.4.4.1(1)).

1.17. U3penue peanusyeT psg (QYHKUMA 6€30MaCHOCTW, HANpaBNEHHbIE Ha YynpaBneHue
nepemellieHnemM BUPTYanbHbIX MaluWH (KOHTEHepPOB) U 06pabaTbiBaeMblX HA HUX [JAHHbIX 8 yacmu
cnedyruux mpe6osaHul K mepe 3awumbl uHgopmayuu 3CB.6:

e lI3nenne obecneunBaeT ynpaBneHMe pasMmelleHnem K nepemelieHuem ainos-o6pa3os
BUPTYanbHbIX MalH (KOHTeNHepOoB) Mexay HocuTenamu (cuctemamm xpanenus aanHbix) (nn.1.4.5.1(1));
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e lI3nenne o6ecneunBaeT YnpaBNeHMe pasMelleHUeM UM NepeMellieHneM  UCTONHAEMbIX
BUPTYanbHbIX MALINH (KOHTENHEPOB) MeXay cepBepamu BupTyanusauum (nn.1.4.5.1(2));

e lI3nenne o6ecneunBaeT ynpaBNeHWe pasMelleHneM 1 fepemelleHneM  AaHHbIX,
06pabaTbiBaeMbiX C MCMONb30BAHMEM BUPTYaNbHbIX MaLIWH, MeXay Hocutensamn (cuctemamm XpaHeHns
AaHHbix) (Mn.1.4.5.1 (3));

e lI3nenne obecneunBaeT B pamKax YNpaBNeHUs MepemelieHUeM BUPTYanbHbIX MalLnH
(KOHTeNHepOB) NOMHbIN 3anNpeT nepemeLeHns BUPTYyanbHbIX MatinH (KoHTelHepoB) (nn.1.4.5.2 (1));

e lI3nenne obecneunBaeT B pPaMKax YNpaBneHUs nepemeLieHneM BUPTYanbHbIX MalInH
(KOHTeMHepoB) OrpaHuMueHMe nepeMelleHNs BUPTYaNbHbIX MawKH (KOHTeMHepoB) B npeaenax
BUPTYanbHbIX CPefl, CO3AAHHbIX ANA 3aMycka W UCnonHeHua BM, npeaHasHaueHHbIX Ans 06paboTKu
PA3HOPOAHONA WHGOPMALMKA, WUNKU CErMEHTOB WH(MOPMALMOHHbBIX CUCTEM, Pa3BepHYTbIX B cpeae
suptyanusauum (nn.1.4.5.2 (2));

e lI3nenne obecneunBaeT B paMKax YNpaBNeHUs nepemelieHueM BUPTYanbHbIX MalLnH
(KOHTe/iHEpOB)  OrpaHMueHMe MepemelleHUs  BUPTYanbHbIX  MalnH  (KOHTENHEpPOB)  Mexay
BUPTYaNbHbIMW CPeaamn, CO3AAHHbIMKU [N 3anycka W UCNONHeHWA BM, npeaHasHaueHHbIX Ans
06paboTKN Pa3HOPOAHON MHAOPMALMN, UMK CErMEHTAMU UHAOPMALIMOHHbBIX CUCTEM, Pa3sBepHYTbIX B
cpeae Buptyanusauum (nn.1.4.5.2 (3));

e lI3nenne obecneunmBaeT BO3MOXHOCTb LEHTPANN30BAHHOIO YMNpPaBleHUs MeXaHu3mMamu
yrpaBneHns nepemeLieHmemM BUPTyanbHbiX MalNH (KOHTEHEepPOB) N 06pabaTbiBAEMbIX HA HUX JAHHbIX
(nn.1.4.5.3);

e lI3nenne NOMKHO o6ecneunBaTb 06pabOTKY OTKA30B MepeMelleHns BUPTYanbHbIX MaLIWH
(KoHTenHepoB) 1 06pabaTbiBAEMbIX HA HUX AAHHbIX (Mn.1.4.5.4);

e lI3nenne AOMKHO 06ecneunBaTb HEMpPepbIBHOCTb PerncTpauun cobbiTMn 6€30MacHoCTN B
BMPTYasbHbIX MallHaxX (KoHTeltHepax) B npouecce nepemeutequs (nn.1.4.5.5);

e lI30enne JOMKHO 06ecneunBaThb OUNCTKY OCBOGOXAAEMbIX 06M1acTeli NAaMATU HA CcepBepax
BUPTYanu3auum, HOCUTENsX, CUCTEMAX XPAHEHUA AAHHbIX MPU NepemeLieHUn BUPTYanbHbIX MallUH
(KoHTenHepoB) 1 06pabaTbiBAEMbIX Ha HUX AAHHbIX (Mn.1.4.5.6).

i3nenne o6ecneunMBaeT peanu3auuio YHUKANbHbIX 3asBMEHHbIX (YHKUMIA 6e30MacHOCTy
HanpaBNeHHbIX HAa yMpaBfeHWe NepemelleHneM  BUPTYanbHbIX  MaWnH  (KOHTENHepoB 1
06pabaTbiBAEMbIX HA HUX [AHHbIX):

e li3genue o6ecneumBaeT CTMPAHME OCTAaTOYHOM MWHGOpPMaLuK, ob6pasylencs nocne
yaanexus (annos, coaepxaLLMx HaCTPOWKM BUPTYanbHOro annapaTtHoro obecneuenus (nn.1.4.5.7 (1)),
thannos-o6paszos BM (nn.1.4.5.7 (2)).

1.18. U3nenne peanusyet paa  PYHKUMA 6E30MACHOCTM, HAmMpaBneHHble Ha KOHTPO/b
LLeNoCTHOCTI BUPTYanbHON MHGPACTPYKTYPbI U ee KOHUrypauum 8 yacmu cinedyrouiux mpe6osaHull K
mepe 3auiumbi uH¢popmauuu 3CB.7:

e lI3nenne obecneunBaeT KOHTPO/b LIENOCTHOCTY B NPOLIECce 3arpy3ku v (Mnu) AMHammuueckn
cOCTaBa 1 KOH(Mrypauum BupTyanbHOro annapartHoro obecneuenus (nn.1.4.6.1(1));

e lI3enne obecneunBaeT KOHTPOMb LIENOCTHOCTY B NpoLLecce 3arpy3ku v (Mnu) aMHamuueckn
(hainos, copepxalux NapameTpbl HACTPONKN BUPTYANU3UPOBAHHOIO MPOrpamMMHOro obecreyeHns u
BUPTYanbHbIX MawwuH (nn.1.4.6.1(2));

e lI3nenne obecneunBaeT KOHTPOMb LIENOCTHOCTY B NPOLLECcce 3arpy3ku 1 (Unu) AUHaMnMyecKu
(hainoB-06pa3oe BUPTYANU3MPOBAHHOrO MPOrPAMMHOIO O06ecreyeHnss 1 BUPTYasbHbIX MaLlWH,
(hannoB-o6pa3oB, MCNonb3yembix Ans obecneyeHus paboTbl BUPTYanbHbIX (aMNOBbIX CUCTEM.
KOHTpONb LENOCTHOCTU [OMKEH NPOBOAUTLCA TOMbKO, Koraa (annbl-o6pasbl He 3a4eiCTBOBAHbI
(nn.1.4.6.1 (3));

e lI3nenne obecneunBaeT KOHTPOMb LIENOCTHOCTY B NpoLIEcce 3arpy3ku u (Mnn) aMHammuueckn
pe3epBHbIX KOMWI BUPTYanbHbIX MawwmnH (nn.1.4.6.1 (4));
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e lI3nenne obecneunBaeT KOHTPOMb LIENOCTHOCTY B NpoLIecce 3arpy3ku u (Mnu) aMHamuueckn
COCTaBa anmnaparHoli YacTn KOMMOHEHTOB BUPTYann3nMpoBaHHON UHGpAcTpyKTypbl (Nn.1.4.6.1(5))

e lI3a0enne obecneunBaeT BO3MOXHOCTb KOHTPONSA LIENOCTHOCTY B npoLecce 3arpysku u (unu)
[AMHaMNUecKm xypHana ayauta (nn.1.4.6.1(6)).

1.19. U3penve peanusyer psag  QYHKUMKA  6€30MaCHOCTU  HAaMpPaBMAEHHbIX HA KOHTPO/b
LeNOCTHOCTN NPOrpamMMHOro o6ecrneueHus, BKNOUAA NpPorpammHoe obecneueHue CPeACTB 3alLUTbI
NH(hopmaLmn 8 Yyacmu cnedyroujux mpe6osaHuu Kk Mepe 3awumsl uHgopmauuu OLJL1:

e lI3nenne ob6ecneunBaeT 6MOKMPOBKY 3anmycka nporpammHoro o6ecnededus u  (unu)
6NOKMPOBKA CermeHTa (KOMMNOHeHTa) MHAOPMALMOHHOW cucTeMbl (AaBTOMATU3MPOBAHHOIO pabouero
MecTa, cepBepa) B cnyuae 06HapYKeHus (haKToB HapylleHNa LenocTHocTu (nn. 1.4.6.2).

1.20. U3penne peanusyeT pag  (YHKUMA 6e30MacHOCTM, HamnpaBleHHble Ha pe3epBHOE
KOMWPOBAHME [aHHbIX, PE3epPBUPOBAHME TEXHUUECKUX CPEeACTB, MNpPOrpamMMHOro ob6ecneyeHus
BUPTYanbHOM WHAPACTPYKTYPbl, @ TAKXe KaHanoB CBA3M BHYTPU BUPTYaNnbHOW WHMPACTPYKTYpbl 8
yacmu cnedyrouiux mpe6oeaHul k Mepe 3awumsl uHgopmauuu 3CB.8:

e lI31enne o6ecneunBaeT pe3epBHOE KONMPOBAHME BUPTYanbHbIX MawuH (nn.1.4.7.1(1));

e lI3nenne obecneunBaeT pe3epBHOE  KOMUPOBaHWe  KOHMMIypauuum BUPTYanbHOM
nHdpactpykrypsbl (1.4.7.1(2));

e li3genne ob6ecneunBaeT pe3epBHOE KOMMPOBAHWe [JaHHbIX, 06pabaTbiBaeMbix B
BUPTyanbHou uHdpacrpykrype (nn.1.4.7.1(1), nn.1.4.7.1 (3), nn.1.4.7.1(4));

e l3nenne obecneunBaeT BO3MOXHOCTb Pe3ePBUPOBAHNE KAHANOB CBA3M, UCMONb3YEMbIX B
BUPTYanbHOM UHGPACTPYKType (nn.1.4.7.2).

1.21. U3genue peanusyeT pag  QYHKUMA 6€30MACHOCTW, HAMpaBfeHHble Ha pasbueHue
BUPTYanbHON MHAPACTPYKTYPbI HA CErMeHTbl (CermeHTUpoBaHNe BUPTYaNnbHOW UH(PACTPYKTYPbI) Ans
06paboTKM MHOPMaUMKU OTAeNbHbIM Monb3oBaTenemM U (MUnu) rpynnol nonb3oBatenen 8 yacmu
cnedyruiux mpebosaHul K mepe 3auumsl uHgpopmauuu 3CB.10:

e li3penue ob6ecneunBaeT BO3MOXHOCTb CO3flaHWE W3ONMPOBAHHBIX BUPTYanbHbIX 30H,
npeaHa3HAYeHHbIX AN peLieHns BbiaeneHHbx (060co6eHHbIx) 3aaay (nn.1.4.8.1).

e l3nenne obecneunBaeT BO3MOXHOCTb CErMEHTUPOBAHWA BUPTYanbHOM WHEPACTPYKTYPbI
(BUPTYanbHbIX BbIUNCNUTENbHbIX CETei) MOCPEACTBOM CO3AaHMA NOTUUYECKUX JOKANbHbIX CeTell
(nn.1.4.8.2).

1.22. YBM obecneunBaeT HefoCTyNHOCTb CO CTOPOHbI 06HEKTOB 1 NPOLLECCOB, UCTIOMHSAIOLLNXCS
Ha BM (nn.1.4.8.3).

1.23. 3nenne peanusyer paa  (YHKUMA 6GE30MACHOCTM, HAMPABMEHHbIE HA U30NALUI0
npoueccoe (BbiNONHEHME NPOrpamm) B BblAeNeHHON 06M1acTM NamMATW, 8 Yacmu cnedyouwux
mpe606aHul k mepe 3awumsl uHpopmayuu 3UC.19:

e li3penue [OMKHO obecneumBatb pPeanu3aLMio MeXaHW3MOB M30MALUKU NPOrPAMMHbIX
mofyneit 0AHOro npouecca ot apyroro (nn.1.4.2.5);

e li3genue NOMKHO o6ecneunBaTb rAPaHTUPOBAHHYID M3ONALMIO CTPAHUL, MAMATM Pa3HbIX
BUPTYanbHbIX MalWKH Apyr oT apyra (nn.1.4.2.6).

1.24. 3genne obecneunBaeT peanu3aumnio YHUKANbHbIX 3asiBAEHHbIX (YHKLMIA 6€30NacHOCTH
HanpaBNeHHbIX HAa pe3epBHOE KOMWPOBAHME [AHHbIX, Pe3epBMPOBAHME TEXHUUYECKUX CPEeACTB,
NPOrpammHOro ob6ecneyeHus BUPTYaNbHON WHAPACTPYKTYPbl, @ TaKKe KaHanoB CBA3U BHYTPU
BUPTYaNbHOW UHQPACTPYKTYPbI:

e l3penue obecneunBaeT pesepBHOe konupoBaHue BM, npu 3tom W3genue nopnepxusaer
cneflyoLe MexaHnu3mbi:

1) MexaHn3m cHUMKoB BM (snapshot), KoTopbiii 06ecneunBaeT BO3MOXHOCTb CO3AAHMSA CHUMKA
BUPTYanbHOM MallMHbI, B KOTOPOM 6yfeT 3adMKCMPOBAHO ee TeKyllee COCTOSHWE, N BO3MOXHOCTb
nocneayioLLero Bo3spalleHus K sTomy cHumky (nn1.4.7.1(1a));

2) MexaHu3m 3kcnopTa (Bbirpy3ku) BM Ha BbigenenHoe xpanunuue (nn.1.4.7.1 (16)).
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e l3penue obecneynBaeT pe3epBHOE NepeHasHauyeHne mactep nyna (nn.1.4.7.1(5)).

1.25. U3penue peanusyeT pAA  YHUKANbHbIX  3aABMEHHbIX  (yHKUMA  6€30MacHOCTY,
HanpaB/ieHHbIX Ha obecneyeHne BO3MOXHOCTU CNeayloWnx AeNCTBUN: CO3[aHue, yaaneHue, 3anyck,
OCTAHOBKY, KOH(urypauuto BM u T.4., BKIOUass Ha3HauyeHMe MeToK 6€30MacHOCTH, @ TaKXKe IKCMOPT W
umnopT BM n ynpaeneHue waénoHamu BM (nn.1.4.9).

2. KOHKpEeTHbIN NepeyeHb Mep 3aluTbl MHGOPMaLMK, peanusyemblix Mi3gennem B COOTBETCTBUM
C AOKYMEHTaMu:

e «TpeboBaHuUA K 06ecneyeHnio 3awWuTbl MHOPMALMUN B ABTOMATU3MPOBAHHLIX CMCTEMAX
ynpasneHnss MNpou3BOACTBEHHbIMU W TEXHOMOTMYEeCKUMK MpoLeccamy Ha KPUTUUECKN BaXKHbIX
06beKTax, NoTeHUManbHO OMACHbIX 06BEKTaX, a TaKKe 06bekTax, NPeACTaBAAOWMX MOBbILEHHYIO
OMACHOCTb AN XU3HU 1 300pOBbA MO W ANS OKPYKAKUEA NPUPOAHON cpeabl» (YyTBepaeHHbIe
npukasom OCTIK Poccun ot 14 mapta 2014 Ne 31) [1];

e «TpeboBaHWs NO 06ecneyeHnto 6e30MaCHOCTM 3HAUMMbIX OOBEKTOB  KPUTUYECKOM
NHOPMALMOHHON WHADPACTPYKTYpbl Poccuitckoit @epepauuu» (yTBepaeHHble npukazom OCTIK
Poccuu oT 25 aekabps 2017 r. N°239) [2],

NpuBeaEH B Tabnuue 5.

Tabnuua 5 - ConoctaBneHune mep 3awmutbl u O

YcnoBHoe 0603HaueHne, COrNacHo nprKasam
Mepbl 3aLKnTbI ®CTIK Poccum Ne 31[1], MyHKT TY
N° 239 [2]
1.4.1.3.1
NAD. NA®.1[1, 2] 14133
1.413.4
NAD.2 NA®.2 [1, 2] 1.4.1.1
NAD.3 NA®.3[1,2] 1.4.1.4
NAD.4 NA®.4[1, 2] 1415
NAD.7 NA®.7 [1, 2] 1.4.1.6
yna. yna.a, 2] 1.41.2
yna.2 yna.2[1, 2] 1.41.2
YNa.6 yna.e[1,2] 1.4.1.5
1.43.1
AY[l.4 AvyN.4[1, 2] 1.4.3.2
1433
1.43.4
AY[l.6 AY[.6 [1, 2] 14.6.1(6)
1.4.6.1
ous oun.1, 2] 14.6.2
1.4.7.1
0AT.2 0AT.2[1, 2] 1472
1.4.8.1
3NC.4 3nC.41,2] 1.4.8.2
1.4.8.3
1.4.2.5
31C.12 31C.121[1, 2] 14.2.6
1.4.5.1
3nC.39 31C.39[1, 2] 1.4.5.2
1.453
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YcnoBHOe 0603HaueHmne, COrNacHo Np1Kasam
Mepbl 3aLunTbI ®CTIK Poccum Ne 311[1], MyHKT TY
Ne 239 [2]
1.45.4
1.4.5.5
1.4.5.6
1.4.5.7

2.1. U3genue peanusyet pag QyHKUWA 6€30NMaCHOCTH, HANpPaBAeHHble HA UAEHTU(NKALMIO 1
ayTeHTU(UKaLMI CYy6bEKTOB AOCTYNA W O6BEKTOB AOCTYNA B BUPTYyanbHOW WHGPACTPYKTYpE, B TOM
yncne afMUHUCTPATOPOB YNpPaBNeHMs CpeacTBaMu BUPTYann3auun 8 Yacmu ciedyrwux mpebosaHul K
mepe 3awumbl uHopmayuu UAQD.1:

e li3genne ocywecTBnfieT WAEHTUMUKALMIO W ayTeHTU(MKALUI Cy6bEKTOB docTyna U
06BbEKTOB [0CTyNa, ABNAKWMXCA nonb3oBatensimu W3genms, B cootBetcTBum ¢ RBAC M npoueccos,
3anycKkaembix OT UX umeHn (nn.1.4.1.3.1).

e Cyb6beKTbl AOCTYNa AOMKHbI OAHO3HAYHO MAEHTUULMPOBATLCA U AYTEHTUULMUPOBATLCA
npu pocTyne K KOHCONMM ynpaBneHuss YBM [0 pa3peleHns Kakux-nnbo [enucTBum no
agMUHUCTpUpoBanuto N3genus (nn. 1.4.1.3.3).

e AyTeHTUmKaunsa Cy6beKTOB AO0CTYyNa OCYLEeCTBNAETCS C MCNONb30BaHMEM Naposnen
(Nn.1.4.1.3.4).

2.2. U3penne peanusyeT pag YHKUMA 6€30MACHOCTM, HAaNpPaBNEHHbIe HA WAEHTU(UKALNIO ©
ayTeHTU(UKALUID CYODEKTOB AOCTYNA M O6DBEKTOB AOCTYNA B BUPTyanbHOW MHGPACTPYKTYpE, B TOM
uncne agMMHUCTPATOPOB YNpaBNeHUs CpeacTBamMu BUPTYanu3auun 8 Yacmu ciedyouiux mpebosaHuu K
mepe 3awumbl uHpopmayuu UAQD.2:

e lI3nenne ob6ecneunBaeT MAEHTU(UKALMIO YCTPOMCTB MO NOrMUYEeCKUM uMeHam (ums
yctpoincTea v (unu) ID), nornueckum agpecam (Hanpumep, IP-agpecam) u (nu) no usnueckum agpecam
(Hanpumep, MAC-agpecam) yCTPONCTBA UK NO KOMBUHALMN UMEHH, NOTNYecKoro 1 (Mnu) ursnueckoro
aapecos ycrponcrsa (nn.1.4.1.1).

e lI3nenne o6ecrieunmBaeT MOAAEPKKY NPOTOKONOB ayTeHTudukaumn (isici/iser) pana
ayTeHTU(MKALNYU YCTPOICTB B MH(OPMALMOHHON cucTeme(nn.1.4.1.1).

2.3. U3penue peanusyeT pag PyHKUMN 6€30MACHOCTM, HANPABNEHHbIE HA WAEHTU(UKALNIO 1
ayTEHTU(UKALUIO CYyODEKTOB AOCTYNA M OODBEKTOB AOCTYNA B BUPTyanbHOW MHGPACTPYKTYpE, B TOM
yncne agMMHUCTPATOPOB YNpaBNeHUs CpeacTBamMi BUPTYanu3aLum 8 Yacmu ciedyouux mpebosaHuu K
mepe 3awumbl uHpopmayuu UAQD.3:

e li3genne obecneumBaeT cnegylowme BO3MOXHOCTW MO YNPaBAEHWUID MAEHTUGUKATOpPaMm
nonb3osartenen u (Mnu) yCTponCTs:

1) dopmuposaHue (co3aaHue) agmuHucTpatopom l3aenua UAEHTUAUKATOPA, KOTOPbIN
OAHO3HAYHO MaeHTMULMPYET NONb30BaTENS;

2)  npucBoeHue naeHTudUKaTopa nonb3osatento u (unu) ycrpoictay (nn.1.4.1.4).

2.4, 3penue peanusyet pag QyHKUMA 6€30NacHOCTW, HAaNpPaBNEeHHble HA MAEHTU(UKALNIO ©
ayTeHTMNKALMI0 Cy6bEKTOB JOCTyna W 06BHEKTOB A0CTYNa B BUPTyaNnbHOM MHAPACTPYKTYPE, B TOM
uncne aAMMHUCTPATOPOB YNpPaBNeHUa CPeacTBaMI BUPTYanu3auun 8 Yacmu ciedyouiux mpebosaHuu K
mepe 3awumbl uHpopmayuu UAQD.4:

e li3genne obecneumBaeT cnegyrowme QyHKLMM YNPaBNeHUS CPeACcTBaMI ayTeHTU(MKALMUM
(ayTeHTMdMKALUNOHHON MH(OPMaLMen) cy6beKTOB AocTyna:

1) koHdurypupoBaHue (3agaHue/ycTaHOBKY) aaMuHUCTPaTopom l3genusa cneayouyux

napameTpoB naponen nonb3osatenen N3genus:

e  MWUHUMANbHOWN CMIOXHOCTA NAPONSA C NCNONb30BAHNEM CUMBOJIOB HE MEHEee UeM 13

3 cnepyloWmMX KaTeropui: NponucHble 6ykBbl aHrnuMnckoro andgasuta ot 'A' go 'Z', CTpouHble
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6YKBbI aHINUINCKOrO andasuTa ot 'a' A0 'z, aecaTuuHble uudpbl ot 0 40 9, cneucumsons ('~ ',

@18 % N R ) T T T T e )

e  MWHMMANbHOIO KONMYECTBA CWUMBONOB NpPW CO3[4AHUWM HOBbIX MApPoOnen: B
npenenax ot 6 4o 8 cuMBONOB (M0 YyMONUAHMIO);

e  BpEMeHu AencTBua napons, B npegenax ot 60 o 180 gHew;

e  MaKCMMaNbHOrO KOMMYECTBA HeyCMelHbIX MOMbITOK ayTeHTudukaumn (BBoAa
HenpaBWbHOTO Maponsa) A0 6MOKMPOBKM YUYeTHOW 3anucu cy6bekta goctyna — ot 3 Ao 10
MOMbITOK.

2)  KOHdwurypupoBaHue (3agaHue/ycTaHOBKY) aAMUHWUCTPATOPOM W3denua cnepytowmx

napameTpoB aBTOMATUUYECKOW ONOKWPOBKM YYeTHOM 3anucu cybbekTa AocCTyna B Crydyae

AOCTMXKEHWA  YCTAHOBMIEHHONO  MAKCMMANbHOIMO  KOMMWYECTBA  HeYCMelHbIX  MOMbITOK

ayTeHTU(MKALMUM HA Nepuoj BPEMEHN OT 3 MUHYT A0 60 MuHyT (nn.1.4.1.5).

2.5. U3penue peanusyet paa GyHKUMN 6€30NacCHOCTM, HAaNpaBNeHHble HA UAEHTU(UKALNIO ©
ayTeHTUUKaLUMI0 Cy6beKTOB J0CTyna W 06bEKTOB AOCTYNa B BUPTyaNnbHOM WHAPACTPYKTYpe, B TOM
uncne aAMMHUCTPATOPOB YNpPaBNeHUs CpeacTBaMI BUPTYanu3auun 8 Yacmu ciedyouiux mpebosaHuu K
Mepe 3awumbl uHpopmauuu UAD.7:

N3penue obecneunBaeT 3awWMUTy ayTeHTU(UKALMOHHOW WHGopmauuu (naponeit Cy6beKkTos
[I0CTyNa) B MmpoLecce ee BBOAA ANA AYTEHTUPUKALMN OT BO3MOXHOrO MCMOMb30BAHUA NULAMU, HE
MMELMMM Ha 3TO MOMHOMOUMN. 3alunUTa 06PATHON CBA3M «CUCTeMa — CyObEKT A0oCTyna» B npouecce
ayTeHTMdMKauuM 06ecneunBaeTcss  UCKNIOUYEHMEM OTOOPAXEHWA AeUCTBUTENbHOrO  3HAueHus
ayTeHTUUKALMOHHOW MHDOPMALMM U KONMUYECTBA BBOAMUMBIX MOSib30BaTENeM CUMBONOB. BBogMMbie
CMMBO/Ibl MAPONA OTOGPANKAIOTCA YCMIOBHBIMI 3HAKAMM «*», UK NYCTbIMK CUMBONamm (nn.1.4.1.6).

2.6. 3penne peanusyet paa  QyHKUMA 6€30NaCHOCTW, HANpaBfeHHble Ha YnpaBfieHue
AOCTYNOM CYy6bEeKTOB 0CTyNa K 06beKTaM A0CTyNna 8 Yyacmu ciedyouiux mpe6osaHull Kk Mepe 3auumal
uHopmayuu YNA.1:

e l3penue obecneumBaeT poneByd MOAENb YNPABNEHUA JOCTYNOM U aAMUHUCTPUPOBAHUSA
N3penus, npu KoTopon nonb3oBatensimu N3aenns AOMKHbI ABNATLCA Cy6BEKTHI AOCTYNA, 0bnagawme
Pa3NUYHbIMK NMPaBaMmn NO ALMUHUCTPUPOBAHUIO 3aenns npu 3ToM:

e lU3penne pomkHO obecneunBaTb (YHKUMKM YNPaBNEHUS AOCTYNOM Ha OCHOBE
poneson mogenu (Role Based Access Control, RBAC), B COOTBETCTBUM C KOTOPOW W3penue
[IOMKHO CBA3bIBATb nonb3osaTtens (MW rpynny nonb3oBaTenieil) ¢ ONpeaeneHHON ponbio,
AIBNAOWENCS MMEHOBAHHbIM HAaboOpOM pa3pelleHnn No AOoCTyny K 06bekTam AocTyna W
AeiCTBUAM N0 afAMUHMCTPUPOBAHUIO 3aenns B cOoTBETCTBUU C [TpunoxeHunem b.

e lI3aenve [OMKHO NOAAEPXKMBATL PONb NIOKANbHOIO aaMuHucTpaTopa (Local Super
User, LSU), o6nagatoias Bcemn (MakcMmanbHbIMI) NPaBamMi 1 MOMHOMOUMAMM MO YNPABNEHNIO
N3pennem (nn.1.4.1.2).

2.7. 3penne peanusyeT pag GYHKUMA 6€30MACHOCTM, HANpaBfieHHble Ha YNpaBlieHue
AOCTYNOM Cy6bEKTOB JOCTYyNa K 06beKTaM A0CTyNa 8 yacmu ciedyouiux mpe6osarul K Mepe 3auiumel
uHdopmauuu YNnA.2:

e l3penue obecneunBaet pPoneByld Modenb ynpaBfieHUs AOCTYNOM M aAMWUHUCTPUPOBAHUS
N3penus, npu KoTopoun nonb3oBatenamu 3genus omxHbl ABNATLCA CY6bEKTbI 4OCTYNA, obnajatoLue
pa3NUYHbIMK NpaBamu NO AAMUHUCTPUPOBaHUIO U3aenua (nn.1.4.1.2).

2.8. 3penue peanusyetr paa QyHKUMA 6€30NaCHOCTK, HAMpaBfeHHble HAa YNpaBleHue
AOCTYNOM CYy6beKTOB OCTyNa K 06beKTaM A0CTyNa 8 yacmu ciedyouiux mpe6osaHul K Mepe 3auiumal
uHgopmauuu YNA.6:

e l3penue obecneunBaeT cnegyowme GyHKUUN YyNpaBNeHUs CpeacTBamn ayTeHTUQMKaLum
(ayTeHTUMKaLUMOHHON HOpPMaLMet) cy6beKToB foCcTyna:

1) KoHdurypupoBaHue (3agaaHue/yCcTaHOBKY) aAMUHWUCTPATOPOM W3aenua cneayowmx

napameTpoB naponen nonb3osatenen N3penus:
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e  MWHMMANbHOW CNOXHOCTM NAPONSA C UCMONIb30BAHNEM CMBONOB HE MEHEE YEM U3

3 cnepyloWmMX KaTeropui: NponucHble 6ykBbl aHrNMnUCcKoro andgasuta ot 'A' go 'Z', CTpouUHbIe

6YKBbl aHIMKUICKOro andasuTa ot 'a' A0 'z', aecatuuxble uudpbl oT 0 4o 9, cneucumsonb ('~ ',

@S, % IR R T T N T ),

e  MUHMMANbHOIO KONMYECTBA CWUMBOMOB MNpPW CO3AAHWM HOBbIX Maponeun: B
npeaenax ot 6 4o 8 cumeonos (Mo ymonuaHuio);

e  BpEMeHu AencTBua Napons, B npeaenax ot 60 Ao 180 gHew;

e  MAKCUMANbHOIO KOMMUECTBA HeyCrellHblX MOMbITOK ayTeHTudukaumn (BBoAa

HenpaBuNbHOrO Napona) A0 6MOKMPOBKM YUYeTHOW 3anucu cybbekta goctyna - ot 3 Ao 10

MONbITOK.

e KOH(urypupoBaHue  (3agaHue/ycTaHOBKY)  aAMUHWUCTPATOPOM N3penunsa

cnefyloWMX NapamMmeTpoB aBTOMATMUECKON 6MIOKMPOBKM YUETHOM 3anmcu cy6bekTa AocTyna B

cnyyae JOCTUMXEHWSA YCTAaHOBMEHHOr0 MAKCUMANbHOrO KOMWYeCTBa HeyCNelHbIX MOMbITOK

ayTeHTU(UKALNMA HA Nepuoj BpeMeHn OT 3 MUHYT A0 60 MuHYT (nn.1.4.1.5).

2.9. 3penune peanusyet pag QyHKLKUN 6€30NaCHOCTH, HaNpPaBNEHHbIE Ha 3aLWMUTY MHdOPMaLUK
0 COObITUAX 6e30MACHOCTU 8 Yacmu credyoulux mpebosaHuu kK mepe 3auwumsl uHopmauuu AYA.6:

e li3genne obecneunBaeT BO3MOXHOCTb Pe3epBHOIO KOMUPOBAHUA XypPHana perucrpauum
cobbITui (Nn.1.4.3.4).

e l13penue obecneunBaeT BO3MOXHOCTb KOHTPOMA LENOCTHOCTM B npoLiecce 3arpy3ku n (unu)
AVHAMUYECKM ypHana ayauTa (nn.1.4.6.1(6)).

2.10. U3penvne peanusyetr psa GyHKUMKA 6€30NacCHOCTW, HanpaBNEeHHble HA pPerucTpauuio
COObITMIA 6€30NaCHOCTU 8 Yacmu ciedyowux mpebosaHul Kk mepe 3aujumsl uHgpopmauuu AY/.4:

e lI3nenne obecneunBaeT perucTpaumio 3anycka (3asepiueHns) paboTbl KOMMOHEHTOB
BUPTYanbHOM maiwmHbl (MBM n YBM), a Takxe BUpPTYyanbHbix MawuH (nn.1.4.3.1 (1)), npu 3ToM cocTas u
cofepxaHue MHdopmauuu, nNoanexalwlen pernctpauumu Ang yKa3aHHbIX KOMMOHEHTOB BUPTYaNbHOW
MHAPACTPYKTYPbI, BKITHOUEHDI:

e [aTy 1 Bpems 3anycka (3aBepuieHns) paboTbi;
e pe3ynbTar 3anycka (3aBeplueHuns) paboTbl YKa3aHHbIX KOMIOHEHTOB BUPTYaNIbHOI

NHPACTPYKTYPbI (yCnewHas unm HeycnewHas);

e nAeHTU(UKATOP NONb30BaTeNs, NPeAbsABMEHHbI NPU  NOMbITKE 3anycka

(3aBepiuenus) paboTbl yKasaHHbIX KOMIOHEHTOB BUPTYaNbHOW UHAPACTPYKTYPSI;

e TUN CO6LITUS;
e unaeHTudukatop cobbitusa (nn.1.4.3.1. (1a-1a)).

e lI3nenne obecneunsaeT perucTpauuio 3anycka (3aBeplieHus) nNporpamm M npoLeccos B
YBM (KaK KOMMOHEHT BUPTYaNbHOW UHAPPACTPYKTYPbI), TPY 3TOM PErUCTPaLMN NOANEXAT AaTa U Bpems
3anycka (3aBeplieHns) nporpamMm 1 nNpoLeccos, TUN CObbITUSA U naeHTUdMKaTop cobbitua (nn.1.4.3.1(2)).

e l3penue obecneunBaeT pPerucTpauuilo Aoctyna Cy6bekToB A0CTyna K KOMMNOHEHTam
BUPTYanbHON MHGPACTPYKTYpbl (YBM, a Takxe BMPTyanbHbiM MawmHam) (nn.1.4.3.1 (3)), npu atom npu
poctyne (Bxoge unu BbiXxoAe) K KOMMOHEHTaM BUPTYaNbHON MHAPACTPYKTYPbI COCTAB U COAepHaHue
nHopMaLuK, Noanexallen perncTpaLmnm, BKNYaT:

e [aTy 1 Bpems JOCTyna Cy6bEeKTOB;
e pesynbTaT NOMbITKA JOCTYNa Cy6bEKTOB (yCnewHas unv HeycnewHas),
e naeHTUdUKATOP NONb30BaTeNsi, MNPEeAbABNEHHbI MPU  MNOMbITKE A0CTyna

Cy6EKTOB 10CTYNA K YKa3aHHbIM KOMMOHEHTAM BUPTYanbHOW UHPACTPYKTYPbI;

e TuN cob6bITUS;
e ungeHtudukatop cobbitus (nn.1.4.3.1 (3a-3a)).

e li3genne obecneunBaeT perucTpaLyio BHECEHMS U3MEHEHMI B COCTaB UM KOHQUrypauuto
KOMMNOHEHTOB BUPTYaNbHOW WHAPACTPYKTYpPbl BO BpeMS UMX 3anycka, (QYHKUWOHUPOBAHMA 1
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annapatHoro otknoueHus (nn.1.4.3.1 (4)), npu 3ToM cocTaB n cogepxaHne nHdopMaLuMm, noanexaten
PerncTpaumu, BKNYeHbl:
e [aTy W BpeMs M3MEHEeHMs B COCTaBe U KOHMUIypauuu BUPTYANbHbIX MALIMH,

BUPTYanbHOrO  annapaTtHOro  o6ecneuyeHus,  BUPTYANM3UPOBAHHOTO  MPOrPaMMHOrO

obecneyeHmns, BUPTYaNbHOrO annapaTHOro 06ecneyeHns B FMNEPBM30OPeE U B BMPTYanbHbIX

MaLLKHaX, B XOCTOBOW ONEPALMOHHOW CMCTEME, BUPTYalbHOM CETEBOM 060pYA0BaHMY;

e pe3ynbTaT MOMbITKM W3MEHEHWA B COCTaBe U KOH(Urypauuyu YKasaHHbIX

KOMMOHEHTOB BUPTYanbHON WHAPACTPYKTYpbl (yCnewHas uan HeycneuwHas), UaeHTMduUKaTop

Nonb3oBaTens, NPeAbsABNEHHbIM MPU MONbITKE M3MEHEeHUs B COCTaBe U KOHdurypauuu

YKa3aHHbIX KOMMNOHEHTOB BUPTYasibHON MH(PACTPYKTYPbI;

e TUM COOLITUS;
e uaeHTudUKaTop cobbitnsa (nn.1.4.3.1 (4a-4r));

e li3genue o6ecneunBaeT perucTpauuio cosgaHus/yaaneHus BM, npu 3TOM COCTaB U
cofepxaHue MHopMaLmMK, NoANexalleil perncTpaLnm, AOMKHbI BKITHOUATD:

e [aTy 1 Bpems;
e TUM COOLITUS;
e uaeHTuduKatop cobbitnsa (nn.1.4.3.1(5a-58).

e lI3penue obecneunBaeT perncTpaLyio M3MeHeHUs pPoneBON MOAENU, Npu 3TOM COCTaB U

cofepxaHue nHopMaLMK, NoLNexallell perncTpaLym, AOMKHbI BKITHOUATD:
e [aTy 1 Bpems;
e TUM COOLITUS;
e uaeHTuduUKaTop cobbitus (nn.1.4.3.1(6a-68).

e li3genne obecneunBaeT perncTpaLmio HapyweHUs LenoCTHOCT O6BEKTOB KOHTPONs, npu

3TOM COCTaB M cofiepXaHune MHopMaLMK, NoaNexallel perncTpawmn, 4OMKHbI BKOYaTb:
e [aTy 1 Bpems;
e TUM COOLITUS;
e vaeHTU(UKaTOp cobbiTusa (nn.1.4.3.1(7a-78).

e li3genne obecneunBaeT BO3MOXHOCTb LEHTPANM30BAHHOIO C60pa, XPaHeHMUs, IKCMOpPTa K
aHanu3a uMHdoOpMauMu O  3aPerucTpUpoBaHHbIX  COOLITUAX  6€30MacHOCTM  BMPTYaNbHOM
uHdpactpyktypbl (nn.1.4.3.2);

e li3genne ob6becneunBaeT  pPerucTpauuio  CobbITMA  6e30MacHOCTK,  CBA3AHHBIX C
nepemeLLeHneM 1 pasmelleHneM BUPTYanbHbIX MalinH (nn.1.4.3.3).

2.11. U3penue peanudyeT psa  (PyHKUMA 6€30MACHOCTM HAnpaBneHHbX Ha KoHTponb
LLeNOCTHOCTM NPOrpaMMHOr0 06ecrneyeHus, BKMYas NpOrpamMmmHoe obecneyeHue CpefcTB 3aluTh
NHhopMaLmMn 8 Yyacmu credyruwux mpebo8aHuu K mepe 3auiumsl uHgopmauuu OLYL1:

e lI3nenne ob6ecneunBaeT 6MOKMPOBKY 3anycka nporpammHoro o6ecnedeHusa wu  (unu)
6NOKMPOBKA CermeHTa (KOMMNOHeHTa) MHAPOPMALMOHHON cucTeMbl (aBTOMATU3NPOBAHHOTO paboyero
MecTa, cepBepa) B cnyuae obHapyxeHus hakToB HapylleHna uenoctHoctu (nn. 1.4.6.2).

e lI3nenne obecneunBaeT KOHTPO/b LIENOCTHOCTY B NPoLIecce 3arpy3ku u (Mnu) AMHammuueckn
coCTaBa 1 KOHMrypauuy BupTyanbHOro annaparHoro obecneuenus (nn.1.4.6.1(1));

e l13penue o6ecneunBaeT KOHTPONb LENOCTHOCTM B NpoLiecce 3arpy3kn n (Mnu) guHamuuecku
annos, cogepxalinx napameTpbl HACTPOWKN BMPTYAnM3MPOBAHHOrO NPOrPaMMHOr0 06ecrneyeHns u
BUPTYanbHbIX MawwuH (nn.1.4.6.1(2));

e lI3nenne obecneunBaeT KOHTPOMb LIENOCTHOCTY B NpoLecce 3arpy3ku 1 (nu) AuHamMmuecku
annoB-06pa3oB BUPTYANU3NPOBAHHOIO MNPOrPAMMHOr0 06ecneyeHnss 1 BUPTYaNnbHbIX MALUKH,
annoB-06pa3os, WCMONMb3yeMblXx AN obecneyeHuss paboTbl BUPTYanbHbIX (IANMOBbIX CUCTEM.
KOHTPONb LENOCTHOCTM AOMKEH MPOBOAUTLCA TOMbKO, KOraa (hamnbl-06pasbl He 3a4enCTBOBAHbI
(nn.1.4.6.1 (3));
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e lI3nenne obecneunBaeT KOHTPOMb LIENOCTHOCTY B NpoLIecce 3arpy3ku u (Mnu) aMHamuueckn
pe3epBHbIX KOMWIA BUPTYanbHbIX MawwmnH (nn.1.4.6.1 (4));

e lI3aenne obecneunBaeT KOHTPOMb LIENOCTHOCTY B NPOLIecce 3arpy3ku u (Mnn) AMHaMuuecku
COCTaBa annaparHoil YacTit KOMMNOHEHTOB BUPTYanu3nNpPOBaHHOK NHAPACTPYKTYpbl (NN.1.4.6.1(5));

e lI3nenne obecneunBaeT KOHTPOMb LIENOCTHOCTY B NpOLIecce 3arpy3ku u (Mnn) aMHammuueckn
KypHana ayauta (nn.1.4.6.1(6)).

2.12. 3penne peanusyet paa yHKUMIA 6€30MACHOCTM, HanpaBleHHble Ha pe3epBuUpOBaHME
CUCTEM 1 CPEACTB, 8 Yacmu caedyrwux mpebosaHut kK Mepe 3aujumsl uHpopmayuu OAT.2:

e lI31enne obecreunBaeT pe3epBHOE KONUPOBAHME BUPTYanbHbIX MawwuH (nn.1.4.7.1(1));

e lI3nenne o6ecneumBaeT pe3epBHOE  KOMUPOBaHWe  KOHGMIypauuum  BUPTYanbHOM
nHdpactpyktypsl (1.4.7.1(2));

e li3genne ob6ecneunBaeT pe3epBHOE KOMMPOBAHWe [JaHHbIX, O06pabaTbiBaeMbix B
BUPTyanbHon uHdpacrpykrype (nn.1.4.7.1(1), nn.1.4.7.1(3), nn.1.4.7.1(4)).

2.13. N3penue obecneunBaeT peanu3aLni0 YHUKANbHbBIX 3aiBMEHHbIX (PYHKUMA 6€30MacHOCTM
HanpaBNeHHbIX Ha pe3epBHOE KOMUPOBAHME [aHHbIX, PE3epPBUPOBAHME TEXHWUYECKUX CPeAcCTs,
NPOrpamMMHOro O6ecreueHus BUPTYanbHON MHAPACTPYKTYPbl, a TAKKE KaHANoOB CBA3N BHYTPU
BUPTYanbHON UH(PACTPYKTYPbI:

e lI3nenne obecneunBaeT pe3epBHOe KOMuposaHue BM, mpu 3Tom W3aenve noaaepxusaer
cnenyolme MexaHu3mbi:

e MexaHu3sMm CcHuMKoB BM (snapshot), KoTopbiii 06ecrneunmBaeT BO3MOMXHOCTb

CO3[aHNA CHUMKA BUPTYanbHOW MAlWKHbI, B KOTOPOM 6yaeT 3aduKCUPOBAHO ee Tekyliee

COCTOSIHIE, N BO3MOXXHOCTb MOCNEAYI0LLero BO3BPaLeHna K 3Tomy cHumky (nn1.4.7.1(1a));

e  MexaHu3M 3KkcnopTa (Bbirpy3ku) BM Ha BbigenenHoe xpanunuuie (nn.1.4.7.1 (16)).

e lI3aenne obecneunBaeT pesepBHoe nepeHasHaueHune mactep nyna (nn.1.4.7.1(5));

e lI3nenne obecneunBaeT BO3MOXHOCTb Pe3epPBUPOBAHMNE KAaHANOB CBA3M, UCMONb3YEMbIX B
BUPTYanbHOW UHApacTpyKType (nn.1.4.7.2).

2.14. N3genue peanusyet paa QyHKUMIA 6€30NACHOCTM, HANPaBNeHHbIe HAa CErMeHTUPOBaHMe
NHOPMALMOHHOI CUCTEMbI, 8 Yacmu ciedyrouiux mpe6osaHuli K Mmepe 3awumsl uHgopmayuu 3UC.4:

e lI3nenne ob6ecneunBaeT BO3MOXHOCTb CO3JaHWEe W3O0NMUPOBAHHBIX BUPTYalNbHbIX 30H,
npeaHa3HAYeHHbIX A4S peLieHus BbiaeneHHbix (060co6neHHbIx) 3aaay (nn.1.4.8.1).

e l3nenne obecneunBaeT BO3MOXHOCTb CErMEHTUPOBAHWA BUPTYanbHON WHEHPACTPYKTYPbI
(BUPTYanbHbIX BbIYUCNUTENbHbIX CETeil) MNOCPeACTBOM CO3[aHMA NIOTMYECKUX JOKAMbHbIX CeTelt
(nn.1.4.8.2).

e YBM obecneumBaeT HeOCTYMHOCTb CO CTOPOHbI 06EKTOB 1 NPOLLECCOB, MCMONHAOLWMNXCA HA
BM (nn.1.4.8.3).

2.15. U3penne peanusyer paa  (YHKUMA 6E30MACHOCTM, HAMPABMEHHbIE HA U30NALUIO
npoueccos (BbIMONHEHME NPOrpamm) B BblAENEHHON O06MACTM NaMATW, 8 Yacmu cnedyouwux
mpe6osaHuu Kk mepe 3awumsl uHgopmayuu 3UC.12:

e lI3nenne [OMKHO o06ecneunBaThb peanu3auyuio MeXaHW3MOB W30NAUUKU NPOrPaMMHbIX
mogynei 0aHOro npouecca ot apyroro (nn.1.4.2.5);

e l3nenne NOMKHO obecneunBaTb rapaHTUPOBAHHYIO W30MALMIO CTPAHUL, MAMATUA Pa3HbIX
BUPTYasbHbIX MALUH APYr OT Apyra (nn.1.4.2.6).

2.16. 3penne peanusyet pag GyHKUMK 6€30MacHOCTM, HaMpaBfeHHble Ha YnpaBlieHue
nepemelLieHnem BUPTYaNbHbIX MalWuWH (KOHTEHEPOB) U 06pabaTbiBaeMbiX HA HUX [JAHHbIX 8 yacmu
cnedyroujux mpe6osaHuu Kk mepe 3awumsl uHgopmayuu 3UC.39:

e li3genne obecneunBaeT ynpasfieHMe pasMelleHneMm M nepemelleHnem Gannos-o6pa3os
BUPTYanbHbIX Mali1H (KOHTENHEPOB) Mexay HocuTenamu (cuctemamm xpaHeHus aaHHbix) (nn.1.4.5.1(1));
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e lI3nenne o6ecneunBaeT ynpaBneHUe pasMeLieHUeM M nepemeLieHUeM UCMOMHAEMbIX
BUPTYanbHbIX MaLNH (KOHTeNHEPOB) Mexay cepsepamu BupTyanusaumn (nn.1.4.5.1(2));

e lI3nenne o6ecneunBaeT ynpaBNeHWe pasMelleHneM 1 fepemelleHneM  AaHHbIX,
06pabaTbiBaeMbiX C MCMONb30BAHMEM BUPTYaNbHbIX MaLIWH, MeXay Hocutensamn (cuctemamm XpaHeHns
AaHHbix) (Mn.1.4.5.1 (3));

e lI3nenne ob6ecneunBaeT B PaMKax YNpaBNeHUA MepemelieHnemM BUPTYanbHbIX MalnH
(KOHTeNHepOB) NOMHbIN 3anNpeT nepemeLeHns BUPTYyanbHbIX MatinH (KoHTelHepoB) (nn.1.4.5.2 (1));

e lI3nenne obecneunBaeT B pPaMKax YNpaBneHUs nepemeLieHneM BUPTYanbHbIX MalInH
(KOHTeHepoB) oOrpaHMueHMe MepeMmelleHNs BUPTYanbHbIX MalWWH (KOHTeMHepoB) B npeaenax
BUPTYanbHbIX CPefl, CO3AAHHbIX ANA 3aMycka W UCnonHeHua BM, npeaHasHaueHHbIX Ans 06paboTKu
PA3HOPOAHONA WHGOPMALMKA, WUNKU CErMEHTOB WH(MOPMALMOHHbBIX CUCTEM, Pa3BepHYTbIX B cpeae
suptyanusauum (nn.1.4.5.2 (2));

e lI3nenne obecneunBaeT B paMKax YNpPaBNeHUA MepemelieHnemM BUPTYanbHbIX MaLLNH
(KOHTe/iHEpOB)  OrpaHMueHMe MepemelleHUs  BUPTYanbHbIX  MalnH  (KOHTENHEpPOB)  Mexay
BUPTYaNbHbIMW CPeaamn, CO3AAHHbIMKU [N 3anycka W UCNONHeHWA BM, npeaHasHaueHHbIX Ans
06paboTKN Pa3sHOPOAHON MHAOPMALMW, NN CErMEHTaMKU UH(OPMALMOHHbBIX CUCTEM, Pa3BepPHYTbIX B
cpeae Buptyanusauum (nn.1.4.5.2 (3));

e lI3nenne obecneunmBaeT BO3MOXHOCTb LEHTPANN30BAHHOIO YMNpPaBleHUs MeXaHu3mMamu
yrpaBneHns nepemeleHmemM BUPTyanbHbIX MallnH (KOHTEHEPOB) 1 06pabaTbhiBAEMbIX HA HUX JAHHbIX
(nn.1.4.5.3);

e li30enne NOMKHO o6ecneunBaTb 06paboTKy OTKA30B NepemelieHns BUPTYaNbHbIX MALLWH
(KoHTenHepoB) 1 06pabaTbiBAEMbIX HA HUX AAHHbIX (Mn.1.4.5.4);

e lI3nenne AOMKHO 06ecneunBaTb HEMpPepbIBHOCTb PerncTpauun cobbiTMn 6€30MacHoCTN B
BMPTYasbHbIX MalMHaX (KOHTeHepax) B npouecce nepemelteHus (nn.1.4.5.5);

e lI30enne JOMKHO 06ecneunBaThb OUNCTKY OCBOGOXAAEMbIX 06MacTeli NaMATU HA CepBepax
BUPTYanu3auum, HOCUTENsX, CUCTEMAX XPAHEHUA AAHHbIX MPU NepemeLieHUn BUPTYanbHbIX MallUH
(KoHTenHepoB) 1 06pabaTbiBaeMblX Ha HUX AaHHbIX (Nn.1.4.5.6).

e li3genue o6ecneumBaeT CTMPAaHME OCTAaTOYHOM MWHGOpMaLuK, 06pasyloLlencs nocne
yaanexus (annos, coaepxaLiMx HaCTPONKM BUPTYanbHOro annapaTtHoro obecneuenus (nn.1.4.5.7 (1)),
thannos-o6paszos BM (nn.1.4.5.7 (2)).

2.17. U3genue obecneunBaeT peanu3aLuio YHUKANbHbIX 3aABEHHbIX (PYHKLUIA 6e30MacHOCTH
HanpaBNeHHbIX Ha YMpaBfeHWe MepemelleHneM  BUPTYanbHbiX  MawmH  (KOHTeNHepoB u
06pabaTbiBAEMbIX Ha HUX JAHHbIX):

e lI3nenne obecneunBaeT CTUPaHWe OCTATOUHOW WHdOpMauuK, ob6pasyolleiica nocne
yaanexus (annos, coaepxalix HacTPoOWKKM BUPTYanbHOro annapaTtHoro o6ecneuenus (nn.1.4.5.7 (1)),
thaiinos-o6pa3zos BM (nn.1.4.5.7 (2)).

2.18. 3genne obecneunBaeT peann3aumio YHUKANbHbIX 3asBAEHHbIX (YHKUMIA 6€30NacHOCTH
HaMpPaBNeHHbIX Ha ynpaBneHne WHHOPMALMOHHLIMU MOTOKAMU MeXay KOMMOHEHTAMU BUPTYyanbHOM
NHPACTPYKTYPbI, @ TAKXKE N0 NePUMETPY BUPTYaNbHOW NHDPACTPYKTYPbI:

e lI3nenne obecneunBaet ynpasneHne MHHOPMALMOHHBIMIA MOTOKAMU MEXAY KOMIOHEHTaMu
BUPTYaNnbHON UHAPACTPYKTYpbl (nn.1.4.4.1(1)).

2.19. 3genne obecneynmBaeT peann3aumio YHUKANbHbIX 3afBNEHHbIX (YHKLMIA 6€30NacHOCTH,
HanpaBNeHHbIX Ha 06ecreyeHne BO3MOXHOCTU CReAyioLWuX AeiCTBUA: CO3faHune, yaaneHue, 3amnyck,
OCTaHOBKY, KOH(Urypauuio BM u T.0., BKNOUYas Ha3HaueHue MeTOK 6e30MacHOCTH, a TaKKe IKCMOopT u
umnopt BM v ynpasneHue wabnoHamu BM (nn.1.4.9).
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NPUNOXXEHNET.
YrPO3bl, KOTOPbIM NPOTUBOCTOUT N3AE/UE

Hymepaums 1 HauMeHOBaHWe Yrpo3, COOTBETCTBYET yrpo3am, 3aperncTpupoBaHHbiM B baHke
[aHHbIX yrpo3 6e3onacHocTn uHdopmaumn OCTIK Poccum https:/ /bdu.fstec.ru.
MpumeyaHune. laHHble aKTyanbHbl Ha 13.06.2023.

VBI1.008 Vrpo3a BoccTaHoBAeHus 1 (Un) NOBTOPHOro UCNONb30BAHNSA ayTeHTU(NKALMOHHON
uHcopmauun

onucaHue y2po3bl

Yrpo3a 3ak/uyaeTcs B BO3MOXHOCTM JOCTYNa K AAHHbIM NOMb30BaTeNs B pe3ynbrate nogbopa
(Hanpumep, nyTém nomHoro mnepe6opa wunu nepebopa MO CNOBAPI) AYTEHTUDUKALNOHHON
MHOpPMaLUN SUCKPEANTUPYEMON YUETHON 3aNMCK MONb30BATENA B CUCTEME, A TaKKe NYTEM nepexBata
1 MOBTOPHOIO KCMOMb30BaHNS XeLa Naposis, AN BOCCTAaHOBMEHMS CeaHca.

[laHHas yrpo3a 06ycnoBneHa cneayowmmmn HeoCTaTkamu:

e 3HAUMTENIbHO MEHbLIMM O6BEMOM [AHHbIX Xew-KoAa ayTeHTU(UKALMOHHON MHGOopMALUM
No CPaBHEHMIO C Heli camon (Bpema nogb6opa Xeli-KOAOB MeHblue BPeMeHK MoMHoro nepe6opa
ayTeHTU(HUKALNOHHON UHOPMaLuK);

e CNaboCTAMM aNropuTMA pPacyeTa Xew-KoAa, AONYCKAOLWMMM €ro NOBTOPHOE NCMNONb30BaHMe
ANt BbINOMHEHUA YCMNELWHON ayTeHTUDUKALMN.

Peanu3auua JaHHOW Yrpo3bl BO3MOXHA C MOMOLLbIO CMeLManbHbIX MPOrpaMMHbIX CPeacTs, a
TaKXKe B HEKOTOPbIX CYYANX — KBPYYHYIO».

NicmoyHUKU y2po3bi

BHYTPEHHMII HApyWwuTeNnb C HU3KAM MOTEHUMANOM. BHEWHUA HapywuTenb C HU3KUM
NOTEHLMANOM.

06bekm s8o3delicmaus

CucTemMHOe NporpaMmHoe obecnedyeHne, MUKPONPOrpaMMHoe obecnedeHmne, YUETHbIE AaHHbIE
nonb3oBarens.

[Tocnedcmeus peanusayuu y2po3bl

HapylweHune KOH(MAEHLNANbHOCTMU.

[TpumeHsiemble Mepbl npomugodelcmeus y2po3e:

lns NpOTMBOAENCTBMS  BMU3YanbHOrO  MepexBata  BBOAMMOW  ayTEHTU(UKALWOHHOU
nHcopmaumm B M3genum  peanusoBaH  MeTOA  3aWuUTbl  06pPaTHOM  CBA3M  NpuW  BBOAE
AyTEHTU(PUKALMOHHON MHOPMALMM NpU JOCTyNe K (DYHKLMOHANbHbIM BO3MOXHOCTSIM MPOrPaMMHOro
N3penus (Mepa 3alMTbl MH(OpPMALMK NA®.5): BBogmMble CUMBOSDI napons 0To6paxatTcsa YCNOBHbIMU
3HakKamu. [nd  MUHMMM3AULMKU  BEPOATHOCTM MNOAYYeHUs AOCTyna MeToaom nogbopa napons
nporpammHoe M3genne uMeeT BO3MOXHOCTb 33faHUA NAPaMeTPOB  CMOXHOCTM  NAPOJSIbHOU
NH(OPMALMK, HANOXKEHUA OFPAHMYEHMI HA KOMWYECTBO HEYCNeWHbIX NOMbITOK ayTeHTUUKaLUM W
BPeMs MeXay NocnefoBaTeNbHbIMM NOMbITKAMM HeyCnewHon ayTeHTudukauum (B pamkax peanusawum
Tpe6oBaHuin mep 3awutbl UHGopmauun WAD.4, YN[.6). AyTeHTU(DUKALMOHHAA MHGOpPMALNA He
nepefaertcs B OTKPbITOM Bufe.
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VYBI1.010 Yrpo3a Bbixopa npouecca 3a npefesbl BAPTYanbHON MALIMHDI

onucaHue y2po3bl

Yrpo3a 3aknwuaetcsi B BO3MOXHOCTW 3anycka BPefOHOCHOM NPOrpamMmoil CO6CTBEHHOrO
rmnepsm3opa,  (YHKUMOHMPYIOWEro MO  YPOBHIO  NOMMYECKOr0  B3aMMOLEUCTBUA  HUXKE
KOMMNPOMETMPYEMOTO runepBm3opa.

[laHHas yrpo3a o6ycnoBneHa YA3BMMOCTAMW MPOrpamMMHOr0 obecneuyeHus runepsu3opa,
peanusylowero (QyHKUAI W30MMPOBAHHOW MPOrpamMMHON cpefbl AN (PYHKUMOHUPYIOWMX B HeWl
nporpamm, a TaKke CNabOCTAMKM WHCTPYKLMWA annapaTHOM NOAAEPXKU BUPTyanu3auuu Ha YypoBHE
npoueccopa.

Peanu3auus [aHHOW Yrpo3bl NPMBOAWUT HE TOMbKO K KOMNPOMETALWM FMNepBuU30pa, HO U
3anyLeHHbIX B CO34aHHOW MM BUPTYyanbHOW Cpede CPeAcTB 3alWuThbl, a, CNefoBaTenbHO, K KX
HeCnoCO6HOCTM BbINOMHATb (YHKUMM 6€30MacHOCTU B  OTHOWEHWM BPEJOHOCHbIX MPOrpamm,
(DYHKLMOHMPYIOLWMX NoJ ynpasneHnem CO6CTBEHHOrO runepsmnsopa.

NicmoyYHUK y2po3bi

BHYTPEHHNIA HApyWWUTENb CO CPEAHUM NOTEHLMANOM.
BHELWHNIA HapyWwKUTenb CO CPEAHUM MOTEHLMANOM.

061bekm s8o3delicmaus

NHdopmaunoHHas cuctema, CeTeBOU y3en, HOCUTeNb KMHGOpmauun, 06bekTbl (anoBou
CUCTEMbI, YYETHbIE AAHHbIE NONb30BaTENS, 06pa3 BUPTYANbHON MALLUHDbI.

[Tocnedcmeus peanusayuu y2po3bl

HapyweHne KOH(UAEHUMANbHOCTU. HapyleHre LenocTHOCTU. HapyweHue JOCTYNHOCTM.

[TpumeHsiemble Mepbl npomueodetcmeus y2po3e:

[Ans NpoTMBOAENCTBMA AAHHOW Yrpo3bl M3penve obecneunBaeT rapaHTUPOBAHHYK U30NALMIO
CTPaHML, NAMATM Pa3HbiX BUPTYaNbHbIX MaWWMUH APYT OT Apyra.

Ana npoTWBOAENCTBUS [aHHOM yrpo3bl W3genue obecneunBaeT BO3MOXHOCTb KOHTpONS
(3anperta) npamoro B3aMMOAENCTBUA BUPTYaNbHbIX MALIWH MeXAy CO60W, COrNacHo Tpe6oBaHUAM,
npeabsasnsemon mepon 3CB.4.

ObecneunBaeTcs  KOHTPONMb  LENOCTHOCTM  (hannoB-06pasos,  BM3Yyanu3npOBAHHOIO
MPOrpaMMHOro ob6ecneyeHnss U BUPTYanbHbIX MalwuH, (annosB-06pa3os, WCMONb3YEMbIX ANS
obecneyueHnss paboTbl BUPTYanbHbIX (ANNOBLIX CUCTEM B COOTBETCTBUM C TpeboBaHMAMY,
npeabasasgembiMu mepamm 3awutbl 3CB.7.

VBI1.031 Yrpo3a ncnonb3oBaHKUsA MEXaHU3MOB aBTOPU3aLK ANs NOBbILEHUA NPUBMNErui

onucaHue y2po3bl

Yrpo3a 3akfyaetcss B BO3MOXHOCTM MONYYEHUS HapyliuTenem [OCTyna K [AaHHbIM U
(YHKUMAM, NpeAHa3HAUYeHHbIM [ANS YUYETHbIX 3anuceir C 6onee BbLICOKUMM YeM Yy Hapywutens
NPUBUNErMAMM, 3 CUET OWIMBOK B NapaMeTpax HAaCTPOMKK CPeaCcTB pa3rpaHuueHus goctyna. Mpu 3tom
HapylWWUTeNb ANA MOBbIWEHUSA CBOMX MPUBKUMErNA HEe OCYLeCTBNAET AeCTPYKTMBHOE MNpPOrpammHoe
BO3AE€NCTBIE HA CUCTEMY, @ NINLIb UCMONb3YET CYLLECTBYIOLME OLNGKMN.

JlaHHas yrpo3a o6ycnosneHa cnabocTaMU Mep pasrpaHUUeHus AOCTyna K mporpammam u
dannam.

Peanuzaums [JaHHOW Yrpo3bl BO3MOXHA B C/yyae HanUuua Yy HapYWWUTeNns Kakux-nuéo
NPUBUNETNIA B CUCTEME.
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NcmoyHUKU v2po3bi

BHYTPEHHMI HapywuTenb C HU3KAM MOTEHUMANOM. BHEWHUA HapywuTenb C HU3KUM
NOTEHLMANOM.

06bekm s8o3delicmaus

CuctemHoe nporpammHoe obecneuyeHve, NpPUKNaAHOE MPOrpammHoe obecneyeHue, ceTeBoe
nporpammHoe obecneyexue.

[Tocnedcmeus peanusayuu y2po3bl

HapyweHune KOH(MAEHLNANbHOCTMU.

[TpumeHsiemble Mepbl npomugodeucmaus y2po3e:

[ins npoTMBOAENCTBUSA AAHHOW Yrpo3e, B M13gennm Bce onepawuum, CBA3aHHbIe C ONpeaeneHnem
YPOBHA  MOMHOMOYMIA  Monb3oBaTeneil  mporpaMmmHoro  W3genusa  (ponei), npow3BogATcs
agMuHucTpatopamn W3genus. MonHOMOuUMA AAMUHMCTPATOPOB W NONMb30BaTeNen NPOrpamMMHOro
i3nenusa pasgeneHbl W pernameHTUPoOBaHbl (B COOTBETCTBUM C TPe6OBaHMAMM, NpegbABASAEMbIMA
Mepamu 3awuTbl nHcopmauuu YNA.2 (ponesoi goctyn), 3CB.1.

VB.044 Yrpo3a HapylweHus W30NALMM NONb30BATENbCKUX AAHHbIX BHYTPWU BUPTYanbHOM
MaLIUHbI

onucaHue y2po3bl

Yrpo3a 3ak/uaeTcs B BO3MOXHOCTM HApyLWeHUs 6€30MacHOCTH NOMb30BaTENbCKUX AAHHbBIX
nporpamm, (YHKUMOHMPYIOWMX BHYTPU BUPTYanbHOW MALMHbLI, BPEAOHOCHBIM MPOrPAMMHbIM
obecneueHnem, YHKLUOHUPYHOLMM BHE BUPTYANbHOW MALIMHDI.

JlaHHas yrpo3a o06ycnoBfneHa HanuumMem YA3BUMOCTE NPOrpaMmMHOro  obecneyeHus
runepsu3opa, 06ecneynBaoLLero M30AMPOBAHHOCTb aAPECHOro0 MPOCTPAHCTBA, UCMONb3YEMOro Ans
XPaHEHUs NOMb30BATENbCKMX AAHHbIX NPOrpamm, (YHKLMOHUPYHOWMX BHYTPU BUPTYANbHOW MALUKHBI,
OT HECAHKUMOHMPOBAHHOIO [OCTyNa CO CTOPOHbI BPEJOHOCHOrO0 MPOrPaMMHOr0 obecneuyeHus,
(hYHKLMOHMPYIOLLErO BHE BUPTYaNbHON MALLUHbI.

Peanu3aums AaHHOW yrpo3bl BO3MOXHA NPU YCNOBUM YCMELWHOrO NPe0A0NEeHNs BPEAOHOCHbIM
NPOrPamMMHbIM KOJJOM FPaHuUL, BUPTYaNbHON MALMHbI HE TONMbKO 3a CYET 3KCMAyaTauum ya3BUMOCTEN
rMNepBm3opa, HO 1 NyTEM OCYLLECTBNEHUS TAKOro BO3/EACTBUA C 6onee HU3KMUX (MO OTHOWEHUIO K
rMnepen3opy) ypoBHeil YHKLUNOHUPOBAHUSA CUCTEMDL.

NicmoyHUKU y2po3bi

BHYTpPeHHMII HapywuTenb CO CPeAHMM MOTEHLUMANOM. BHeWwHWii HapywuTenb €O CpeaHum
NOTEHLMANoM.

06Bekm so3delicmaus

BupTyanbHas malluHa, runepemsop.

[Tocnedcmeus peanusayuu y2po3bl

HapyweHne KOH(UAEHUMANbHOCTU. HapylleHre LenocTHOCTM. HapyweHne JOCTYNMHOCTM.

[TpumeHsiemble Mepbl npomugodelcmeus y2po3e:

[ns NpOTUBOAENCTBUS AAHHOM Yrpo3bl M3nenue obecneunBaeT rapaHTUPOBAHHYIO U30MALMNIO
CTPAHUL, NAMSATI Pa3HbIX BUPTYaNbHbIX MalWWH ApYr OT Apyra. 06ecneunBaeTcs KOHTPONb LENOCTHOCTH
(halinoB-06pa3oB, BKU3YaNU3NpPOBAHHOrO MNPOrpaMMHOrO o6ecneveHUs U BUPTYanbHbIX MaLUWH,
(halinoB-06pa3oB, WUCMONMb3yeMblx Ans obecrneyeHns pa6oTbl BMPTyanbHbIX (DANNOBbIX CUCTEM B
COOTBETCTBMM C TPe6OBAHUAMM, NPeabABAAEMbIMU Mepamu 3awwmTbl 3CB.7.
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VBN.046 VYrpo3a HapyweHusa npoueaypbl ayTeHTU(uKauum Cy6beKTOB BUPTYANbHOIO
MH(OPMALMOHHOI0 B3aUMOAENCTBUSA

onucaHue y2po3bl

Yrpo3a 3aknouaeTcs B BO3MOXHOCTM NOAMEHbI Cy6bekTa BUPTYanbHOro WHHOPMALUOHHOIO
B3aMMOZJENCTBMA, A TAKKe B BO3MOXHOCTU BO3HUKHOBEHUS COCTOSIHMS HECMOCOOHOCTM OCYLLEeCTBAEHMA
TAKOro B3auMoJencTBua.

[laHHas yrpo3a O06YCNOBMEHA HANUUWEM MHOXECTBA Pa3fIMUHbIX MPOTOKOMOB B3aUMHOU
NOEHTUUKALUMM 1 ayTEeHTU(UKALUN BUPTYANbHbIX, BUPTYann30BaHHbIX U (IU3NYECKUX CYyOHHEKTOB
A0CTYNa, B3aMMOAEUCTBYIOLMX Mexay cobonm B Xof4e nepefayn AaHHbIX KaK BHYTPU OAHOTO YPOBHA
BUPTYanbHOU UHPACTPYKTYPbI, TAK U MEXAY €€ YPOBHAMU.

Peanu3auus AaHHOW Yyrpo3bl BO3MOXHA B Clyyae BO3HUKHOBEHUS OWMOGOK NpW MPOBEAEeHUH
ayTeHTUMUKALMUM CYy6bEKTOB BUPTYaNbHOTO NH(OPMALUOHHOIO B3aMMOAENCTBUS.

NicmoyHUKU y2po3bi

BHYTPEHHMII HApywuTenb C HU3KAM MOTEHUMANOM. BHEWHUA HapywuTenb C HU3KUM
NOTEHLMANOM.

06bekm s8o3delicmaus

CeTeBOU Yy3en, ceTeBOe MNpOrpamMMHoe obecneyeHne, MeTafaHHble, YYETHble [daHHble
nonb3oBaTens.

[Tocnedcmeus peanusayuu y2po3bl

HapyweHue KoHuaeHumanbHoCTU. HapylweHne JOCTYNHOCTH.

[TpumeHsiemble Mepbl npomueodetcmeus y2po3e:

[lns  NpoTMBOAENUCTBMA [AHHOW yrpo3bl l3genue obecneumBaeTr uAEHTUPUKALUIO U
ayTeHTUduKaLnio U3NUECKNX U BUPTYasNbHbIX YCTPOWCTB MO NOTMUECKUM MMeHaM (MMA YCTPOICTBA U
(unm) ID), noruueckum aapecam, u (Mnu) No Puanyeckum agpecam YCTPONCTBA UM MO KOMOBUHALMN
UMeHW, noruyeckoro u (unu) U3Mueckoro agpeca, B COOTBETCTBUN C TPeGOBAHUAMY,
npegbasnsgembimm - mepamu  MA®.2, 3CB.1. W3genue obecneumBaeTr MOAAEPKKY MNPOTOKONOB
ayTeHTUdMKaLum iscsi/iser ana ayteHTUdUKALMM YCTPONCTB B MH(DOPMALMOHHOW cucTeme. Cy6beKTbl
A0CTYNa OAHO3HAYHO MAEHTU(MLMPYIOTCA U AYTEHTU(MLMPYIOTCA NPU AOCTYNE K KOHCONMMW yNpaBneHus
N3penuem [0  paspelleHns  Kakux-nmbo AeUCTBUMA N0 AAMUHUCTPUPOBAHUKD  U3genuem.
AyTeHTudMKauma Cy6bEKTOB AOCTyNa OCYLIeCTBASETCA C WUCMONb30BAHWEM MAponel, COrnacHo
TpeboBaHUAM, NpesbaBNsAeMbIMM Mepamu 3awmutbl 3CB.1. B cnyyae yAaaneHHOro MNOAK/IUYEHMA
obecneunBaeTcs MCNOMb30BaHKE MPOTOKONA SSh € B3aMMHON ayTeHTUhMKALMEN.

VBI.048 VYrpo3a  HapyweHus  TexHonorum  06pa6otkm  uHdopmauum  nyTEM
HeCaHKLMOHMPOBAHHOIO BHECEHMA U3MEHEeHI B 06pa3bl BUPTYa/bHbIX MALKH

onucaHue y2po3bl

Yrpo3a 3aK/uaeTcd B BO3MOXHOCTU OCYLECTB/IEHUS [eCTPYKTUBHOIO MNPOrpamMMHOr0
BO3ENCTBMA HA AUCKPEAUTMPYEMYKD CMCTEMY WKW OMOCPEAOBAHHOIO AECTPYKTUBHOIO MPOrPaMMHOr0
BO3[ENCTBMA Yepe3 HeE Ha Apyrue CMCTeMbl MYTEM OCYLLECTBNEHNSA HECAHKLUOHNPOBAHHOMO AOCTYNA K
06pa3am BUPTYanbHbIX MALINH.

JlaHHaa yrpo3a o6ycnoBneHa cnabocTamyu Mep pasrpaHMueHns AocTyna K obpasam
BUPTYaNnbHbIX MALLNH, PeANN30BaAHHbIX B MPOrPaMMHOM 06€eCneyeHn BUpTyanu3aLmnm.

Peann3auus AaHHOW Yrpo3bl MOXET NPUBECTU:

e K HapyleHuto KOHMMAEHUMANbHOCTM 3aliulaemMmon uHgopmauun, obpabaTbiBaemon C
MOMOLLbIO BUPTYaNbHbIX MALUKH, CO3AAHHbIX HA OCHOBE HECAHKLMOHUPOBAHHO N3MEHEHHbIX 06PA30B;
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e K HapyLeHMI0 LLeNoCTHOCTY NPOrpamMm, YCTAHOBNEHHDBIX HA BUPTYaNbHbIX MALIMHAX;
e K HapylWeHUto JOCTYMHOCTM PecypCcoB BUPTYANbHbIX MALLH;
e K CO37aHMI0 6OTHETA NYTEM BHEAPEHUS] BPELOHOCHOrO MPOrpamMMHOr0 o6ecreueHus B
06pa3bl BUPTYaNnbHbIX MALIMH, UCMOMb3yeMble B KauecTBe WabnoHoB (3TanoHHbie 06pasbi).

NicmoyHUKU y2po3bl

BHYTPEHHWUIA HapyWwuTenb CO CPeAHUM MOTEHUMUANOM. BHEWHUA HapyWnTeNb CO CPemHNM
NOTEHLMANOM.

06bekm eo3delicmeus

O6pa3 BUPTYaNnbHOM MAalUMHbI, CETeBOW Yy3en, cCeTeBoe MpOrpammHoe obecneueHue,
BUPTYanbHas Mall1Ha.

[locnedcmeus peanusayuu y2po3bi

HapyweHne KoH(hUAEHUMANbHOCTU. HapylleHre LenocTHOCTU. HapyleHue OCTYNHOCTM.

[TpumeHsiemble Mepbl npomugodelicmeus y2po3e:

[lns NpoTUBOAENCTBUA AAHHOW Yrpo3bl M3genne obecneunBaeT KOHTPOMb JOCTYNA Cy6bHEKTOB
aoctyna kK channam-o6pasam BUPTYaNM3MPOBAHHOrO MPOrpamMMHOr0 obecneyeHuss BMPTYaANbHbIX
MalwwuH, arnam-obpasam, CAYKEOGHbIM AAHHbIM, WCMOMb3yeMblM AN ob6ecneyeHns pPaboThl
BUPTYanbHbiX (HaNNOBbIX CUCTEM, U WUHbIM CRYXEOHbIM [AHHbIM CPEACTB BUPTYaNnbHOW Cpefabl B
cootsercTBuun ¢ RBAC (mepa 3CB.1).

N3pnenne obecneunBaeT KOHTPONb LENOCTHOCTY (hannoB-o6pa3oB BUPTYaNU3UPOBAHHOIO
NPOrpaMMHOro o6ecrneueHuss W BUPTYaNbHbIX MaluH, hannoB-o6pa3oB, WUCMOMb3yeMbIX AN
obecneueHnss paboTbl BUPTYyanbHbiX (DaNOBbIX CUCTEM, COFMACHO TPe6OBaHUAM, NpeabaBNAEMON
mepon 3CB.7.

N3penue obecneunBaetca 6M0KMPOBKA 3anycka MporpammHoro o6ecneuenus u (unn)
6MOKMPOBKa cermeHTa (KOMNOHeHTa) WH(OPMALMOHHON cuctembl (aBTOMATU3MPOBAHHOrO pabouero
MecTa, cepBepa) B c/iyyae O6HapYXeHUs (PaKTOB HAPYLIEHWA LLeNOCTHOCTU, COrNacHo TPeboBaHMAM,
npeabasnsemon mepon OLJI1.

YBb.058 Yrpo3a HeKOHTPONUPYEMOro poCcTa Ync/ia BUPTYanbHbIX MALUUH

OnucaHue y2po3bl

Yrpo3a 3aK/ouyaeTci B BO3MOXHOCTM  OFPAHUYEHUS WA HAPYLWEHWUS  JOCTYMHOCTU
BUPTYaNnbHbIX PECYPCOB [/ KOHEUHbIX NOTpebuTeneir 06MAUHBIX YCAYr MYTEM CAYyYaHOro WAW
HECAHKLMOHMPOBAHHOIO NPeAHAMEPEHHOI0 CO3aHNS HAPYLIUTENEM MHOXECTBA BUPTYArbHbIX MALLVH.

JlaHHas yrpo3a 06ycnoBneHa OrpaHUMYEHHOCTbI0O O06bEMA [JMCKOBONO MPOCTPAHCTBA,
BbIAENIEHHOrO MO0J BUPTYanbHY0 WHQPACTPYKTYPY, U CNabOCTAMKU TEXHONOTUA KOHTPONs npouecca
CO3AaHMA BUPTYaNbHbIX MALLVH.

Peanu3auus [aHHOW Yrpo3bl BO3MOXHA MpWU YCNOBWM HanUuusi y HapylwuTens npaB Ha
CO3AaHMe BUPTYa/bHbIX MALIWH B 06M1a4HON MHPACTPYKTYpE.

NcmoyHUKU yepo3bl

BHYTPEHHUIA HApywuTenb C HU3KUM MOTEHUMANOM. BHEWHWN Hapywutenb C HU3KUM
NOTeHLMANoM.

06bekm s8o30delicmaus

O6bnauHas cucTema, KOHCOMb YNpaBneHWs 06nayHOM  MHPACTPYKTYpoW, 06BnauHas
NHpaCTpyKTypa.
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[Tocnedcmeus peanusayuu yepo3bl

HapyuweHune JOCTYNHOCTH.

[TpumeHsiemble Mepbl npomugodeucmaus y2po3e:

[lna NpoTMBOAENCTBUA AAHHOW Yrpo3bl B M3genun npeaycMoTpeHbl W 3a40KYMEHTUPOBAHbI
PeKOMeHAALMN K MUHUMANbHOMY 06beMy fns Toro, utobbl M3genve mMorno (yHKUMOHWUPOBATb B
WTAaTHOM pexume.

Mpu pocTmxeHUn 3aABNEeHHOro numuta l3genue He nO3BONUT co3daTb HOBble BM, u
MPOAO/MKMT CBOIO pabOTy B LUTATHOM pPeXUME.

VBI.073 Vrpo3a HeCaHKUMOHMPOBAHHOTO AOCTYNAa K aKTuBHOMy W (unu) naccusHomy
BupTyanbHomy u (nnn) husnueckomy cetesomy 060pyaoBaHmnio u3 husnueckoii u (1nu) BUpTyanbHoi
cetn

onucaHue y2po3bl

Yrpo3a 3akniouaeTcs B BO3MOXHOCTN M3MEHEHWUs BPEAOHOCHBIMU MporpamMmamit anroputma
paboTbl NPOrpamMmMHOro obecreueHus ceTeBoro o6opynoBaHua U (Mnn) napameTpoB ero HACTPOMKM
NyTéM 3KCMAyaTauuu YA3BMMOCTEA MpPOrpamMMHOro W (Mnn) MUKPOMpPOrpamMMHOro ob6ecreueHus
yKa3aHHOro 060pyfoBaHus.

[laHHas yrpo3a 06yCnoBeHa OrPaHNYEHHOCTbI0 (PYHKLMOHANBHBIX BO3MOXHOCTEN (Hannunem
cnabocteit) akTMBHOrO M (unu) naccuBHoro BupTyanbHoro U (unn) usnueckoro ceTeBoro
060pynoBaHMsA, BXOAAIWEr0 B COCTAaB BUPTYanbHOM WHAPACTPYKTYPbl, HANMUMEM Y [AHHOTO
060pya0BaHMs PUKCUPOBAHHOTO CETEBOTO aApeca.

Peanusauus AaHHO yrpo3bl BO3MOXHA NPW YCNOBUM HANMUMs YA3BUMOCTEN B MPOrPAMMHOM 1
(unu) mMkponporpamMmHom obecneueHn CeTeBoro 060pyaoBaHuA.

NicmoyHUKU y2po3bi

BHYTpPeHHMII HapywuTenb CO CPeAHUM NOTEHUMANOM. BHeWHMWii Hapywutenb €O CPeAHUM
NOTEHLMANOM.

06bekm s8o3delcmaus

CeTeBoe 060pyfOBaHME, MUKPONPOrpaMMHOe oObecneuyeHne, CeTeBOe MNPOrpammHoe
obecneueHne, BUpPTyanbHble YCTPOUCTBA.

[Tocnedcmeus peanusayuu y2po3bl

HapyweHne KOH(UAEHUMANbHOCTU. HapylueHre LenocTHOCTU. HapyweHue JOCTYNHOCTM.

[TpumeHsiemble Mepbl npomueodetcmeus y2po3e:

[lna npoTUBOAENCTBUS JAHHOM yrpo3bl M3genne obecneumBaeT KOHTPONb LEeNoCTHOCTU MBM,
YBM, coctaBa ¥ KOHuUrypauuu BUPTYyanbHOro 060pyAoBaHusi, (hannos, COAEPXALiMX NapameTpbl
HACTPOWKM BUPTYaNM3MPOBAHHOrO MPOrpaMMHOr0 0becneyeHMs U BUPTYanbHbIX MawuH, (annos-
06pa3oB BMPTYaNM3NPOBAHHOTO NPOrPAMMHOIO O6ecneyeHns M BUPTYaNbHbIX MawWuH, (haunos-
06pa3oB, uMCnonb3yembix Ans obecneyeHus paboTbl BUPTYanbHbIX (HANMOBbIX CUCTEM, COMMACHO
TpeboBaHusM, npeabasnsemon mepon 3CB.7.

O6ecneunBaeTca 6GMOKMPOBKA 3anycka NporpammHoro obecneuexus u (unu) 6n0OKMpoBKA
cermeHTa (KOMMOHEHTA) WH(OPMALMOHHON CUCTeMbl (aBTOMATU3MPOBAHHOrO paboyero MecTa,
cepBepa) B cnyuae 06HaPYKeHNs aKTOB HapylleHus uenoctHocTi (OLJI.1).
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VYB.075 VYrpo3a HeCaHKLLMOHUPOBAHHOI0 0CTYNA K BUPTYaNbHbIM KaHanam nepegauu

onucaHue y2po3bl

Yrpo3a 3ak/uaeTcs B BO3MOXHOCTU OCYLECTBMEHUA HAPYLINTeNeM HeCaHKLMOHUPOBAHHOIO
nepexsata Tpaduka CeTeBbIX Y3M10B, HEJOCTYMHbIX C MOMOLLbIO CETEBbIX TEXHOMOTWIA, OTANYHBIX OT
CeTeBbIX TEXHONOT NI BUPTYAnM3aLnm, NyTéM HEKOPPEKTHOTO NCMOMb30BaHMSA TaKMX TEXHONOT WA,

JlaHHas yrpo3a 06ycnoBneHa CnaboCTAMM Mep KOHTPOMA MOTOKOB, MEXCeTeBoro
3KPAHMPOBAHNUS W Pa3rpaHUYeHus [OCTYyNa, Peann30BaHHbIX B OTHOLIEHUW CETEBbIX TEXHONOTMA
BMPTYanu3auum (C nomMoLLLbio KOTOPbIX CTPOATCA BUPTYaNbHble KaHanbl Nepeaayunt AaHHbIX).

Peann3auma [aHHOW Yrpo3bl BO3MOXHA MPW HANUUMM Y HapyWWUTeNns NPUBMNErniA Ha
OCYLLECTBEHNE B3aMMOAENCTBUA C MOMOLLbKO CETEBbIX TEXHONOTN BUPTYaNnu3aLmu.

NcmoyHUKU y2po3bi

BHYTPEHHMII HApywuTenb C HU3KAM MOTEHUMANOM. BHEWHUA HapywuTenb C HU3KUM
NOTEHLMANOM.

06bekm s8o3delicmaus

CeTeBOe NporpamMmmHoe obecneuyeHune, ceTeBo Tpadnk, BUPTyanbHbie YCTPONCTBA.

[Tocnedcmeus peanusayuu y2po3bl

HapyweHune KOH(MAEHLNANbHOCTMU.

[TpumeHsiemble Mepbl npomugodelcmaus y2po3e:

[lns NpoTMBOAENCTBMA  JAHHOW  yrpo3bl  M3genne  o6ecneumBaeT  BO3MOXHOCTb
pe3epBMPOBAHNSA KAHANOB CBA3W, WCNONMb3yeMbIX B BUPTYanbHOW WHMPACTPYKTYpe, COrNacHo
TpeboBaHuAM, npeabssnsemon mepon 3CB.8.

N3penue obecneunBaeT ynpasneHne ceTeBbiM TPAPUKOM MeXAy KOMNOHEHTaMU BUPTYaNbHOW
NH(PACTPYKTYPbI, OTKMIOUEHNE CETEBbIX NPOTOKONOB, HENCMONb3YEMbIX KOMMOHEHTAMU BUPTYaNbHOW
WHAPACTPYKTYPbl, @ TaKkKe BUPTYalbHOM BbIYNCIUTENbHOW CETK, COrNMACHO TpeboBaHUSAM,
npeabsasnsemon mepon 3CB.4.

O6ecneunBaeTcs NOANMHHOCTb CETEBbIX COEAUHEHNIN BHYTPU B, B TOM uncne ans 3awmtbl OT
NOAMEHbI CETEBbIX YCTPOMCTB M CEPBIUCOB, 06€CNeunBaeTcs N30NALuM NOTOKOB AAHHbBIX, NepesaBaeMbIX
n obpabatbiBaembix MBM, YBM u ceTeBbix MOTOKOB BMPTYanbHOW BbIMUCIUTENbHON CETU, N30MALMs
ceteBoro Tpadumka ot (k) kawmon rocteBot OC B BUPTYanbHbIX CETAX W NS KAKOAON BUPTYanbHON
MALLVHbI, COTMACHO TPe6oBaHMAM, NnpegbaBnsemon mepou 3CB.4.

VYBI1.076 Yrpo3a HeCaHKLMOHMPOBAHHOIO A0CTYNA K TUNEePBU30pY U3 BUPTYANbHON MALIMHBI U
(unn) dmsnueckon cetn

OnucaHue y2po3bl

Yrpo3a 3akniouaeTca B BO3MOXHOCTW NpUBEAEHWA HapyluTenem scen (ecnu runepsusop -
OfMH) UNK YacTh (ecnu NCnonb3yeTca HeCKOMbKO B3aUMOAENCTBYIOLMX MeXay CO60i runepsn3opos)
BUPTYanbHOW MHQPACTPYKTYpbl B COCTOAHME «OTKA3 B OOCNY)XMBAHUWU» MYTEM OCYLLECTB/IEHUS
AECTPYKTUBHOrO NPOrPaMMHOrO BO3AENCTBUA HA TFUNEpPBM30P M3 3aNyLWEHHbIX B CO3AAHHOM UM
BUPTYanbHOU Cpefie BUPTYaNbHbIX MALUVH, UM OCYLLECTBMEHMA BO34EUCTBUS HA TMMEPBU30p Yepes ero
NOAKNIoYEHNe K (PU3MUYeCKon BbIUNCIUTENbHOW CETU.

JlaHHas yrpo3a o06ycnoBneHa HanMuMeM MHOXeCTBa Pa3HO0Opa3HbiXx WHTepdencoB
B3aWMOJENCTBMA MEXAy TUNepBU3OPOM W BUPTYaNnbHOW MalwmHOW u (Mnn) U3MUECKol CeTbio,
YA3BMMOCTAMM TUNEPBMU30P]A, A TAKKE YA3BUMOCTAMU MNPOrPAMMHbIX CPeACTB U OrpaHWYEHHOCTbIO
(OYHKLUMOHANbHbIX BO3MOXHOCTEN annapaTHbIX CPeAcTB, WCMOMb3yemblx AnNs o6ecneyeHus ero
paboToCNOCO6HOCTN.
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Peanu3auus AaHHOU Yrpo3bl BO3MOXHA B OLHOM U3 CIeAYIOLLUX CTyYaes:

e Hanuuue y HapywuTens NPUBMNErUN, AOCTAaTOUHbIX ANA OCYLECTBAEHUS LECTPYKTUBHOIO
NPOrpamMMHOro BO3AEeUCTBUSA U3 BUPTYaNbHbIX MALLIWH;

e Hanuume y TruUNepBM3Opa aKTUBHOrO WHTepdenca B3aMMOAENCTBMS C  (hU3MYECKOM
BbIUUCNUTENBHOW CETbIO.

NcmoyHUKU v2po3bi

BHYTpeHHMII HapywuTenb €O CPeAHMM MOTEHUMANOM. BHeWwHMii HapywuTenb €O CpPeaHUM
NOTEHLMANOM.

06bekm s8o30delicmaus

Mnepsu3op.

[Tocnedcmeus peanusayuu yepo3bl

HapyuwieHune 1OCTYNHOCTN.

[TpumeHsiemble Mepbl npomugodeucmeus y2po3e:

[lna  npenoTBpalleHnin JAHHOW yrpo3bl M3genue ob6becneumBaeT OTKIIOUEHWE CETEBbIX
NPOTOKONOB, HEUCNOMb3YyeMbIX KOMMOHEHTAMU BMPTYanbHON MHQpAcTpykTypbl (MBM YBM), a Takke
BUPTYanbHOU BbIUNCAUTENbHOU CeTU. O6ecneunmBaeTca M30NALUSA NOTOKOB AAHHbIX, NepeaaBaembixX U
obpabatbiBaembix MBM YBM 1 ceTeBbiX MPOTOKONMOB BHYTPW BUPTYanbHOW BbIMUCIUTENbHOU CETH,
obecrneunBaeTcs 3anpetr MpsMOro BO3dencTBMA BM  mexay Co60oM, COrnacHO TpeboBaHUAM,
npeabsasnsembim mepon 3CB.4.

YbU.077 VYrpo3a HeECaHKUMOHMPOBAHHOr0O AOCTYNa K [JaHHbIM 32 Mnpeaenamu
3ape3epBUPOBAHHOr0 afPecHOro MPOCTPAHCTBA, B TOM uuUCNe BbIAENEHHOro Moj BUPTyanbHoe
annapartHoe obecneueHne

onucaHue y2po3bl

Yrpo3a 3aKMuyaeTcs B BO3MOXHOCTM  HAapywWweHUs  BPEAOHOCHOM  MPOrpamMmoi,
(YHKLMOHMPYIOLE BHYTPU BUPTYANbHON MaLUMHbI, LENOCTHOCT NPOrPpamMMHOro Koaa csoen u (unu)
APYruX BUPTYANbHbIX MALKH, (DYHKLMOHMUPYIOWMX NOA YNPABNEHMEM TOr0 Xe rMnepBu3opa, a Takke
N3MeHeHna napameTpos eé (MX) HaCTPOMKM.

JlaHHas yrpo3a 06ycnoBneHa Hanuuuem CnNabocTtem MNPOrpamMMHOr0  obecneyeHus
rmnepem3opa, 06ecneynBaioLLero W30ANPOBAHHOCTb AAPECHOr0 MPOCTPAHCTBA, UCMONb3YEMOro AfS
XPaHEHMS He TONbKO 3aWMWaemMon WHGOPMALMM M MPOrpamMMHOr0 KoAa o6pabaTbiBalolnx ee
Nporpamm, HO W NPOTrPAaMMHOIO KOAQ, Peanu3yiolero BUPTyabHOE annapaTHoe obecneyeHue
(BupTyanbHble YCTPOICTBA 06PAbOTKM, XpaHEHUA W Mepefaun AaHHbIX), OT HECAHKLNOHUPOBAHHOMO
A0CTYNa CO CTOPOHbI BP€AOHOCHON NPOrpamMmbl, PYHKLMOHUPYIOLLEN BHYTPU BUPTYANbHON MALIMHbI.

Peanu3auuss [aHHOM yYrpo3bl  BO3MOXHA NpPW  YCMOBUM  YCMELWHOTO  OCYLeCTBEHNSs
HECAHKLMOHMPOBAHHOIO A0CTYNa CO CTOPOHbI BPEJOHOCHOW NPOrpamMmbl, PYHKLNOHUPYIOLLEN BHYTPH
BUPTYanbHOW MALWMHbI, K [AAHHbIM, XPaHAWMMCA 33 NpeAenamn 3ape3epBMPOBAHHOIO NoA
NnonNb30BaTeNbCKNE AaHHbIE AAPECHOr0 NPOCTPAHCTBA JAHHOW BUPTYaNbHOW MALIMHBI.

NicmoYHUK y2po3bl

BHYTpPeHHMII HapywuTenb CO CPeAHMM MOTEHLUMANOM. BHeWwHWii HapywuTenb €O CpeaHum
NOTEeHLMaNom

O6bekm eo3delicmeus

CepBep, pabouyas CTaHUMSA, BUPTyanbHas MallWHA, TUNEPBM30pP, MALIMHHBIA HOCUTENb
nHdopmaLuy, MeTafaHHble.
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[Tocnedcmeus peanusayuu y2po3bl

HapyweHue uenoctHocTu. HapyleHue AOCTYNHOCTM

[TpumeHsiemble Mepbl npomugodeucmaus y2po3e:

O6ecneynBaeTcs U30MALMA NOTOKOB AAHHbIX, NepeaaBaemblx U obpabarbiBaembix MBM YBM 1
ceTeBblX NPOTOKONOB BHYTPU BUPTYaNbHOW BbIUNCIUTENbHOW CETH, 06eCcneunBaeTca 3anpeT npamoro
Bo3gencTams BM mexay cobomn, cornacHo TpeboBaHusM, npeabasnsembim mepon 3CB.4.

YBbI1.078 Yrpo3a HeCaHKUMOHUPOBAHHOIO AOCTYNA K 3al1L,aeMbiM BUPTYA/IbHbIM MallMHAM U3
BupTyanbHoi u (unu) dusnueckoii cetn

onucaHue y2po3bl

Yrpo3a 3akfuaetcs B BO3MOXHOCTM OCYLWECTBNEHWS HApywuTenem AeCTPYKTUBHOIO
NPOrPaMMHOro BO3/AEACTBUSA HA BUPTYasibHble MALUHbI U3 BUPTYanbHON 1 (Mnn) r3nUecKon ceTn Kak
C MOMOLLbI0 CTAHAAPTHbIX (He BUPTYaNbHbIX) CETEBbIX TEXHOMOMWIA, TaK W C MOMOLLbIO CETEeBbIX
TEXHONOTUN BUPTYanu3aLum.

[laHHas yrpo3a 06yCnoBNeHa HanWumem Yy CO34ABAEMbIX BUPTYANbHbIX MAWMWH CETEBbIX
a[lpecoB 1 BO3MOXXHOCTbIO OCYLLECTB/IEHUS UMU CETEBOrO B3aUMOAENCTBUSA C JPYrMMM CyGbeKTamu.

Peanu3auus AaHHOM Yrpo3bl BO3MOXHA MpW YCMOBUW HANUYMA Y HAPYLWWTENs CBEAEHUN O
CeTeBOM ajpece BMUPTYanbHOW MAlIWHbI, @ TAKKe TeKylleid aKTUBHOCTW BUPTYaNbHOW MALUKHbI Ha
MOMEHT OCYLLECTB/IEHUS HAPYLWUTENEM JeCTPYKTMBHOIO MPOrpaMMHOro BO3AeNCTBUS.

NcmoyHUKU y2po3bi

BHYTPEHHMII HApywuTenb C HU3KAM MOTEHUMANOM. BHEWHUA HapywuTenb C HU3KUM
NOTEHLMANOM.

06bekm so3delcmaus

BupTtyanbHas maliunHa.

[Tocnedcmeus peanusayuu y2po3bl

HapyweHne KoH(UAEHUMANbHOCTU. HapylleHne LenocTHOCTM. HapyweHue OCTYNHOCTM.

[TpumeHsiemble Mepbl npomueodetcmeus y2po3e:

[lna  NpoTMBOAENCTBMS [aHHOM yrpo3bl M3gennem o6ecneunBaeTCcsi KOHTPONMb A0CTyna
Cy6bekToB AocTtyna K aunam-obpasam BUPTYaNU3MPOBAHHOIO MNPOrPaMMHOr0 obecrneyeHus,
BUPTYanbHbIX MalKH, (annam-obpasam, CNyKe6HbIM [aHHbIM, MCNOMb3yemMbiM Ans obecneyeHus
paboTbl BUPTYaNbHbIX (hAanIOBbIX CUCTEM, U UHbIM CITY)KEOHbIM AAHHbIM CPEACTB BUPTYANbHOW CPeabl,
COrnacHo Tpe6oBaHuaM, npeabsBnsiemon mepon 3CB.7.

O6ecneunBaeTcs  KOHTPOMb  LENOCTHOCTM  (hannoB-06pa3oB  BUPTYaNU3MPOBAHHOIO
MPOrpaMMHOro ob6ecneyeHns U BUPTYaNbHbIX MaluH, (annos-06pa3os, WCMNONb3YEMbIX ANS
obecrieueHns paboTbl BUPTYanbHbiX (annosbix cuctem (KOHTPOnb (haitNoB-06pa3os  JOMKEH
nPoBOANUTLCA BO Bpems, Koraa (ainbli-06pasbl He 3a[4eNCTBOBAHbI), COrNAcHO TPeb6oBaHMAM,
npeabasnsemon mepon 3CB.7.

YBI.079 Yrpo3a HeCaHKLMOHUPOBAHHOIO AOCTYMNA K 3alULLAEMbIM BUPTYanbHbIM MaLIMHAM CO
CTOPOHbDI APYruX BUPTYANIbHbIX MALUNH

OnucaHue y2po3bl

Yrpo3a 3aknwuyaetcd B BO3MOXHOCTM OCYWeCTBNEeHUA [eCTPYKTUBHONO MNpPOrpammHOro
BO3,£I,€I7ICTBVIFI Ha 3aliniiaembie BUPTYa/ibHble MadllWHbl CO CTOPOHbI APYrux BUPTYA/IbHbIX MalUNH C
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NOMOLLbIO PA3NINYHbIX MEXAHU3MOB 0OMEHA AAHHBIMW MEXAY BUPTYaNnbHbIMU MALUWHAMWU, Peann3yemblx
rMNepBU30POM 1 AKTUBUPOBAHHbIX B CUCTEME.

JlaHHas yrpo3a o6ycnosieHa cnabocTAMM MexaHM3Ma 06MeHa AaHHbIMU MeXAY BUPTYaNbHbIMM
MaLIMHAMM 1 YA3BUMOCTAMU €ro peann3aLmnm B KOHKPETHOM runepsu3ope.

Peanu3auma AaHHOW yrpo3bl BO3MOXHA NPU YCNOBUKM HANUUKUS Y HAPYWUTENs NpUBUIErnii,
AOCTATOUHBIX AN UCMONb30BAHUSA PA3NNYHBIX MEXAHM3MOB 06MEHA AAHHbIMW MEeXAY BUPTYaNbHbIMM
MaLIMHAMM, PEaNN30BaAHHbIX B TMNEPBU30PE 1 aKTUBUPOBAHHbIX B CUCTEME.

NcmoyHUKU v2po3bi

BHYTPEHHMII HApywuTenb C HU3KAM MNOTEHUMANOM. BHEWHUA HapywuTenb C HU3KUM
NOTEHLMANOM.

061bekm s8o3delicmaus

BupTyanbHaa mawiunHa.

[Tocnedcmeus peanusayuu yepo3bl

HapyweHune KoH¢uaeHuManbHOCTU. HapyweHme LenocTHOCTU. HapyweHune JOCTYNMHOCTH.

[TpumeHsiemble Mepbl npomugodeucmeus y2po3e:

[lns NpoTMBOAENCTBMA [AHHOW yrpo3bl M3genue obecneumBaeT BO3MOXHOCTb KOHTPONs
(3anperta) npamoro B3aMMOAENCTBUA BUPTYanbHbIX MAWNH MeXAy Co60M, COrnacHo TpeboBaHUAM,
npeabsasnsemon mepon 3CB.4.

ObecneunBaeT MNOANMHHOCTU CETEBbIX COEANUHEHWIA (CeaHCcoB B3aWMOAENCTBUA) BHYTPH
BUPTYyanbHOU MHGPACTPYKTYPbI, B TOM Yncne Ana 3alnTbl OT NOAMEHbI CETEBbIX YCTPOUCTB 1 CEPBUCOB.

YbI.080 Vrpo3a HeCaHKUMOHWPOBAHHOr0O JOCTyna K 3aluiiaeMbiM BUPTYanbHbIM
ycTpoicTeam u3 BuptyansHoin u (unu) pusnueckoin cetn

onucaHue y2po3bl

Yrpo3a 3akfioyaeTtcs B BO3MOXHOCTM  YAANIEHHOTO  OCYLECTBNEHUS  HApyluTenem
HEeCaHKLMOHNPOBAHHOIO 0CTYNA K BUPTYaNbHbIM YCTPOWCTBAM U3 BUPTYanbHOW u (1nun) dusmnueckoit
CeTU C MOMOLLBIO PA3NNYHBIX CETEBbIX TEXHOMOrWMMU, MCMONMb3YEMbIX ANS OCYLEeCTBNEHUs 06MeHa
AAHHBIMU B CUCTEME, NOCTPOEHHOM C UCNOMb30BAHNEM TEXHOMOTMN BUPTYannu3aLumu.

[laHHas yrpo3a 06ycnoBneHa Hanuuuem cnabocTen B CeTEBbIX NPOrPaMMHbIX MHTepdencax
rMNepBM30pOB, MpPefHA3HAUYEHHbIX [NA YAANEHHOrO YNpaBfieHWs COCTAaBOM UM KOHuUrypauuen
BMPTYasbHbIX YCTPOWCTB, CO3AaHHbIX (CO3aBaeMblx) AaHHbIMU FUMePBU30PaAMM.

Peanu3auus AaHHOM Yrpo3bl BO3MOXHA NPU YCNOBUU HANUUKUA Y HAPYLIWUTENS NPUBUNETUiA
AOCTATOUHbIX [N OCYWECTBNeHNs 06MeHa AAHHbIMU B CUCTEME, MOCTPOEHHOW C WCMOMb30BAaHMEM
TEXHONOTUN BUPTYANuU3aLuM.

NicmoYHUKU y2po3bi

BHYTPEeHHMII HapywuTenb CO CPeAHMM MOTEHUMANOM. BHeWwHWi HapywuTenb €O CpeaHum
NOTEHLMANoM.

06Bekm so3delicmaus

BupTyanbHble yCTPOICTBa XpPaHeHUs, 06paboTKN 1 Nepefaum fJaHHbIX.

[Tocnedcmeus peanusayuu y2po3bl

HapyweHne KOH(UAEHUMANbHOCTU. HapylleHre LenocTHOCTM. HapyleHue JOCTYNMHOCTM.
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[TpumeHsiemble Mepbl npomugodeucmeaus y2po3e:

[lns NpoTMBOAENCTBMA [AHHOW yrpo3bl M3genue obecneumBaeT BO3MOXHOCTb KOHTPONs
(3anperta) npaAmoro B3auMOAENCTBUA BUPTYaNbHbIX MALWWH Mexay Co60i, COrnacHo Tpe6oBaHMAM,
npegbsasnsemon mepon 3CB.4.

O6ecneunBaeT MNOANMHHOCTI CETEBbIX COEAWUHEHWA (CeaHCOB B3aWMOAENCTBUA) BHYTPH
BUPTYyanbHOU MHGPACTPYKTYPbI, B TOM Ynce Ana 3almTbl OT NOAMEHbI CETEBbIX YCTPOUCTB 1 CEPBMCOB.

VYbI.084 VYrpo3a HeCaHKUMOHUPOBAHHOrO0 JAOCTYNMAa K CUCTeMe XpaHeHUA [aHHbIX U3
BupTyanbHoi u (unu) dusnueckoii cetn

onucaHue y2po3bl

Yrpo3a 3ak/nuyaeTcs B BO3MOXHOCTU OCYWECTBMEHUA AeCTPYKTUBHOrO NPOrpammHOro
BO3MENCTBMA HA BUPTyanbHble YCTPOICTBA XpaHeHWs [AaHHbIX W (Unn) BUPTYanbHble ANCKN
(aBnAWMEcA KAK CErMeHTaMu BUPTYanbHOTO AWCKOBOTO MPOCTPAHCTBA, CO3[AHHOMO OTAENbHbIM
BUPTYaANbHbIM YCTPOWCTBOM, TaK U €4UHbIM BUPTYasibHbIM AUCKOBbIM MPOCTPAHCTBOM, CO3AAHHbIM MYTEM
NOTUYECKOro 06beANHEHNA HECKONbKIUX BUPTYamNbHbIX YCTPONCTB XPAHEHUS AAHHDbIX).

JlaHHas  yrpo3a 006yCnoBfneHa Hanuumem  €naboctem  NPUMEHSIEMbIX  TEXHONOTuK
pacnpefeneHus UHPOPMALMN N0 PA3ANUHbIM BUPTYaNbHbIM YCTPOCTBAM XPAHEHNUA AaHHbIX U (1Unn)
BUPTyanbHbIM AWCKAM, a TakKke CnabocTen TEXHONOrMU €AWHOr0 BUPTYANbHOrO AUCKOBOTO
MPOCTPAHCTBA. YKa3aHHble CnaboCT CBA3aHbl C BbICOKOW CMOXHOCTbIO aANroputmMoB obecneuyeHus
COrNMacoOBAHHOCTW AENUCTBMIA MO pacnpepeneHnto UHGOPMaUMK B pamkax €AWHOro BMPTYanbHOro
ANCKOBOr0 MPOCTPAHCTBA, @ TAKXe B3aMMOAEUCTBUA C BUPTYanbHbIMW U (IM3NYECKMMU KAHANAMM
nepegauun AaHHbIX Ana obecneyeHns paboTbl B pamMkax 04HOI0 AUCKOBOIO NPOCTPAHCTBA.

Peanu3auus JaHHOW Yrpo3bl BO3MOXHA MPU YCIOBUU HANNUMA Y HAPYLWUTENs CneuyuanbHbIX
MPOrpaMMHbIX CPeACTB, CMOCO6GHbIX IKCMAYATUPOBATb CMABOCTM TEXHOMOMMMW, WCMOMb30BAHHbBIX MPH
NOCTPOEHUM CUCTEMbl XPAHEHWA [JaHHbIX (CETeBbIX TEXHOMOTWA, TEXHOMOrUi pacnpeaeneHns
NHOpMALLK 1 Ap.).

NicmoyHUKU y2po3bi

BHYTPEHHMII HApyWwuTenb C HU3KAM MOTEHUMANOM. BHEWHUA HapywuTenb C HU3KUM
NOTEHLMANOM.

06bekm s8o3delicmaus

BupTyanbHble yCTPOWCTBA XPAHEHUS AAHHbIX, BUPTYaNbHble ANCKM.

[Tocnedcmeus peanusayuu y2po3bl

HapyweHne KOH(UAEHUMANbHOCTI. HapylleHre LenocTHOCTM. HapyweHue OCTYNMHOCTM.

[TpumeHsiemble Mepbl npomueodetcmeus y2po3e:

[N npoTMBOAENCTBMA [AHHOW Yrpo3bl M3pgenune obecneumBaeT BO3MOXHOCTb KOHTPONS
(3anperta) npaAmMoro B3aMMOAENCTBMUA BUPTYanbHbIX MALIWMH MeXAy COo60i, COrNacHo TpeboBaHMAM,
npeabasnsemon mepon 3CB.4.

ObecneunBaeT MOANMHHOCTU CETEBbIX COeAUHEHWI (CeaHCcoB B3aWMOAENCTBUA) BHYTPH
BUPTYanbHOW MHGPACTPYKTYPbI, B TOM Yncne AN 3almTbl OT NOAMEHbI CETEBbIX YCTPOUCTB 1 CEPBMCOB.

Takke [na NPOTMBOAENUCTBMA [AaHHOW yrpo3bl W3genue obecneurBaeT rapaHTUPOBAHHYIO
N30MALMI0 CTPAHUL, NAMATY Pa3HbIX BUPTYanbHbIX MALUWH APYT OT Apyra.
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VYBI1.085 Yrpo3a HeCaHKLMOHMPOBAHHOIO AOCTYNA K XPAHUMOWN B BUPTYaNbHOM NPOCTPAHCTBE
3awmwaemon uHgopmauum

onucaHue y2po3bl

Yrpo3a 3aKniuyaeTcs B BO3MOXHOCTW HApyWeHWs KOH(MPUAEHUMANbHOCTU WHGOpMaLuu,
cofepxaliencs B pacnpegeneHHbix annax, CoAepXalMx 3alWuuaemMylo MHGOpMauMio, NyTeEM
BOCCTQHOBNEHMA [aHHbIX pacnpefenéHHbix (hannoB M3 MX MHOXECTBA OTAENbHbIX (DParMeHToB C
MOMOLLbI)  MPOrpamMMHOr0  obecneyeHnss ©  MHMOPMALMOHHBIX TEXHOMOrMA No 06paboTke
pacnpegenéHHoun uHopmaumu.

[laHHas yrpo3a o06ycnoBneHa TeMm, YTO B CBA3M C NPUMEHEHWEM MHOXEeCTBA TEXHONOruu
BUPTYanu3auum, npeaHasHadeHHbIX Ans paboTbl C AaHHbIMK (pacnpegeneHne [OaHHbIX BHYTPW
BUPTYaNnbHbIX U NOrMYECKMX ANCKOB, pacnpefeneHne AaHHbIX MeXay TakuMu ANCKaMuK, pacnpeaeneHne
AAHHbIX MeXay (PU3MYECKUMU U BUPTYANbHbIMWA HAKONUTENSMU €JMHOr0 AWCKOBOrO NPOCTPAHCTBA,
BblaeneHne o6nacreil JUCKOBOro NPOCTPAHCTBA B BUAE OTAENbHbIX JUCKOB U Ap.), NPAKTUUECKN BCe
(hannbl XpaHATCS B BUE MHOXECTBA OTAENbHbIX CErMEHTOB.

Peanu3auus AaHHOW Yyrpo3bl BO3MOXHA MPU YCNOBUU HEJOCTAaTOUHOCT UKW OTCYTCTBUS Mep
no obecneyeHnto KOHOUAEHLMANbHOCTU NHGOPMALMMN, XPAHALLENCS HA OTAENbHbIX HAKOMUTENSX.

NicmoyHUKU y2po3bi

BHYTPEeHHMII HapywuTenb €O CPeAHMM MOTEHUMANOM. BHeWHMii Hapywutenb €O CPeaHUm
NOTEHLMANOM.

061bekm s8o3delicmaus

Hocutenb nndopmaumu, 06vekTbl hanoBon CUCTEMDI.

[Tocnedcmeus peanusayuu y2po3bl

HapyweHune KOH(MAEHLNANbHOCTMU.

[TpumeHsiemble Mepbl npomueodetcmeus y2po3e:

[l npoTWBOAENCTBMA [aHHOW yrpo3bl lM3genue o6ecneunBaeT BO3MOXHOCTb CO3AAHUSA
BUPTYaNbHON BbIUNCNUTENBHON CeTU (BUPTYanbHbIX KaHANoB CBA3N) Ana BM u (1nu) BUPTYanbHbIX 30H,
C BO3MOXHOCTbIO KOHTPOAA U ynpaBneHus WHMOPMALMOHHbIMKU NOTOKaMu, ucknwovawowmum HCO K
3aWwMwaemon  MHQopmauuu, BKAYAA  3aWMTY  MHDOPMALMOHHO-YMPABAAOWMX  COOBLEHNN
(cnye6HbIX MH(OPMALMOHHBIX COOBLLEHNIN) U KOHAUTYPALMOHHON UHAOPMALMN.

N3penue obecneunBaeT CTUpaHMe O0CTaTOMHOW MHOPMALMK, 06pasytoLencs nocne yaaneHus
thanos o6pa3zos BM.

ObecneunBaeTcs  KOHTPONMb  LENOCTHOCTM  halnoB-06pa3os,  BM3Yanu3nMpOBAHHOMO
MPOrpamMMHOro o6ecneyeHns W BUPTYaNbHbIX MawWWH, (annoB-ob6pa3oB, MCNONb3yeMbIX [And
obecneyueHnss paboTbl BUPTYyanbHbIX (AMNOBLIX CUCTEM B COOTBETCTBUM C TpeboBaHMAMY,
npeabasasgembiMu mepamm 3awutbl 3CB.7.

VBI1.086 Yrpo3a HeCAHKLMOHNPOBAHHOTO U3MEeHeHUs ayTeHTU(hUKALMOHHON uHGopMaLmK

onucaHue y2po3bl

Yrpo3a 3ak/ouaeTcs B BO3MOXHOCTU OCYLLEeCTBNEHNSI HENPABOMEPHOr0 AOCTYNA HApyLIUTenem
K ayTeHTU(UKALMOHHOW WHGOPMaUMM ApYyrux nonb3oBaTener C MNOMOLbIO LWTATHbIX CPeacTB
ONepaLyoHHON CMCTEMbI UK CNELMANbHbBIX MPOrPaMMHbIX CPeaCTB.

JlaHHas yrpo3a o06yC/noBfeHa Hanuumem Cnabocten Mep pasrpaHuyeHns [octyna K
nHopMaLun ayTeHTUUKaLun.

Peanu3auus [AaHHOM yYrpo3bl  MOXET CNoCO6CTBOBATb [JaNbHeilemMy MPOHUKHOBEHUIO
HApYLNTeNs B CUCTEMY NOJ YYETHOW 3aNKCbio ANCKPEAUTUPOBAHHOIO NONb30BaTEeNS.
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NcmoyHUKU v2po3bi

BHYTPEHHMI HapywuTenb C HU3KAM MOTEHUMANOM. BHEWHUA HapywuTenb C HU3KUM
NOTEHLMANOM.

06bekm s8o3delicmaus

CuctemHoe nporpamMmHoe obecneyeHune, 06beKTbl (hannoBOM CUCTEMbI, YYETHbIE [AAHHble
nonb3oBarens, peecTp.

[Tocnedcmeus peanusayuu y2po3bl

HapyweHune uenocTHoCTU. HapylueHne JOCTYMHOCTMW.

[TpumeHsiemble Mepbl npomugodeucmaus y2po3e:

[lna npoTMBOAENCTBUA [AHHOW yrpo3e, B W3genum Bce onepauum € ugeHTUdmkaTopamu
nonb3oBartenen, €O CPeACTBAMU ayTeHTU(UKAUMW - NPOU3BOAATCA aaMuHMcTpatopamu (B vactu
peanu3aumm mep 3awutbl NAD.3, NA®D.4). MonHomoums aAMUHMCTPATOPOB 1 MNOMb30BaTeNen
nporpamMmHoro Wspgenusa pasgeneHbl W pernameHTUpoBaHbl (B COOTBETCTBMW C TpebBOBAHUAMM,
npegbABASEMbIMU MepPamMn 3awWunTbl MHGOPMALMKM PONIEBON JOCTYN. B COOTBETCTBMM C TPEOGOBAHMAMY
Mepbl 3aLWUTbl MHOPMaLUK.

VYBI1.090 Vrpo3a HeCAHKLMOHUPOBAHHOIO CO3AAHMSA YYETHOM 3aNnCh NONb3oBaTens

onucaHue y2po3bl

Yrpo3a 3aK/nuyaeTcs B BO3MOXHOCTM CO3[AHWUS HApYWMUTENEM B CUCTEME AOMNONMHUTENbHOM
YYETHOW 3anNMCKU NONb30BaTeNs W €€ AanbHenwero UCNonb30BaHNUS B COBCTBEHHbIX HEMPABOMEPHbIX
uensx (Bxoga B cucTeMy C MpaBami 3TON YUETHOM 3aNNUCK U OCYLLECTBNEHUSA [eCTPYKTUBHbIX AeNCTBUN
N0 OTHOWEHWI0 K [AUCKPEAUTUPOBAHHON CUCTEME UMM U3 JUCKPEAUTUPOBAHHOM CUCTEMbI MO
OTHOLIEHUIO K IPYrMM CUCTEMAM).

JlaHHas yrpo3a o06ycnoBneHa CnNaboCTAMU MEXaHW3MOB pa3rpaHUMuYeHus [octyna K
3aLMLLAEMON NH(OPMALINN.

Peanu3aums [aHHOW yrpo3bl BO3MOXHA B C/lyyae HanMuMa W NpaB  Ha  3anyck
CneuManu3npoBaHHbIX NpPOrpamMm AN pefakTUpPoBaHWs  (halnoB, COAepPXalLMX CBeAeHus o
nonb3oBaTensx cuctembl (Npu yaanéHHoMm A0CTyne) WK WTATHbIX CPEACTB YNpaBieHus [OCTYNOM U3
COCTaBa ONepaLyoOHHO cucTembl (Mpu NOKanbHOM JoCTyne).

NicmoyHUKU y2po3bi

BHYTPEHHMII HApyWwuTeNb C HU3KAM MOTEHUMANOM. BHEWHUA HapywuTenb C HU3KUM
NOTEHLMANoM.

06bekm s8o3delicmaus

CucTemMHOe NporpammHoe obecrneyeHme.

[Tocnedcmeus peanusayuu y2po3bl

HapyweHne KOH(UAEHUMANbHOCTI. HapylleHne LenocTHOCTM. HapyweHue OCTYNMHOCTM.

[TpumeHsiemble Mepbl npomueodetcmeus y2po3e:

[lna nNpoTWBOAENCTBMA AAHHOW yrpo3e B W3genum Bce onepaunm, CBA3aHHble C CO3[aHUEM,
moamdmKaumMen W yoaneHWem  yUyeTHbIX 3anucend nonb3oBaTtenen  M3genus  BbIMONMHAKOTCA
aIMUHUCTPATOpPaMK (B vactu peanusauun mep 3awmtbl UAD.3, 3CB.1, YNA.1, 3CB.2). NonHomouus
aIMVMHMCTPATOPOB 1 NOMb30BaTeNEN NPOrPaMMHOro M3genus pasaeneHbl U PernamMeHTMPOBaHbI.
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VB 100 Yrpo3a 06xoaa HEKOPPEKTHO HACTPOEHHbIX MEXaHU3MOB ayTeHTU(hUKaLK

onucaHue y2po3bl

Yrpo3a 3aKniouaeTcs B BO3MOXHOCTYM MOMYUYEHUs HapyluuTenem NpuBuierui B cucteme 6es
NPOXOXAEHUA NPOLEeAYPbl ayTeHTUMUKALMN 33 CUET BbINOMHEHUA AEWCTBUI, HAPYLWAIIWNX YCNOBUA
KOPPEKTHOW paboTbl CPeAcTB ayTeHTUdMKaumn (Hanpumep, BBOA [aHHbIX HENoAAepXuUBaeMoro
thopmara).

NlaHHas yrpo3a 06yCNnoBneHa B Clyyae HEKOPPEKTHbIX 3HAUEHNI NAapaMeTPoB KOHQUIypaLuu
cpencTs ayTeHTUdMKaLum v (UKn) OTCYTCTBUEM KOHTPONS BXOAHbIX JAHHbIX.

Peanu3aums AaHHON Yrpo3bl BO3MOXHA NPY YCNOBUM HANNUMSA OWUGOK B 3aAaHHBIX 3HAUEHUSAX
NapameTpoB HACTPONKM MEXAHU3MOB ayTeHTU(DMKALNM.

NcmoyHUKU y2po3bi

BHYTPEHHMII HApywuTenb C HU3KAM MOTEHUMANOM. BHEWHUA HapywuTenb C HU3KUM
NOTEHLMANOM.

06bekm s8o3delicmaus

CucTeMHoe nporpamMmHoe obecrneyeHune, ceTeBoe NPorpaMmmHoe obecnedeHue.

[Tocnedcmeus peanusayuu y2po3bl

HapyweHue KoH(puaeHuManbHOCTU. HapyleHne LenocTHoCTH. HapyleHne JOCTYNHOCTH.

[TpumeHsiemble Mepbl npomugodelcmeus y2po3e:

[lns  npoTuBOAenCTBUA [aHHOW yrpo3e B l3genun peann3oBaH MEXaHM3M KOHTPONs
AyTEHTU(PUKALMOHHON NHGOPMALUN NPK ee BBOAE, Peann30BaHa HACTPOMKA NAPAMETPOB CHOXHOCTY
NaponbHOM WHGOpMALMKM, He [OMYCKAKWANA MPUMEHEHUs «MyCTbiX» Naponeun, WnuM naponen,
06N1aJaK0LWMX HU3KON CNOXHOCTBIO (B uacTu peanusaumn mepbl 3awutbl NAD.4), HACTPOIiKa NapameTpoB
NapoNbHON 3aLUTbl BbIMONHAETCA agMUHMCTPATOpom W3genus. [ins npoTMBOAENCTBUSA CMeLManbHbIM
NPOrpamMMHbIM CPeACcTBaM TaKXe peann3oBaHbl TpeboBaHWA Mepbl 3awwuTbl MHGopmauun YNI.6, B
yacTu 33[aHUS KONUYECTBA HEYCMEeLWHbIX MOMNbITOK ayTEHTU(UKALMKU, WU BPEMEHU, Ha KOTopoe
6N0oKMpyeTca UCNob3yemblin NAEHTU(MKATOP NONb30BATENS MPU JOCTKEHUM AAHHOTO OrPaHNYEHNS.
B cooTBeTcTBUM C TpeboBaHUAMU Mepbl 3awuTbl MHGopmauun PCB.3 ocyuiecTBnsieTcs permcrpauus
COObITMI 6€30NaCHOCTU, CBA3AHHDBIX C AyTEHTU(MKALMEN NONb30BaTENEN N AAMUHUCTPATOPOB.

VYbI1.108 Vrpo3a ownbéku 06HOBNAEHUA runepen3opa

OnucaHue y2po3bl

Yrpo3a 3ak/o4yaeTcs B BO3MOXHOCTW AUCKPeAUTALMN Hapywutenem (yHKLMOHUPYIOWMX HA
6ase runepeu3opa 3aWMTHbIX MEXaHW3MOB, NPeAOTBpPALLAWMNX HECAHKLUMOHMPOBAHHbIA A0CTYN K
06pa3am BUPTYaNbHbIX MaLLIWH, N3-3a OWN6OK €ro 06HOBNEHNUS.

JlaHHas yrpo3a 06YyC/OBMeHA 3aBUCUMOCTbIO (DYHKLUMOHUPOBAHMA KAXAONO0 BMPTYaNnbHOroO
YCTPOWCTBA W KaXAOro BUPTYaNM3MPOBAHHOIO Cy6bekTa A0CTYNa, a TAKXKEe BCeW BMPTYanbHOU
NHpacTpykTypbl (MM €€ uvactm, ecnu ucnonb3yercs 6onee O[HOrO  runepsusopa) oT
paboToCNOCO6HOCTU rMnepsm3opa.

Peanu3auua AaHHOW Yrpo3bl BO3MOXHA MPMW YCNOBUM BO3HUKHOBEHUSA OWKOGOK B mpouecce
06HOBNEHUA rMNepBM3opa:

e c60€eB B npoLecce ero 06HOBNEHUS;

e 06HOBNEHUN, B XOA€ KOTOPbIX BHEAPAIOTCA HOBbIE OLWKNOKN B KOA r’MNEpBU30Pa;

e 0OHOBNEHUN, B X04€ KOTOPbIX B MMNEPBM30P BHEAPAETCA NPOrPaMMHbIN KOJ, Bbi3bIBaKOLLMNA
HEeCOBMEeCTMMOCTb rMnepBM30pa Co cpefon ero PYHKLMOHNPOBAHMS;

e [IpYyruX UHUNAEHTOB 6€30NacHOCTU MHOPMALIUN.
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NcmoyHUKU v2po3bi

BHYTpPEHHMIA HApYLWKNTENb C HU3KUM NOTEHLMANOM.

06bekm so30delicmaus

CucTemMHOE NporpammHoe o6ecrneyeHue, runepsn3op.

[Tocnedcmeus peanusayuu y2po3bl

HapyweHue KoH(pUaeHuManbHOCTU. HapyleHne LenocTHoCTu. HapyleHue JOCTYNHOCTH.

[TpumeHsiemble Mepbl npomugodeucmaus y2po3e:

O6HoBneHue U3genus OCywWecTBASAETCA TONbKO NyTeM O06HOBNEeHMS (Pann-npoLunBKY,
CKQUaHHOW C OULMANbHBIX PECypCcoB NpeanpuaTUa-pa3paboTumka, y KOTOPbIX OPraHM30BaH npouecc
6e3onacHon pa3pabotku MO. Dann-o6HOBNEHNE AONOMHMTENbHO MOANMCbIBaeTcA cornacHo MOCT P
3410, npu o6HOBneHuu W3genne npPoOBOAMT KOHTPONMb LENOCTHOCTM (hauna nyTem NpOBepKu
BaNMAHOCTU 1 BepunLMpPOBaAHHOCTM uudposon nognucu no FOCT P 34.10-2012.

VYB.119 Vrpo3a nepexsarta ynpaBneHus runepsn3opom

onucaHue y2po3bl

Yrpo3a 3ak/uaeTcs B BO3MOXHOCTU OCYLLECTBMEHUA HAPYLINTENeM HeCaHKLUOHUPOBAHHOIO
AOCTYNA K MH(OPMALMOHHBIM, NPOrPAaMMHbBIM W BbIUMCIUTENbHBIM pPecypcam, 3ape3epBMPOBAHHBIM 1
ynpaBnsieMbiM FMNepPBU30POM, 3@ CYET MONYUYEHUA HAPYLWMTENemM NnpaBa ynpaBneHus runepsu3opom
NYTEM IKCMNyaTaALUK YA3BUMOCTEN KOHCONM YNPABNEHUA TUMEPBU30POM.

JlaHHas yrpo3a 06ycnoBneHa Hannumem y KOHCONM ynpaBneHus runepsu3opom NporpPamMmmHbIX
NHTepencoB B3aUMOEeNCTBUA C APYrMMK cy6bekTamu aoctyna (mpoueccamu, nporpammamu) U, Kak
CNneacTBne, BOSMOXHOCTbIO HECAHKLMOHMPOBAHHOMO AOCTYNA K [AHHOW KOHCONU (Nporpamma ypoBHs
BUPTYaANN3aL/1m), a TakKe HeloCTaTOUHOCTbIO Mep MO Pa3rpaHuueHnio JOCTYNA K JAHHON KOHCOMMW.

Peanu3aums [aHHOW Yrpo3bl BO3MOXHA NPW YCNOBWUM HANUUWUS Yy HapywuTens npae Ha
OCYLLECTBEHNE B3aMMOAENCTBUA C KOHCOMbIO YNPaBNeHUs rMnepB1M3opom.

NicmoyHUKU y2po3bi

BHYTPeHHMII HapywuTenb €O CPeAHMM MOTEHUMANOM. BHeWwHMii HapywuTenb €O CpPeaHuM
NOTEHLMANoM.

06bekm s8o3delcmaus

CucTeMHOe NporpammHoe obecneyeHne, rMnepBu3op, KOHCOMb YNPaBNEHUs TMNEePBIU30POM.

[Tocnedcmeus peanusayuu y2po3bl

HapyuieHne KoH(MAEHUNANbHOCTYU. HapylleHue LenoCcTHOCTU. HapylueHue JOCTYNHOCTM.

[TpumeHsiemble Mepbl npomueodetcmeus y2po3e:

[N NpoTUBOAENCTBMA [aHHOW yrpo3e lW3genue obecneunBaeT AOCTYN K KOMMOHEHTaM
N3nenua cornacHo yteepxaeHHon poneson mogenu (MAD.1, YN/.1, 3CB.1).

N3penue obecneunBaeT (YHKUMM MAHAATHOrO KOHTPOAA AOCTYyNa ANA PaHXWPOBAHUA U
pa3rpaHnyeHns [0CTyna pas3nuuHbix BM K BUPTyanbHbIM WAKM annapaTHbIM pecypcam, namsTi,
npoueccopam.

VYBI.120 Yrpo3a nepexBaTta ynpaBneHus cpesou BUPTyanu3auum

onucaHue y2po3bl

Yrpo3a 3aKnyaeTca B BO3MOXHOCTU OCYLLeCTBNEeHUA HapylimTenem HeCaHKLMOHMPOBAHHOIO
AocCTyrna K VIHCbOpMaLI,VIOHHbIM, nporpaMmMHbiM N BbIYNCITUTENIbHBIM pPeCypCaM, 3ape3epBNPOBAHHDBIM 1
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yNpasnseMbiM BCEMWU TUNEPBM30OpPaAMK, Peanu3yioWwmmMn cpegy BUPTyanu3auuu, 3a CYET NOMyYeHUs
HapylwnuTenem npasa ynpaBneHns 3TUMU FMNEpPBU30PaMM NYTEM IKCNNyaTaLMM YA3BUMOCTEN KOHCONMM
CpencTBa ynpasneHms BUPTyanbHOW UHGPACTPYKTYPON.

[laHHas yrpo3a 06ycnoBneHa HanuuMem y KOHCONMM CPeACTBA YNpaBNeHWUs BUPTYaNnbHOU
WHPACTPYKTYPON, peanu3yemoro B pamMkax OAHOM M3 BMPTYanbHbIX MAWWH, MNPOrpamMMHbIX
NHTepchencoB B3aUMOAeNncTBUA C APYruMi cy6bekTamu goctyna (mpoueccamu, nporpammamu) U, Kak
CneacTBne, BOSMOXHOCTbIO HECAHKLMOHMPOBAHHOMO AOCTYNA K [AaHHOW KOHCONM (nporpamma ypoBHs
yNpaBneHus BUPTYanu3aumm), a Takie HefoCTaTOUHOCTbIO Mep MO Pa3rpaHUueHnio AoCTyNa K JaHHOI
KOHCONN.

Peanu3auus [aHHOW Yrpo3bl BO3MOXHA MpW YCNOBUM HANWYMA Y HapyWwuTens npas Ha
OCyLLEeCTBMEHNE B3aNMOLENCTBUSA C KOHCONbIO CPeACTBA YNPABNEHNUS BUPTYANbHOU MH(PACTPYKTYPON.

NicmoyHUKU y2po3bi

BHYTpeHHMII HapywuTenb €O CPeAHMM MOTEHUMANOM. BHeWwHWii HapywuTenb €O CpeaHuM
NOTEHLMANOM.

061bekm s8o3delicmaus

MHdopMaLmMoHHas cucTema, CUCTEMHOe NPorpammHoe obecneyeHue.

[Tocnedcmeus peanusayuu y2po3bl

HapyweHue KoH(puaeHuManbHoCTU. HapyleHne LenocTHoCTu. HapyleHne JOCTYNHOCTH.

[TpumeHsiemble Mepbl npomugodeucmeaus y2po3e:

QN npoTUBOAENCTBMA [aHHOW yrpo3e l3genve obecneunsaeT [OCTYN K KOMMOHEHTaM
N3nenua cornacHo yteepxaeHHon poneson mogenu (MA®.1, YNA.1, 3CB.1).

W3nenue obecneunBaeT (PYHKLUMM MAHAATHOTO KOHTPOMSA [OCTYNa ANA PaHXMPOBAHUA U
pasrpaHuueHns [OCTyna pas3nuuHblx BM K BUpPTYanbHbIM WAM annapaTHbIM pecypcam, NamaTy,
NpoLeccopam.
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	1.4.1.9. В Изделии должна обеспечиваться возможность смены установленного администратором Изделия пароля пользователя Изделия после его первичной аутентификации.
	1.4.1.10. Изделие должно обеспечивать невозможность установления одинаковых идентификаторов и паролей для разных пользователей.
	1.4.1.11. В случае ввода неправильного значения идентификатора или пароля в Изделии должно выводиться сообщение с приглашением ввести правильные идентификатор и пароль еще раз.

	1.4.2. Управление доступом субъектов доступа к объектам доступа
	1.4.2.1. Управление доступом для пользователей Изделия должно обеспечиваться средствами УВМ, в соответствии с реализованной в Изделии моделью RBAC. При управлении доступом должны обеспечиваться следующие функциональные возможности:
	1.4.2.2. Изделие должно обеспечивать управление доступом к виртуальному аппаратному обеспечению информационной системы, являющимся объектом доступа.
	1.4.2.3. Изделие должно обеспечивать контроль запуска виртуальных машин на основе заданных администратором правил.
	1.4.2.4. Изделие должно обеспечивать контроль доступа субъектов доступа к изолированному адресному пространству в памяти гипервизора, в памяти хостовой операционной системы, виртуальных машин и (или) иных объектов доступа.
	1.4.2.5. Изделие должно обеспечивать реализацию механизмов изоляции программных модулей одного процесса от другого.
	1.4.2.6. Изделие должно обеспечивать гарантированную изоляцию страниц памяти разных виртуальных машин друг от друга.
	1.4.2.7. Изделие должно обеспечивать функции мандатного контроля доступа для ранжирования и разграничения доступа различных ВМ к виртуальным или аппаратным ресурсам, памяти, процессорам.

	1.4.3. Регистрация событий безопасности в виртуальной инфраструктуре
	1.4.3.1. Изделие должно обеспечить регистрацию следующих событий:
	1.4.3.2. Изделие должно обеспечивать возможность централизованного сбора, хранения, экспорта и анализа информации о зарегистрированных событиях безопасности виртуальной инфраструктуры;
	1.4.3.3. Изделие должно обеспечивать регистрацию событий безопасности, связанных с перемещением и размещением виртуальных машин;
	1.4.3.4. Изделие должно обеспечивать возможность резервного копирования журнала регистрации событий.
	1.4.3.5. Изделие должно информировать администратора Изделия о событиях безопасности путем произведения записи в журнал аудита.
	1.4.3.6. Регистрация событий безопасности в средстве виртуализации должна осуществляться с учетом разделов 3 - 6 ГОСТ Р 59548-2022 «Защита информации. Регистрация событий безопасности. Требования к регистрируемой информации».
	1.4.3.7. Журнал аудита Изделия должен быть доступен только для чтения. При исчерпании области памяти, отведенной под журнал аудита Изделия, должно осуществляться архивирование журнала с последующей очисткой высвобождаемой области памяти.

	1.4.4. Управление потоками информации между компонентами виртуальной инфраструктуры, а также по периметру виртуальной инфраструктуры
	1.4.4.1. Изделие должно обеспечить следующие функции по управлению потоками информации между компонентами виртуальной инфраструктуры:

	1.4.5. Управление перемещением виртуальных машин (контейнеров) и обрабатываемых на них данных
	1.4.5.1. Изделие должно обеспечивать следующие функции контроля и управления перемещением виртуальных машин (контейнеров) и обрабатываемых на них данных:
	1.4.5.2. Изделие должно обеспечивать реализацию следующих ограничений при управлении перемещениям виртуальных машин:
	1.4.5.3. Изделие должно обеспечивать возможность централизованного управления механизмами управления перемещением виртуальных машин (контейнеров) и обрабатываемых на них данных.
	1.4.5.4. Изделие должно обеспечивать обработку отказов перемещения виртуальных машин (контейнеров) и обрабатываемых на них данных;
	1.4.5.5. Изделие должно обеспечивать непрерывность регистрации событий безопасности в виртуальных машинах (контейнерах) в процессе перемещения;
	1.4.5.6. Изделие должно обеспечивать очистку освобождаемых областей памяти на серверах виртуализации, носителях, системах хранения данных при перемещении виртуальных машин (контейнеров) и обрабатываемых на них данных.
	1.4.5.7. Изделие должно обеспечивать стирание остаточной информации, образующейся после удаления:
	1.4.5.8. Очистка памяти должна осуществляться путём генерации случайной последовательности бит и записью их в освобождаемый блок и/или путем записи в освобождаемые блоки нулей.
	1.4.5.9. Изделие должно обеспечивать размещение кода Изделия в области памяти, не доступной одновременно для записи и исполнения.

	1.4.6. Контроль целостности виртуальной инфраструктуры и ее конфигураций
	1.4.6.1. Изделие должно обеспечивать возможность контроля целостности в процессе загрузки и (или) динамически следующих компонентов:
	1.4.6.2. Должна обеспечиваться блокировка запуска программного обеспечения и (или) блокировка сегмента (компонента) информационной системы (автоматизированного рабочего места, сервера) в случае обнаружения фактов нарушения целостности.
	1.4.6.3. Изделие должно информировать администратора Изделия о нарушении контроля целостности объектов контроля путем произведения записи в журнал аудита и (или) выводом сообщения о нарушении контроля целостности в консоль управления Изделием.
	1.4.6.4. Изделие должно обеспечивать блокировку запуска компонентов программного обеспечения, не прошедших аутентификацию с использованием свидетельств подлинности модулей (в том числе цифровых сигнатур производителя или иных свидетельств подлинности ...
	1.4.6.5. Изделие должно блокировать запуск ВМ при выявлении нарушения контроля целостности файлов виртуальной базовой системы ввода-вывода.

	1.4.7. Резервное копирование данных, резервирование технических средств, программного обеспечения виртуальной инфраструктуры, а также каналов связи внутри виртуальной инфраструктуры
	1.4.7.1. Изделие должно обеспечивать следующие функциональные возможности по резервному копированию:
	1.4.7.2. Изделие должно обеспечивать возможность резервирования каналов связи, используемых в виртуальной инфраструктуре.

	1.4.8. Разбиение виртуальной инфраструктуры на сегменты (сегментирование виртуальной инфраструктуры) для обработки информации отдельным пользователем и (или) группой пользователей.
	1.4.8.1. Изделие должно обеспечивать возможность создание изолированных виртуальных зон, предназначенных для решения выделенных (обособленных) задач.
	1.4.8.2. Изделие должно обеспечивать возможность сегментирования виртуальной инфраструктуры (виртуальных вычислительных сетей) посредством создания логических локальных сетей.
	1.4.8.3. УВМ должна быть должна быть недоступна со стороны объектов и процессов, исполняющихся на ВМ.

	1.4.9. Изделие должно обеспечивать возможность следующих действий: создание, удаление, запуск, остановку, конфигурацию ВМ и т.д., включая назначение меток безопасности, а также экспорт и импорт ВМ и управление шаблонами ВМ.

	1.5. Комплектность
	1.5.1. Изделие должно поставляться в виде установочного образа (в формате image и/или iso), готового к установке на СВТ и комплектоваться необходимой для эксплуатации Изделия документацией (далее – Комплект Изделия).
	1.5.2. Должны быть доступны следующие типы Комплектов Изделия:
	1.5.3. Количество Комплектов Изделия, передаваемых Конечному пользователю Изделия в рамках конкретной поставки должно определяться условиями лицензионного договора (договора поставки).
	1.5.4. Количество лицензий на использование Изделия (число доступных установок (инсталляций) Изделия или количество СВТ, в составе которых может использоваться Изделие) доступных Конечному пользователю должно быть указано в лицензионном сертификате, с...
	1.5.5. Контрольные суммы установочного образа Изделия должны иметь значение, приведённое в таблице 3.

	1.6. Маркирование
	1.6.1. Маркирование Изделия должно соответствовать требованиям настоящих ТУ, эксплуатационной документации и должна содержать:
	1.6.2. Сертифицированные комплекты Изделия должны маркироваться идентификатором СЗИ. Идентификатор СЗИ должен быть указан:
	1.6.3. Идентификатор СЗИ, соответствующий конкретной поставке Изделия, должен регистрироваться ООО «НумаТех» в «Журнале учета выпущенных Изделий и учета идентификаторов СЗИ» совместно со следующей информацией о поставке Изделия:

	1.7. Упаковка Изделия
	1.7.1. При поставке Изделия и документации на Изделие на компакт-диске, диск должен быть упакован в конверт и запечатан специальной этикеткой с логотипом изготовителя. Способ заклеивания должен исключать вскрытие конверта без невидимых повреждений упа...
	1.7.2. Компакт-диск и документация на Изделие, входящая в комплект поставки, должны быть упакованы в транспортную тару изготовителя, представляющую собой пластиковый пакет с застежкой типа zip-lock.
	1.7.3. Упаковка Изделия должна обеспечивать выполнение требований по транспортированию и хранению в соответствии с ТУ.
	1.7.4. Тара должна выдерживать без нарушения целостности конструкции воздействие механических нагрузок и климатических факторов, обеспечивать защиту упакованного в неё Изделия.
	1.7.5. Упаковке подлежит укомплектованное Изделие, прошедшее приемо-сдаточные испытания.


	6. Условия транспортирования, хранения и эксплуатации
	6.1. Транспортирование Изделия
	6.1.1. Допускается транспортирование Изделия в упакованном виде любым видом транспорта без ограничения скорости и расстояния.
	6.1.2. При транспортировании должна быть обеспечена защита Изделия от:
	6.1.3. При транспортировании Изделия следует обеспечивать условия:

	6.2. Хранение
	6.2.1. Изделие должно храниться в упаковке в отапливаемых помещениях при температуре воздуха от 5 до 40  С и относительной влажности воздуха не более 80 %.
	6.2.2. Изделие должно храниться в капитальных отапливаемых помещениях на стеллаже или в упаковке, поставляемой изготовителем, в условиях, соответствующих условиям эксплуатации Изделия, при отсутствии в воздухе паров кислот, щелочей и других агрессивны...

	6.3. Указания по эксплуатации
	6.3.1. Не допускается использовать Изделие для обработки информации, содержащей сведения, составляющие государственную тайну.
	6.3.2. Эксплуатация Изделия возможна только при соблюдении следующих организационно-технических мер:
	6.3.3. Для обеспечения выполнения требований по безопасности информации, предъявляемых к объекту информатизации, в состав которого входит Изделие, в виртуальной среде, созданной с использованием Изделия, могут применяться средства защиты информации, н...
	6.3.4. Все сетевые подключения к Изделию должны быть ограничены сертифицированным ФСТЭК России межсетевым экраном, класс которого должен быть определен исходя из требований по безопасности информации, предъявляемых к объекту информатизации, в состав к...
	6.3.5. Удаленное управление Изделием должно осуществляться со СВТ, в отношении которых реализованы организационно-технические меры по защите информации, соответствующие требованиям по безопасности информации, предъявляемых к объекту информатизации, в ...
	6.3.6. В целях обеспечения удаленного доступа пользователей с использованием сетей связи общего пользования к средству виртуализации должны применяться средства криптографической защиты информации, прошедшие процедуру оценки соответствия в соответстви...


	7. Ограничение прав по использованию программного обеспечения Изделия
	8. Гарантии изготовителя
	9. Техническая поддержка
	9.1. Изготовитель осуществляет техническую поддержку Изделия в соответствии с пакетами услуг технической поддержки, состав и содержание сервисов которых закрепляется Изготовителем в Политике сервисного сопровождения Продуктов производства компании «Ну...
	9.2. В течение срока действия Сертификата соответствия требованиям по безопасности информации на Изделие Изготовитель осуществляет его базовую техническую поддержку. В рамках базовой технической поддержки Изделия изготовитель осуществляет:
	9.3. Обязательный срок действия базовой технической поддержки Изделия определяется сроком действия сертификата соответствия на Изделие (согласно Государственного реестра сертифицированных средств защиты информации ФСТЭК России № РОСС RU.0001.01БИ00). ...
	9.4. Потребители и ФСТЭК России будут проинформированы не позднее чем за 1 год до окончания производства и (или) поддержки безопасности Изделия об окончании производства и (или) поддержке безопасности Изделия.
	9.5. Услуги технической поддержки уровня «Стандарт» доступны приобретающей организации в течение 12 месяцев от даты приемки Изделия представителем приобретающей организации.
	9.6. Срок действия технической поддержки Изделия и качество сервисов технической поддержки указывается в Сервисном сертификате Изделия, наличие которого обеспечивает возможность обращения в сервисную службу Изготовителя.
	9.7. Иные виды технической поддержки (расширение сервисов технической поддержки) предоставляются изготовителем на возмездной основе, в соответствии с Политикой сервисного сопровождения.
	9.8. Контактные данные сервисной службы ООО «НумаТех»:

	10. Порядок получения Изделия при электронной поставке
	10.1. Порядок получения Изделия в электронном виде
	10.2. Порядок эксплуатации Изделия

	11. Указания по устранению уязвимостей и обновлению
	11.1. Изготовитель осуществляет поиск уязвимостей Изделия, в том числе с использованием общедоступных баз данных уязвимостей ФСТЭК России (http://bdu.fstec.ru/) и баз данных уязвимостей CVE. При выявлении критичной уязвимости изготовитель незамедлител...
	11.2. Доведение информации об обнаруженных недостатках Изделия, разработка компенсирующих мер по защите информации или ограничений по применению Изделия, а также доведение информации о таких мерах и ограничениях до потребителей сертифицированного Изде...
	11.3. Информация о выходе обновлений и мер, направленных на нейтрализацию выявленной уязвимости, публикуется на сайте изготовителя Изделия (https://www.numatech.ru/), а также доводится до каждого пользователя путем отправки сообщений на электронные ад...
	11.4. При выходе обновления, исправляющего критические уязвимости, указывается обязательность обновления Изделия или применения мер, направленных на нейтрализацию выявленной уязвимости. Также на сайте изготовителя размещается информация о контрольной ...
	11.5. Обновление Изделия должно осуществляться только с использованием предоставляемых изготовителем обновлений, в т.ч. скачанных с его официального сайта, с соблюдением соответствующих Инструкций изготовителя.
	11.6. Загрузка обновления осуществляется с сервера изготовителя с соблюдением требуемых мер, обеспечивающих безопасность его получения. Ссылка для загрузки предоставляется при обращении в сервисную службу изготовителя. Обновление Изделия может быть по...
	11.7. Обновление Изделия осуществляется в соответствии инструкцией ООО «НумаТех», сопровождающей каждое выпускаемое обновление. Подлинность и целостность файла-обновления и документации обеспечивается ЭЦП.
	11.8. Обновление комплекса выполняется в следующем порядке:
	11.9. При информировании и доведении информации о выявленных недостатках, обновлении Изделия следует руководствоваться документом «Регламент обновления Изделия и информирования пользователей» 643.АМБН.00021-01 87 01.

	12. Перечень сокращений
	Приложение А. Перечень ссылочных документов
	Приложение Б. Разрешения для базовых ролей пользователей Изделия
	Приложение В. Перечень мер защиты информации, реализуемых Изделием
	Приложение Г. Угрозы, которым противостоит Изделие
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